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Comparative Analysis of Encryption Algorithms 

Using Simulation Technique 
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M. Haruna5, and Bashar F. Rugga6 

The unprotected electronic document may be subjected to a data breach in 
which private or sensitive information is stolen, taken, altered, copied, 
communicated, viewed, or used without authorization. This study evaluates the 
four most common encryption algorithms like Data Encryption Standard (DES) 
Algorithms, Rivest Cipher2 Algorithm (RC2), Triple Data Encryption Standard 
(3DES), and Advanced Encryption Standard (AES). This aims to compare four 
(4) encryption algorithms using simulation in VB.NET programming approach 
that uses time and data size parameters to encrypt and decrypt data with 
greater efficiency. The simulation comparison technique using the VB.Net 
programming was adopted as the method for the study. A graphical user 
interface (GUI) was developed, and four algorithms were programmed to 
evaluate their performance based time and data size. As a result, the four 
Encryption Algorithms were evaluated and found that the Advanced Encryption 
Standard algorithm (AES) performs much faster in VB.Net. 

Keywords: Electronic Code Book, Simulation Comparison Technique, 

Graphical user Interface. 

1. Introduction 

Taha et al. (2019), the science or study of 
methods for secret writing and concealing 
communications in any medium is known as 
cryptography. Encryption converts a plaintext or 
piece of data into a ciphertext, which prevents 
nefarious outsiders from deciphering the content. 
Qui et al. (2019), the importance of knowledge 
and, more recently, data has increased, 
accelerating the development of cryptography. 
The requirement for secret military 
communication then impacted the first known 
encryption, which had been used to safeguard 
religious or commercial information. The need for 
safe business and private communication 
brought about the following significant 
modifications. Computers and the internet have 
progressively taken over our life since the 1980s. 
Therefore, communication between people, 
machines, or people and machines is best 
encrypted in the Information Age. 
 
According to Li et al., advances in information 
technology bring us ease and efficiency and new 
information security issues (2019). More people 
can only access information services with secure 
data transfer. Chandramouli & Pinhas (2020) 
argue that data encryption is a fundamental 
security method used to protect computer data 
stored outside of system memory to stop data 
theft and other malicious activities. Encrypted 

data makes essential documents much more 
secure as it makes them difficult to decrypt, even 
if lost or leaked. Hafen et al. (2019), the history of 
simulation can be written from a variety of 
angles, including the uses of simulation 
(analysis, training, and research), types of 
simulation models (discrete-event, continuous, 
combined discrete-continuous), simulation 
programming languages or environments 
(GPSS, SIMSCRIPT, SIMULA, SLAM, Arena, 
Auto Mod, Simio), and application domains or 
communities of interest (communications, 
manufacturing, military, transportation). 
Examples of the many viewpoints and 
combinations are easily accessible in the 
histories that have been published; Nance 
(1996), Sergent et al. (2002), and Hollocks 
(2006).  
 
The development of computer simulation began 
during World War II when mathematicians Jon 
Von Neumann and Stanislaw Ulam had to solve 
the perplexing issue of neutron behavior. Hit-
and-miss experiments were too expensive, and 
the problem must be analyzed appropriately. So, 
the mathematicians proposed the Roulette wheel 
method. The probabilities of distinct occurrences 
were combined into the fundamental information 
about the likelihood of their occurrence in a step-
by-step analysis to forecast the result of the 
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entire series of events. Due to the exceptional 
performance of the neutron problem approaches, 
they quickly gained popularity and were used 
extensively in business and industry. 

2. Methodology 
In respect of the study conducted based on 
comparative methodologies for encryption 
algorithms, the researcher adopts the “Simulation 
Comparison Technique” to compare four 
encryption algorithms.  

2.1 Rationale Behind the Selection of 
Simulation Comparison Technique 

Vazan (2021), in his research to compare the 
speed of cryptography algorithms, expressed 
that using VB.Net simulation assists the 
researchers in locating obstructions in the flow of 
data, information, and other files easily. The 
simulation also enables an understanding more 
crucial factors, notably algorithm performance 
evaluation. Moreover, his research expressed 
that the simulation method of comparison aids 
his study in which he compares various solutions 
and designs using simulation by evaluating the 
performance of existing algorithms and 
forecasting the performance and concludes that 
simulation has the following benefit to adopting 
over the rest of the comparing methods: Speed, 
Easy to use and Accuracy. 

2.2 How SCT is Implemented in this Study 

i. In SCT GUI, a 64-bit plaintext block was 
used in the first transform operation at 
the operation's starting point. 

ii. Plain text will then be subject to the first 
permutation (IP). 

iii. The initial permutation (IP) was used to 
separate the accepted block into the 
correct plaintext (RPT) and left plaintext 
(LPT). Each LPT will go through the 
alteration procedure 16 times. 

iv. The simulation procedure was then 
repeated 16 times for the LPT and RPT. 

v. Finally, the newly combined block 
passed through Final Permutation once 
the LPT and RPT re-join (FP). 

vi. The simulation process resulted in the 
creation of the necessary 64-bit cipher 
text. 

2.3 How Vb.Net is Used in this Research 

i. Using the VB.Net programming 
environment, a GUI or simulation system 
was developed. 

ii. The four encryption algorithms (DES, RC 
II, 3DES and AES) were programmed 
within the GUI for comparison. 

iii. The simulation interface has a robust 
feature for real-world simulation 

iv.  The GUI was split into three sections: 
plaintext, encryption mode, decrypted 
text 

2.4 Source of Data 

Using SCT, the simulation system (GUI) was 
developed to compare four encryption 
algorithms: DES, RC II, 3DES and AES. The 
system generates plain text and allows the 
researcher to select an algorithm to determine its 
performance using time and data size (speed) 
during the simulation process. The system 
provides results based on time spent by a 
particular algorithm. Hence the researcher 
determines the faster algorithm. 

 

Figure 2.1 SCT G.U.I 

3. Results and Discussion 
 
3.1 Results 

The outcomes of using various data loads to run 
the simulation program are displayed in this 
section. The effects of changing the data size on 
each approach for each investigated algorithm 
(DES, 3DES, AES, and RC2) are displayed in 
the figure below. 
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Figure 3.1 Result 
 
3.2 Discussion 

The study compares four encryption algorithms 
using a simulation comparison method to 
determine which algorithm encrypts and decrypts 
data in VB.Net more quickly at various data 
sizes. Based on the fastest algorithm after 
comparison, the study recommends the best 
algorithm to guarantee the security and integrity 
of data in real-time. Using a simulation 
comparison method with VB.NET, the four most 
widely used encryption algorithms, Advanced 
Encryption Standard (AES), Rivest Cipher2 
Algorithm (RC2), Data Encryption Standard 
(DES), and Triple Data Encryption Standard 
(3DES), have been assessed. AES is the fastest 
encryption/decryption algorithm in VB.NET 
programming. Based on the comparison, AES 
was the fastest encryption/decryption algorithm 
in VB.NET programming. By storing a document 
in an encrypted format that can only be retrieved 
by providing the right password supplied while 
cryptography, the AES algorithm supports all 
new encryption/decryption software functions, 
making it the best algorithm in terms of 
performance. Additionally, AES's performance 
(speed) improves as the Data Size increases, 
which cuts down on processing time. 
 
3.3 Recommendation 
 
The Advanced encryption standard (AES) 
algorithm is recommended for secured 
transmission of data over internet and other 
modes of data communication due it quicker 
encryption and decryption. This back 
Agbelusi and Matthew (2023) in their study 
comparative analysis of Encryption 
algorithms using Java programming.   

4. Conclusion 
 

This study has demonstrated the effectiveness of 
the VB.Net simulation comparison technique. 
This study's VB.Net simulation approach 
produces the fastest algorithm in terms of data 
security. Advanced Encryption Standard (AES) 
was contrasted with DES, 3DES, and RC2 to 
select the quickest algorithm. To assess 
performance: time and data size parameters in 
milliseconds in various data size (MB), the 
simulation was run in Electronic Code Book 
Mode (ECB), which uses the AES symmetric 
technique (key to key cryptography). It’s pertinent 
to note that, due to its three-phase encryption 
operation, 3DES often requires more time than 
RC2. AES works better than DES and other 
encryption techniques despite having a lengthy 
key (256 bits). The results had little to do with 
other loads operating on the computer because 
each experiment was carried out several times 
and produced almost similar results to what was 
anticipated. 
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