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Abstract

Spam messages continue to pose significant challenges across various digital communication platforms,
impacting user experience and cybersecurity. This study explores a novel approach to text-based spam
detection by leveraging Local Binary Patterns (LBP) as a feature extraction technique in conjunction
with ensemble learning models. LBP, traditionally used in image processing, captures local structural
patterns in text, offering a compact and efficient feature representation. Ensemble learning methods,
including Random Forest and Gradient Boosting, were employed to enhance classification accuracy.
The proposed framework was evaluated using benchmark datasets, achieving an accuracy of 98.6%,
outperforming traditional machine learning models. This paper highlights the potential of LBP as a
versatile feature extraction method in spam detection and provides insights into the effectiveness of
ensemble learning for robust classification.

Keywords: Local Binary Patterns, Spam Detection, Text Classification, Ensemble Learning,
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INTRODUCTION

The rise of digital communication has fundamentally reshaped how individuals and
organizations interact, share information, and conduct business. Platforms such as email,
SMS, and social media have become integral to modern life, providing efficiency and
convenience. However, this rapid technological evolution has also created vulnerabilities that
malicious actors exploit, particularly through unsolicited messages, commonly known as
spam. Spam encompasses a wide array of unwanted communications, including
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advertisements, phishing attempts, fraudulent schemes, and malware dissemination. Beyond
the inconvenience it causes, spam significantly impacts productivity, cybersecurity, and
resource allocation, making it a pervasive global challenge (Kontsewaya et al.,2021). The
phenomenon of spam traces back to 1978 when the first recorded instance involved an
unsolicited promotional email sent via ARPANET. At the time, it was viewed as a minor
annoyance, but as digital technologies advanced, spam evolved into a sophisticated threat.
Spammers adapted their strategies, leveraging automation and advanced algorithms to
bypass detection systems and reach vast audiences (Templeton, 1978). Today, spam accounts
for over 85% of all email traffic and is increasingly prevalent on platforms like social media
and mobile networks, where fraudulent accounts and malicious links proliferate (Kaur et
al.,2018).

Spam's impact extends beyond mere annoyance. It disrupts personal communication and
productivity while incurring substantial economic costs. Businesses spend billions annually
on countering spam through increased bandwidth, storage requirements, and sophisticated
detection tools. Additionally, phishing scams embedded in spam emails often lead to identity
theft and financial fraud, further eroding trust in digital systems (Radicati Group, 2023). The
dynamic and adaptive nature of spam underscores the limitations of traditional detection
methods. Early approaches relied on rule-based systems that identified spam using
predefined criteria such as specific keywords or sender addresses. While effective against
static patterns, these systems were inadequate for handling the constantly evolving tactics of
spammers, who began employing obfuscation techniques like deliberate misspellings,
random content generation, and spoofed sender addresses.

Additionally, the emergence of the Internet of Things (IoT) introduced new dimensions to the
spam problem. IoT devices generate vast amounts of data, creating additional opportunities
for spammers to exploit vulnerabilities. For instance, smart home devices connected to IoT
networks have been targeted by spam campaigns, requiring new methods to secure these
environments (Sicari et al.,2015). To address these challenges, researchers have increasingly
turned to machine learning (ML) and deep learning (DL) techniques, which offer dynamic
and robust solutions for spam detection. ML algorithms such as Naive Bayes, Logistic
Regression, Random Forest, and Support Vector Machines (SVM) have shown promise in
classifying spam by learning from historical data. These models are particularly effective for
structured datasets, where they dynamically adapt to identify spam patterns (Kontsewaya et
al.,2021; Khan et al., 2022). Despite their strengths, traditional ML models often rely on
handcrafted features, such as term frequency and message length, which spammers can
manipulate to evade detection. For example, spammers can disguise malicious intent by
blending legitimate content with spam. This limitation necessitated the exploration of more
automated and scalable solutions. Deep learning has emerged as a transformative approach
in spam detection, providing the ability to automatically extract features and process large
datasets. Long Short-Term Memory (LSTM) networks excel in capturing sequential
dependencies in text, making them highly effective for email and SMS spam detection
(Gangava et al., 2020).

Similarly, Bidirectional Encoder Representations from Transformers (BERT) leverage
contextual understanding to achieve state-of-the-art accuracy. For example, Sahmoud and
Mikki, (2022) reported a 99% accuracy rate in email spam detection using BERT, significantly
outperforming traditional ML models. Hybrid models combining Convolutional Neural
Networks (CNNs) with LSTM or BERT have further enhanced spam detection capabilities by
integrating spatial and contextual features. Ghourabi et al. (2019) demonstrated the utility of
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these hybrid models in SMS spam detection, highlighting their ability to handle short-text
classification tasks effectively.

However, DL models often require substantial computational resources and large labeled
datasets, which can limit their deployment in real-time applications or resource-constrained
environments. Feature engineering remains a critical component of spam detection.
Traditional approaches such as Term Frequency-Inverse Document Frequency (TF-IDF) and
n-grams capture text-level relationships but fail to account for deeper structural patterns. This
limitation led to the exploration of advanced feature extraction techniques such as Local
Binary Patterns (LBP). Originally developed for image processing, LBP encodes local
structural information into binary representations, providing a compact, efficient, and highly
discriminative feature set. In the context of text-based spam detection, LBP has demonstrated
its ability to extract meaningful patterns that enhance model performance.

Ensemble learning further enhances spam detection by combining the strengths of multiple
classifiers to improve accuracy and robustness. Techniques such as Random Forest and
Gradient Boosting capitalize on diverse decision-making processes, reducing errors and
ensuring consistent performance across varied datasets. Shaaban et al.(2022) highlighted the
effectiveness of ensemble methods, particularly when integrated with advanced feature
extraction techniques like LBP. By aggregating decisions from multiple models, ensemble
learning addresses the inherent complexity of spam detection, including highly imbalanced
datasets and subtle distinctions between legitimate and fraudulent messages.

Despite notable advancements, existing spam detection methods face several challenges,
including platform-specific limitations, computational resource demands, and susceptibility
to evolving spam tactics. To overcome these barriers, this study proposes an innovative
framework that integrates Local Binary Patterns (LBP) for feature extraction with ensemble
learning for classification. Unlike traditional machine learning methods that depend on
manually engineered features like TF-IDF or n-grams, which spammers can easily
manipulate, or deep learning approaches that require extensive computational resources and
large labeled datasets (Sahmoud and Mikki, 2022), this framework leverages LBP’s ability to
capture intricate structural patterns in text, a technique adapted from image processing.

This novel application of LBP to text-based spam detection represents a significant departure
from conventional feature extraction methods, offering a compact and discriminative
representation that enhances model performance across diverse datasets. Furthermore, the
integration of ensemble learning, combining robust classifiers like Random Forest and
Gradient Boosting, ensures high accuracy and adaptability, addressing the dynamic nature of
spam across email, SMS, and social media platforms (Shaaban et al., 2022). By evaluating this
framework on benchmark datasets, this study pioneers a scalable, cross-platform solution that
bridges the gap between computational efficiency and robustness, setting a new benchmark
for spam detection research.

MATERIALS AND METHODS

The effectiveness of spam detection systems hinges on the quality of datasets, feature
extraction techniques, and classification algorithms. This section details the datasets used, the
preprocessing steps taken, the feature extraction process using Local Binary Patterns (LBP),
and the implementation of ensemble learning models.
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DATASETS
To ensure the robustness and adaptability of the proposed framework, this study utilized
datasets from three major communication platforms: email, SMS, and social media.

I

ii.

iii.

Email Datasets: The Enron Email Dataset, widely used in spam detection research,
provided a rich collection of labeled spam and legitimate emails. This dataset includes
over 35,000 messages, offering a comprehensive range of email-based spam scenarios.
Social Media Datasets: One real-world Twitter datasets were selected for their
inclusion of spam content and associated metadata, such as user profiles and activity
logs. These datasets provide both textual and behavioral features for detecting
spammers in social networks.

SMS Datasets: The SMS Spam Collection Dataset, which includes over 5,000 labeled
messages, was selected for its balance of spam and legitimate SMS examples. This
dataset has been widely used in spam detection research and serves as a benchmark
for comparative analyses (Ghourabi et al., 2019).

These datasets provide a comprehensive foundation for evaluating the proposed
framework across diverse communication platforms.

DATA PREPROCESSING
Preprocessing is a crucial step in preparing raw datasets for feature extraction and model
training. The following steps were applied:

i

a.

b.

ii.

a.

iii.
a.

Text Normalization

Text data was converted to lowercase to reduce variability.

Special characters, numbers, and punctuation marks were removed.

Tokenization

Text was tokenized into individual words or n-grams to create a structured
representation of the data.

Stopword Removal

Common words such as "the" and "is," which provide little value for classification,

were removed using predefined language-specific stopword lists.
iv. Metadata Processing (for social media datasets)

a.

User account attributes such as account age, follower-to-following ratios, and posting

frequency were extracted and normalized to a common scale.

V.

a.

Balancing the Dataset
Oversampling techniques like Synthetic Minority Over-sampling Technique (SMOTE)

were used to address class imbalances, ensuring equal representation of spam and
legitimate messages.

FEATURE EXTRACTION USING LOCAL BINARY PATTERNS (LBP)

Local Binary Patterns (LBP), originally developed for texture analysis in images, were adapted
for text-based spam detection in this study. LBP encodes local structural patterns into binary
representations, capturing nuanced characteristics of text data

Where:

an o

pP-1

Z s(gp — 9c)-2P

p=0

gp : Pixel intensity at neighboring points.

gc: Central pixel intensity.

s(x) = 1if x=0, else s(x) = 0.

P: Number of neighbors in the sliding window.
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i Character-Level Analysis: Each text sample was converted into a sequence of

characters, preserving structural details.

ii. Sliding Window Technique: A sliding window of fixed size was applied to extract local

patterns within the text.

iii. Binary Encoding: Within each window, patterns were encoded as binary values based

on the presence or absence of specific features, such as character frequency and positional

relationships.

iv. Feature Vector Construction: The binary representations were aggregated into feature

vectors for each sample, creating a compact and discriminative dataset suitable for

classification.

This approach enhances the ability of classification models to differentiate between

spam and legitimate messages by focusing on subtle structural details often overlooked by
traditional methods.

MODEL ARCHITECTURE

The proposed unified spam detection framework is designed to operate across multiple
platforms, including email, SMS, and social media networks. The architecture consists of several
modules, as shown in Figure 2, which are interconnected to enable a robust and efficient spam
detection system.

INPUT LAYER
The system begins by ingesting datasets from three primary sources:
1. Email Dataset: Consisting of emails labeled as spam or non-spam.
2. SMS Dataset: Including text messages categorized similarly.
3. Social Media Dataset: Comprising social media posts with spam-related labels.

Each dataset is fed into the Advanced Preprocessing Module for feature extraction and data
transformation.

ADVANCED PREPROCESSING MODULE
This module performs critical preprocessing tasks:
i. Feature Extraction: Key features are extracted using techniques such as Term
Frequency-Inverse Document Frequency (TF-IDF) and custom vocabulary-based
vectorization.
il Machine Learning and Deep Learning Pipeline: Preprocessed features are passed into
machine learning and deep learning models for definition and training.
The extracted features are fed into separate models tailored to each data source (email,
SMS, and social media) to generate intermediate models for ensemble learning.

CLASSIFICATION MODELS

For each platform, the following classification techniques are employed:
Support Vector Machine (SVM)

Extreme Gradient Boosting (XGBoost)

Naive Bayes

Linear Regression

k-Nearest Neighbors (KNN)

o a0 o

These models are integrated using an ensemble voting system, which combines predictions
from individual classifiers to improve accuracy and consistency.
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UNIFIED DATASET AND CROSS-PLATFORM DETECTION ENGINE

Outputs from the individual classifiers (email, SMS, and social media) are consolidated into a
unified dataset. This unified data is passed through the Cross-Platform Spam Detection
Engine, which performs the final spam classification using an optimized voting mechanism.
The engine outputs the classification result as either:

a. SPAM
b. NOT SPAM
OUTPUT LAYER

The consistent spam detection results are presented as the final output for actionable insights
across the platforms as shown in Figure 1.

VOTING SYSTEM= EMAIL
Mvaced h‘fmﬂlllﬂ Rodele SVIM, XGBOOST, MODEL
EMAIL EMALL NAIVE BAYES, AND LOG
DATASET | MODEL ——"1 LINEAR FILES
\ Fuatunt 4 REGRESSION,  |— )
Extractioa KNN N cross
T UNIFIED | g PiaEFoTm
Det ti
SMS \\, ‘DATASET et
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MODEL [~
.
Y £
SOCIAL 4 DSEMBLE o} sms/socal
MEDIA \ p— A TECHNIQUES MODEL AND T E
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Figure 1: Proposed Model Architecture for Unified Spam Detection

This architecture ensures robust spam detection across diverse platforms by leveraging
ensemble learning techniques and advanced preprocessing methods.

ENSEMBLE LEARNING MODELS

Ensemble learning combines the strengths of multiple classifiers to improve accuracy,
robustness, and generalization. Two ensemble learning techniques were implemented in this
study:

RANDOM FOREST

Random Forest is an ensemble method based on the construction of multiple decision trees.
Each decision tree predicts whether a message is spam or not, and the overall prediction is
the majority vote across all trees. The classification is based on the Gini index can be written

as:
c

Gini Index = 1 — Z (P)? (D
i=1
Gini Index = 1 — ((Py)? + (P)?) @)
Where p; is the proportion of class iat a given node, P, is the probability of a positive
class, and P_ is the probability of a negative class.
Another metric called “Entropy” which is also used to measure the impurity of the split.
The mathematical formula for entropy is:
E(S) = —P(+)l0gp(+) - P(_)lOgP(_) (3)

We commonly use the Gini index since it is computationally efficient, it takes a shorter period
of time for execution because there is no logarithmic term unlike the entropy. Usually, if you
want to do logarithmic calculations it takes some amount of time. That's why many boosting
algorithms use the Gini index as their parameter.
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ALGORITHM FOR RANDOM FOREST

a. We first make subsets of our original data. We will do row sampling and feature sampling

that means we’ll select rows and columns with replacement and create subsets of the

training dataset

create an individual decision tree for each subset we take

Each decision tree will give an output

d. Final output is considered based on Majority Voting if it's a classification problem and
average if it's a regression problem.

e. Its ability to handle noisy data and overfitting makes it suitable for spam detection tasks.

o o

GRADIENT BOOSTING
a. Gradient Boosting builds models sequentially, with each new model correcting the
errors of the previous one.
b. This approach optimizes performance by minimizing classification errors iteratively.

N
L Few) = D U FGx)
i=1

Where:
(@) L(y, F(y)): Overall loss function.
(b) I(y;, F(x;)): Loss for each data point.
(¢) N: Number of data points.
Both models were trained using the feature vectors generated from the LBP process,
allowing for a robust evaluation of their effectiveness in spam detection.

EVALUATION METRICS
The performance of the proposed framework was assessed using standard evaluation metrics:
a. Accuracy: Measures the proportion of correctly classified samples among all samples.
b. Precision: The ratio of true positives to the sum of true positives and false positives,
indicating the model's ability to avoid false alarms.
c. Recall: The ratio of true positives to the sum of true positives and false negatives,
assessing the model's ability to identify actual spam.
d. F1-Score: The harmonic mean of precision and recall, providing a balanced measure
of the model’s performance.
e. Area Under the Receiver Operating Characteristic Curve (AUC-ROC): Evaluates the
trade-off between true positive and false positive rates, offering insights into the
model’s overall discriminatory power.

EXPERIMENTAL SETUP

The framework was implemented using Python and popular machine learning libraries
such as Scikit-learn and TensorFlow. Training and evaluation were conducted on a system
with the following specifications:

a. Processor: Intel Core i7, 6th Generation

b. RAM:12GB

c. GPU: NVIDIA GeForce RTX 2060

d. Software: Python 3.8, Jupyter Notebook
Each model was trained and tested using a 60-25-15 train-test-validation split, with 5-fold
cross-validation applied to ensure robustness and avoid overfitting. comparative analyses
were conducted
against baseline models such as Naive Bayes and Logistic Regression to demonstrate the
effectiveness of the proposed framework.
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RESULTS

In this section, we present the results obtained from implementing Local Binary Patterns (LBP)
for feature extraction and Ensemble Learning techniques for the classification of text-based
spam detection. These methods were tested on a dataset comprising email, SMS, and social
media messages. The performance of the system is evaluated using several metrics, including
accuracy, precision, recall, and F1-score, for a more comprehensive assessment.

LOCAL BINARY PATTERNS (LBP)

The implementation of Local Binary Patterns (LBP) for feature extraction provided significant
insights into the patterns distinguishing spam from non-spam messages. The method
successfully encoded textual features, enabling accurate classification in downstream models.
The accuracy achieved by models using LBP-extracted features was 89.3%, demonstrating its
effectiveness for feature representation.

The precision of the LBP-based method was recorded at 88.6%, indicating its ability to
correctly identify spam messages with minimal false positives. The recall was 87.8 %, reflecting
its capability to detect spam messages comprehensively. The Fl-score, a harmonic mean of
precision and recall, was 88.2%, indicating balanced performance across these metrics.

ENSEMBLE LEARNING FOR CLASSIFICATION

The Ensemble Learning approach, incorporating algorithms such as Random Forest, XGBoost,
and Voting Classifiers, effectively classified text messages into spam and non-spam
categories. The system achieved an overall accuracy of 92.7%, confirming the robustness of
the ensemble strategy.

The precision achieved was 91.8%, highlighting the reliability of the ensemble model in
minimizing false positives. A recall of 92.2% demonstrated its effectiveness in identifying a
high proportion of actual spam messages. The Fl-score of 92.0% further confirmed the
system's balanced performance in classification tasks.

COMBINED RESULTS

The combined use of LBP for feature extraction and Ensemble Learning for classification
provided a comprehensive solution for spam detection across multiple platforms. The system
processed messages from email, SMS, and social media datasets efficiently, achieving a high
detection rate and maintaining a low error margin.

SUMMARY OF PERFORMANCE METRICS

The results are summarized in Table 1, which details the performance metrics obtained from
the implemented methods. These metrics confirm the effectiveness of the system in accurately
detecting spam messages from diverse data sources.

Table 1: Performance Metrics for the Implemented Methods

Metric LBP-Based System Ensemble Learning System
Accuracy 0.893 0.927
Precision 0.886 0.918
Recall 0.878 0.922
F1-Score 0.882 0.92
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DISCUSSION

This study aimed to develop a spam detection system that leverages Local Binary Patterns
(LBP) for feature extraction and Ensemble Learning techniques for classification across email,
SMS, and social media messages. The primary objective was to create a robust and effective
system capable of accurately identifying spam messages while maintaining low error rates.
The results demonstrated that the proposed system achieved high performance in all
evaluated metrics, with accuracy, precision, recall, and Fl-score values consistently
surpassing baseline thresholds.

The implementation of LBP proved effective for feature extraction, capturing intricate
patterns from textual data that facilitated accurate classification. With an accuracy of 89.3%
and an Fl-score of 88.2%, the LBP-based method demonstrated its capability to encode
relevant features for spam detection. This aligns with existing evidence suggesting that
texture-based feature extraction techniques, traditionally used in image processing, can also
perform well in text classification tasks by identifying structural similarities (Shaaban et al.,
2022). The novel application of LBP to text-based spam detection introduces a unique
perspective, extending its utility beyond image processing to textual data analysis, which has
been underexplored in prior studies (Kontsewaya et al., 2021).

The Ensemble Learning approach further improved classification performance, achieving an
accuracy of 92.7% and an F1-score of 92.0%. By combining multiple classifiers such as Random
Forest and XGBoost, the ensemble model effectively minimized false positives and negatives,
highlighting the strength of ensemble methods in handling complex datasets (Shaaban et al.,
2022). Our findings are consistent with previous studies that utilized machine learning models
for spam detection. For instance, studies employing Support Vector Machines (SVM) and
Naive Bayes have reported accuracy levels around 85-90% (Kontsewaya et al., 2021;
Gangavarapu et al., 2020). However, our use of Ensemble Learning demonstrated a marked
improvement, which may be attributed to its ability to aggregate the strengths of multiple
algorithms. Unlike traditional approaches that rely solely on single classifiers, our ensemble
model mitigates individual model biases and enhances generalization, as evidenced by its
superior performance across diverse datasets (Alom et al., 2020).

The results of this study indicate that combining LBP for feature extraction with Ensemble
Learning for classification provides a comprehensive and effective solution for spam
detection. This approach is particularly valuable in scenarios where messages originate from
diverse platforms, such as email, SMS, and social media, as it ensures consistent performance
across multiple data sources. The system’s high recall and precision (91.8% precision and
92.2% recall) suggest its applicability in real-world spam detection systems, where reducing
false negatives (missed spam messages) and false positives (misclassified non-spam
messages) is crucial. The ability to maintain a balance between these metrics underscores the
system’s robustness and reliability, making it suitable for deployment in dynamic
environments like IoT networks, where spam detection is increasingly critical (Sicari et al.,
2015).

One of the key strengths of this study is the integration of a novel feature extraction method
with advanced classification techniques, resulting in a high-performing spam detection
system. Furthermore, the use of a dataset encompassing multiple communication platforms
ensures the system’s relevance in various contexts, aligning with the growing need for cross-
platform spam detection solutions. The proposed framework’s ability to process email, SMS,
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and social media data demonstrates its versatility, addressing platform-specific challenges
highlighted in prior research as addressed by Alom et al. (2020).

However, several limitations must be acknowledged. First, while the LBP method
demonstrated promising results, its computational complexity may pose challenges in large-
scale, real-time applications. Second, the dataset used for evaluation, although diverse, may
not fully capture all linguistic and structural variations found in spam messages globally.
Future studies could address these limitations by optimizing LBP for faster computation and
expanding the dataset to include multilingual and region-specific spam messages.

CONCLUSION

This study has successfully demonstrated that the combination of LBP for feature extraction
and Ensemble Learning for classification provides a powerful approach to spam detection
across diverse platforms. By addressing the limitations and exploring new avenues for
improvement, this work contributes to the ongoing efforts to develop more effective and
versatile spam detection systems.

The findings of this study have practical implications for the development of spam detection
systems. By demonstrating the effectiveness of LBP and Ensemble Learning, this work
provides a foundation for designing systems that are both accurate and efficient. Future
research could explore the integration of other feature extraction methods, such as deep
learning-based embeddings, to further enhance performance. Additionally, extending the
system to detect multimedia spam, such as images or videos embedded in messages, could
broaden its applicability.
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