https://dx.doi.org/10.4314/dujopas.vl i3e.16
ISSN (Print): 2476-8316
ISSN (Online): 2635-3490
Dutse Journal of Pure and Applied Sciences (DUJOPAS), Vol. || No. 3e September 2025

A Survey of Synchronization Mechanisms for Secure
and Reliable Computer-Based Testing Systems

Lawal Idris Sada, Olumide Owolabi, Abiodun Esther Omolara,
Fatimah Binta Abdullahi

Department of Computer Science,
University of Abuja,
Nigeria.

Email: ilysada@gmail.com

Abstract

This paper presents a robust network-based synchronization mechanism aimed at enhancing the
reliability, security, and integrity of Computer-Based Testing (CBT) systems in low-resource
environments, with a focus on implementation within Nigeria. The proposed client-centric algorithm
allows seamless offline operation by buffering responses during network disruptions and synchronizing
data upon reconnection. A pretest-posttest experimental design involving 317 participants across five
technical roles was conducted to evaluate the system. Results indicate a 29% reduction in
synchronization failures and a 96% post-recovery data consistency rate. The mechanism improved
fairness, reduced exam interruptions, and increased user confidence. Although no control group was
used, the pretest-posttest approach simulated real-world CBT conditions in unstable connectivity
environments, allowing naturalistic observation. This makes the findings directly applicable to real
deployments. The research offers a practical, scalable solution for institutions in regions with
intermittent internet access.

Keywords: Computer-Based Testing, Network-Based Synchronization, Reliability, Security,
Test Integrity.

INTRODUCTION

Computer-Based Testing (CBT) systems have become an essential component of modern
educational assessment, offering benefits such as automated grading, flexible scheduling, and
efficient data management (Ayo et al., 2020; Johnson & Miller, 2021; Olanrewaju et al., 2022).
Their adoption has expanded globally, particularly across higher education institutions and
professional certification bodies, as digital learning environments continue to grow (Kumar
and Singh, 2020; Mensah and Boateng, 2023). However, the reliability of CBT delivery remains
heavily dependent on the stability of network infrastructure. This challenge is especially acute
in low-resource contexts such as rural and semi-urban regions of Nigeria, where frequent
connectivity interruptions disrupt examinations, leading to incomplete submissions, data
loss, and compromised test integrity (Bassey and Udo, 2019; Nwosu and Okeke, 2021; Adeleke
et al., 2022). Such failures undermine fairness and reduce stakeholder confidence in CBT
processes (Chukwuemeka et al., 2020).

A central element in addressing these challenges is the synchronization of candidate
responses between client devices and central servers. Synchronization ensures that responses
are consistently recorded, securely transmitted, and accurately preserved, even during
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connectivity disruptions. Existing approaches generally rely on continuous real-time
communication. Server-push models maintain constant server updates, while client-pull
models depend on periodic requests initiated by the client (Bassey and Udo, 2019; Zhang et
al., 2020). Although effective in high-connectivity environments, these mechanisms often fail
in unstable networks, resulting in missing responses or incomplete test submissions
(Odediran and Bello, 2021; Thomas and Raj, 2022). Hybrid strategies attempt to combine push
and pull methods but remain limited in their offline capabilities (Yakubu and Musa, 2020).

Network instability further compounds CBT challenges. Research shows that system
reliability drops sharply when uptime falls below 85%, a common occurrence in Nigerian test
centers (Oladele et al., 2021; Eze and Nwachukwu, 2022). Such disruptions increase the
likelihood of data loss while exposing systems to potential security vulnerabilities, as
interrupted connections may be exploited to compromise test data (Omotayo et al., 2021).
International studies echo these concerns, emphasizing that resilient CBT infrastructure must
integrate both reliability and data security (Hernandez and Lopez, 2021; Patel et al., 2023).

In response, scholars have proposed offline-first synchronization models that buffer candidate
responses locally and reconcile data securely when connectivity is restored. These models
demonstrate resilience under poor network conditions (Mustapha and Ibrahim, 2022; Bello
and Salisu, 2023). Recent studies highlight the importance of cryptographic verification and
integrity checks in these models to ensure that delayed synchronization does not compromise
assessment validity (Chen et al., 2021; Musa and Yahaya, 2022). However, despite promising
findings, few offline-first solutions have been systematically tailored to the realities of
developing contexts or validated through large-scale field evaluations (Okon and Danjuma,
2020; Aliyu et al., 2023).

To address this gap, the present study introduces a network-based synchronization
mechanism specifically designed for CBT systems in low-resource environments. The
proposed client-centric algorithm prioritizes local data retention during outages and ensures
seamless synchronization upon reconnection. Its performance was evaluated using a pretest-
posttest design with 317 participants spanning five technical roles. Results indicate a 29%
reduction in synchronization failures and a 96% post-recovery data consistency rate,
improving fairness, minimizing exam interruptions, and enhancing user confidence.
Although a control group was not employed, the pretest-posttest design simulated real-world
CBT conditions under unstable connectivity, thereby strengthening the external validity of
the findings.
This study contributes to the literature in three ways:
1. It identifies limitations of existing synchronization mechanisms in unstable network
environments and highlights the critical need for offline-first approaches (Yakubu and
Musa, 2020; Odediran and Bello, 2021).
2. It presents a robust client-centric synchronization mechanism that integrates offline
buffering with secure post-outage reconciliation (Chen et al., 2021; Patel et al., 2023).
3. It empirically evaluates the mechanism in Nigerian CBT contexts, demonstrating
effectiveness in improvisng data reliability, resilience, and user confidence (Mensah
and Boateng, 2023; Bello and Salisu, 2023).
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RESEARCH DESIGN AND METHODOLOGY

Research Design

This study employed a pretest-posttest experimental design to evaluate the performance of
the introduced synchronization mechanism in real-world CBT conditions. The design allowed
for measuring system performance before and after implementing the mechanism under
controlled scenarios that simulated intermittent network connectivity.

Participant

A total of 317 participants were recruited from five technical roles within the CBT ecosystem:
system administrators, invigilators, technical support staff, question setters, and candidates.
These participants were selected to ensure that the evaluation captured perspectives from all
critical system stakeholders.

Table 1 summarizes the distribution of participants according to their roles.
Table 1: Participant Roles in the Evaluation

Role n %
System Administrators 12 3.78
Invigilators 25 7.88
Technical Support Staff 50 15.77
Question Setters 30 9.46
Candidate 200 63.09

Note: n = number of participants. Percentages are calculated based on the total number of participants (N = 317).

Synchronization Mechanism

The mechanism is a client-centric, offline-first synchronization model designed to retain
examination responses locally and globally during network interruptions and to synchronize
securely with the central server upon reconnection.

Key features:

Local buffering - All candidate responses are stored in an encrypted local database during the
test.

Connection monitoring - A lightweight service checks network status at regular intervals.
Deferred synchronization - When a stable connection is re-established, the system transmits
buffered responses to the server in batches to reduce packet loss.

Integrity verification - Each batch transmission includes cryptographic hash checks to ensure
data authenticity.

Algorithm Workflow
The synchronization process can be summarized in the following steps:
i.  Initiate Session - User authentication and exam session setup.

ii.  Local Data Capture - Store candidate responses locally in real time.
iii. =~ Monitor Network - Continuously check connectivity status.
iv.  Buffer on Disconnection - Continue local storage during outages.
v.  Synchronize on Reconnection - Upload buffered data in batches.
vi.  Verify Integrity - Perform hash matching to confirm accuracy.

vii.  Acknowledge Completion - Update client and server status logs.
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Figure 1: Process Flow Diagram of the Synchronization Mechanism

Implementation Environment

The system was implemented using a client-server architecture. The client application was
developed in JavaScript with Electron for cross-platform compatibility, and the server was
built on Node.js with a MongoDB database. The system was deployed on global network as
well as local networks, simulating different levels of connectivity (stable, intermittent, and
offline-first scenarios).

RESULTS AND DISCUSSION

Evaluation Metrics

The performance of the proposed synchronization mechanism was evaluated based on:
Synchronization Success Rate (SSR) - Percentage of buffered responses successfully
transmitted after reconnection.

Data Consistency Rate (DCR) - Percentage of records that matched exactly between the client
and server after synchronization.

Mean Recovery Time (MRT) - Average time taken to resume synchronization after
reconnection.

Failure Rate Reduction (FRR) - Percentage decrease in synchronization failures compared to
baseline.

Table 2 summarizes the performance metrics before and after implementation.
Table 2: Performance Metrics Before and After Implementation

Metric Baseline (Before) in % ?/i;er Implementation Improvement (%)
Synchronization Success 68.2 975 +429

Rate

Data Consistency Rate 81.3 96.1 +18.2

Mean Recovery Time 157 6.4 590

(seconds)

Failure Rate 31.8 25 -92.1
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Statistical Analysis

A paired-sample t-test was conducted to compare synchronization success rates before and
after implementing the mechanism. Results showed a statistically significant improvement in
SSR, t(316) = 12.47, p < 0.001, indicating that the new mechanism substantially enhanced
reliability.

Similarly, DCR improvements were statistically significant, t(316) = 9.84, p <0.001, suggesting
that the integrity verification step successfully reduced data mismatches.

Discussion of Findings

The findings from this study provide strong evidence that the client-centric, offline-first
synchronization mechanism substantially improves the reliability of CBT systems operating
under unstable network conditions. Each performance metric showed marked improvement,
highlighting the system’s effectiveness across multiple dimensions.

Synchronization Success Rate (SSR).

The SSR improved by 42.9%, rising from 68.2% to 97.5%. This significant increase
demonstrates the robustness of deferred synchronization in preserving exam continuity even
during network interruptions. Unlike traditional real-time synchronization approaches,
which fail once connectivity is lost, the offline-first method ensures that responses are buffered
locally and uploaded as soon as the network is restored. This result is consistent according to
of Mustapha and Ibrahim (2022), who suggested that offline-first strategies could markedly
improve operational resilience in low-connectivity environments. The present study validates
their claim with empirical evidence, showing near-complete synchronization success in
practice.

Data Consistency Rate (DCR).

The DCR also improved significantly, increasing from 81.3% to 96.1% (an 18.2% gain). This
improvement underscores the importance of the built-in cryptographic integrity verification
mechanism. By ensuring that buffered responses are cross-validated upon reconnection, the
system reduces the likelihood of data corruption or loss during transmission. These results
expand on prior findings by Chukwu et al. (2021), who highlighted the risks of data
inconsistency in distributed CBT systems, but did not propose concrete cryptographic
solutions. The present study addresses this gap by demonstrating how integrity verification
can be practically integrated into synchronization mechanisms.

Mean Recovery Time (MRT).

The mean recovery time decreased by 59.2%, from 15.7 seconds to just 6.4 seconds. This
reduction is particularly important because recovery speed directly impacts candidates’ user
experience and exam flow. A shorter MRT minimizes disruption, thereby maintaining
candidate focus and reducing stress during examinations. Previous studies, such as Okafor
and Bello (2020), emphasized the role of rapid recovery in ensuring fairness in digital
assessments. By achieving a near-60% reduction, this study provides quantifiable evidence
that offline-first buffering not only safeguards data but also enhances the smoothness of the
assessment process.

Failure Rate.

The most striking improvement was observed in system failure rate, which dropped by 92.1%
(from 31.8% to 2.5%). This result has critical practical implications. Fewer failures translate to
fewer candidate complaints, reduced administrative overhead, and greater stakeholder trust
in the CBT process. Such reliability improvements also reduce the need for costly exam
rescheduling and manual intervention, making the system more scalable. These findings align
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with the broader literature on fault-tolerant distributed systems (e.g., Lamport et al., 2001;
Ongaro and Ousterhout, 2014), which highlight the importance of resilience in mission-critical
applications. However, the present study is novel in applying these principles specifically to
CBT in low-resource contexts, where the stakes of failure are particularly high.

Overall Contribution.

Taken together, the improvements across all four metrics demonstrate that the proposed
synchronization mechanism not only ensures technical robustness but also enhances the
overall reliability and credibility of CBT systems. While previous studies have largely
addressed these challenges in isolation, this research integrates multiple strategies — deferred
synchronization, cryptographic verification, and rapid recovery — into a single, unified
framework. The result is a more holistic solution that directly addresses the twin challenges
of reliability and data integrity in resource-constrained environments.

CONCLUSION AND RECOMMENDATIONS

Conclusion

This study developed and evaluated a client-centric, offline-first synchronization mechanism
for Computer-Based Testing systems, addressing the persistent challenge of unreliable
network connectivity in low-resource environments. Through a pretest-posttest experimental
design with 317 participants, the mechanism demonstrated substantial improvements in
synchronization success rate, data consistency, and recovery time, while drastically reducing
failure rates.

The findings confirm that prioritizing local data buffering with deferred, integrity-verified
synchronization provides a practical and scalable solution for CBT deployments in regions
with intermittent connectivity. This approach not only ensures fairness and exam integrity
but also enhances user confidence and operational efficiency.

Recommendations

Deployment in Low-Connectivity Regions - Institutions conducting CBT in rural or semi-
urban areas should adopt offline-first synchronization mechanisms to safeguard test
continuity.

Integration with Security Protocols - Future implementations should incorporate multi-layer
encryption to protect against data interception during synchronization.

Capacity Building - Technical staff should receive targeted training on managing
synchronization logs, troubleshooting network issues, and maintaining system integrity.

Hybrid Synchronization Models - Combining offline-first mechanisms with cloud-based
backups could further enhance reliability and disaster recovery capabilities.
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