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Abstract 
The rapid adoption of Bring Your Own Device (BYOD) in organizations, often introduced without 
adequate security policies, presents significant vulnerabilities induced by human factors. Traditional 
technical measures are insufficient to mitigate all threats, particularly as users operate outside the 
corporate network perimeter. This research addresses the need for an enhanced model to conduct a static 
and comprehensive security assessment among BYOD users by developing an automated platform for 
cyber risk assessment. Employing a Design Science Research (DSR) methodology, the study creates a 
holistic model that assesses a user's security posture across five domains: Demographic, Personality, 
Cognitive Process, Knowledge/Experience, and Security Alertness. The model introduces an empirical 
assessment process using an optimal set of security controls and a mathematical formula based on the 
Euclidean distance algorithm to quantitatively compare a user's posture against the organization's 
ideal policy. The automated system is demonstrated through a simulation that calculates a user's overall 
security percentage and visualizes the results using Kiviat diagrams, providing recommendations for 
risk mitigation. The findings emphasize that integrating the assessment of human factors, specifically 
behavioural and cognitive suitability, is critical for organizational security awareness and for effectively 
managing BYOD environments. 
 
Keywords: BYOD, Human Factors, Security Assessment, Security Posture, Cyber Risk 
Assessment. 
 
 
INTRODUCTION 
The contemporary business landscape is characterized by the rapid adoption of Bring Your 
Own Device (BYOD), often initiated in an impromptu manner by staff without sufficient rules 
to address associated security concerns (Weeger et al., 2020). This trend is a prime example of 
Information Technology (IT) consumerization (Koch, Yan, & Curry, 2019; Weeger et al., 2020). 
By inverting the conventional IT adoption rationale (Baillette et al., 2018), BYOD 
fundamentally disrupts established adoption practices (Leclercq-Vandelannoitte & Bertin, 
2018) and necessitates the development of new managerial decisions and behaviours (Koch et 
al., 2019). Researchers are therefore tasked with understanding this complex phenomenon, 
which involves discussing the theoretical foundations of both the possibilities and the 
inherent dangers associated with BYOD. This investigation leads to an exploration of potential 
solutions, both technological and behavioural, to address the organizational difficulties 
arising from BYOD usage. A subsequent model is introduced to enable the analysis of 
manager behaviours, or "coping strategies," that emerge from their assessment of these 
opportunities and threats. 
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While organizations typically rely on a checklist-based approach to formulate BYOD policies 
for IT (Ratchford, 2022), management, and devices, and implement technologies for 
monitoring data access and usage (Ratchford, 2022), significant security challenges persist 
(Kambourakis et al., 2021; Notoma, 2025). Common concerns include insecure connections, 
device loss or theft, malware, and issues with access permissions (Ratchford et al., 2022; 
Shumate & Ketel, 2019). Crucially, organizations often adopt BYOD environments without 
adequately considering the vulnerabilities induced by human factors (Lesia, 2017; Ratchford 
et al., 2020; Tse et al., 2016). Within the IT security field (McCumber, 2004), there is a wide 
acceptance that technical measures alone are insufficient to prevent all threats to data and 
information systems, especially in BYOD settings where users operate outside the 
organizational perimeter defence. Consequently, there is a distinct need to ascertain which 
BYOD users will contribute optimally to the overall security of the organization (Absalom, 
2012; Boss, 2015). Employing specific assessment methods allows organizations to gain 
essential insights into employees' cybersecurity awareness (Ali, 2015; Hovav, 2016; ISACA 
2016), knowledge, and adherence to best practices before granting BYOD access (Wang, 2014). 
This research specifically and solely focuses on human factors with respect to cyber-attacks, 
motivated by the lack of an enhanced model for static and comprehensive security assessment 
among BYOD users. 
 
This research aims to develop an automated platform for cyber risk assessment within the 
BYOD environment, utilizing novel risk analytics integrated with a highly structured cyber 
knowledge management repository to effectively expose vulnerable users. Achieving this 
goal involves a three-pronged approach: designing an empirical assessment process to 
identify user security vulnerabilities based on relevant domains and security controls; 
establishing a computationally rigorous evaluation and assessment scheme using a 
mathematical formula derived from user responses; and ultimately implementing a complete 
automated system for BYOD user threat and vulnerability assessment. The overarching 
inquiry guiding this work is the determination of "How suitable is the user security posture 
with respect to the organization's adopted BYOD security policy? (Palanisamy, 2020)" 
Consequently, this study will analyse the behavioural and cognitive factors of employees to 
formally assess their suitability before authorizing the use of personal devices for work. This 
analysis will specifically address whether a user’s cognitive process, knowledge, and 
experience sufficiently complement existing technical security measures, how organizations 
can computationally determine if the human factor poses a threat to security policies 
(Doargajudhur,2019), and the measurable disparity between the user's current security 
posture and the organization’s optimal security policy. 
 
METHODOLOGY 
This research presents a model to assess users’ BYOD security posture by employing Design 
Science Research (DSR) methodology. The model adopts a holistic approach to security where 
the user’s security cognitive and knowledge are assessed based on an optimal set of security 
controls (Hernandez, 2014). The model provides an empirical assessment process that uses 
diagrams and tables to identify security vulnerabilities and provide recommendations for risk 
mitigation based on the security posture of the user being assessed. Organizations considering 
the adoption of BYOD can use this model to obtain an individualized security assessment 
before BYOD implementation. In the same manner, organizations already in BYOD 
environments can use this model to assess their current BYOD user in terms of security 
controls and strengthen their security posture. 
 
Hevner et al. (2004) explain Design Science as the methodology that ‘creates and evaluates IT 
artifacts intended to solve identified organizational problems.’ Design science research 
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method (DSRM) is the research methodology used to develop this model. This research has 
adopted Peffers’ (2007) Problem-Centred Approach with special consideration of: Problem 
identification and motivation, Definition of the objectives for a solution, Design and 
development, Demonstration, Evaluation. 
 
The following presents a summary of the six steps of the design science process as proposed 
by Peffers (2007), as it applies to the development of the Automated Threat Assessment 
System: 
a. Problem Identification and Motivation 
The purpose of this first step is to ‘define the specific research problem and justify the value 
of a solution. In this research, the specific research problem refers to the security of an 
organization’s information in BYOD environments. The information in this research is 
valuable because there is a need to assess user security posture before allowing them in an 
organization’s BYOD environment to create organizational awareness with respect to 
inherent security issues when BYODs are adopted. This assessment is critical in order to 
mitigate the risks associated with BYOD. When organizations know the specific 
vulnerabilities associated with a particular employee, they are in a better position to 
implement the appropriate safeguards to secure their information.  
 
b. Definition of the Objectives and Requirements for a Solution 
During this step, the objectives of the solution are inferred from the problem definition and 
knowledge of what is possible and feasible (Peffers et al., 2007). In order to address the issue 
identified, there are some requirements needed. To be able to solve the problem, the user’s 
demographic, personality, cognitive process, knowledge, and security behaviour need to be 
empirically assessed and evaluated. Figure 1 shows an illustration. 
 
c. Design and Development 
The purpose of this step is to ‘create the artifact’ where the ‘research contribution is embedded 
in the design. This research creates a model that assesses the security posture of a user with 
respect to BYOD. Its design is grounded in existing mathematical algorithms used to compare 
the security posture. 
 
d. Demonstration 
The model is demonstrated by presenting the assessment of the security posture of each of the 
domains proposed in the holistic approach model. Each domain is assessed by performing the 
matrix calculations for each of the modules that comprise the overall assessment. The results 
of the security assessment for each module are depicted using diagrams and tables. 
 

 
Figure 1: BYOD Security Solution Requirements 
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Automated Assessment Tool Design 
This automated assessment is a model that assesses the security posture of an organization 
with respect to BYOD. Its design is grounded in existing mathematical algorithms in order to 
compare a posture among two security values (the Organization’s and users). The Euclidian’s 
algorithm to calculate the distance between two matrices is an algorithm that serves this 
purpose. As explained before, the model applies a holistic approach to security assessment 
where five domains associated with each user are assessed (i.e., Demographic, Personality, 
Cognitive Process, Knowledge, and Security) together in order to ensure confidentiality, 
integrity, and availability (CIA) of the organization’s information. The enhanced model for 
Threat Assessment of Users is composed of five modules as follows: 

i. Demographic module: Assesses the security posture of an employee of an 
organization with respect to BYOD using demographic security controls. 

ii. Personality module: Assesses the security posture of an employee of an organization 
with respect to BYOD using personality security controls. 

iii. Cognitive module: Assesses the security posture of an employee of an organization 
with respect to BYOD using cognitive security controls. 

iv. Knowledge/Experience module: Assesses the security posture of an employee of an 
organization with respect to BYOD using knowledge and experience of security 
controls. 

v. Security Alertness module: Assesses the security posture of an employee of an 
organization with respect to BYOD using cyber hygiene. 

  
Table 1 highlights that user behaviour and compliance depend on multiple aspects, including 
demographics, personality, knowledge, awareness, and control measures. Factors such as 
education, job role, experience, and technical skills shape users’ understanding of 
cybersecurity practices, while traits like responsibility and attentiveness affect adherence to 
policies. Table 1 also stresses the importance of recognizing risks, avoiding phishing attempts, 
using strong passwords, enabling encryption, and keeping software updated. Additionally, 
organizational control, like mobile device management, VPN use, secure cloud storage, and 
data classification, is crucial in maintaining a secure BYOD environment. 
 
Security Assessment Process 
The assessment process consists of four stages as follows:  

• Stage 1: Generation of the optimal set of security controls 

• Stage 2: Extraction of an organization’s BYOD posture  

• Stage 3: Assessment 

• Stage 4: Generation of the output/results 
 
Stage 1: During this stage, the security controls and security levels are developed. The security 
controls are defined as they pertain to the responsibilities of each domain. Each of the security 
controls is expanded into a specific set of actions. Based on the actions the organization has 
taken, the security levels for each control are determined. The security levels are four and are 
defined from 0-3. Level 0 (no security) is defined as the security level where the organization 
does not have in place any (or only has minimal) safeguards with respect to the type of control 
being discussed. Level 1 (low security) indicates that the organization has only put in place a 
few safeguards. Level 2 (moderate security) indicates that most safeguards have been 
implemented. Level 3 reflects a level of security where all safeguards (to date as per this 
research) have been implemented. Table 2 summarizes these level definitions. 
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Stage 2: During this stage, the organization’s BYOD security posture is extracted. This process 
is accomplished through the use of structured interviews. This type of interview consists of 
‘pre-formulated questions, strictly regulated concerning the order of the questions,’ where the 
process. 
  
Table 1: Overall User Security Pasture in BYOD 

User Security Pasture in BYOD Environment 

Domain Demographic Personality 
Cognitive 
Process 

Knowledge 
Security 
Alertness 

 

S
ec

u
ri

ty
 C

o
n

tr
o

l 

Assess User Age. Risk Awareness 

Identifying 
And Avoiding 
Phishing 
Attempts 

Information 
Security 
Awareness 

Adherence To 
Best Practices 

Assess Education 
Background 

User Responsibility 

Not Clicking 
on Suspicious 
Links or 
Attachments 

Biometric 
Authentication,  

Practices For 
Device Security 

Job Role 

Assess Employees' 
Awareness and 
Practice of Safe Online 
Behaviour 

Avoiding 
Risky Websites 
or Downloads 

Knowledge And 
Compliance with 
the Organization's 
BYOD Security 
Policies 

Network 
Connectivity 

Experience And 
Length of Job 

Trustworthiness In 
Handling Sensitive 
Information and 
Identify Soon – To – 
Be Insider Threat 

Strong 
Passwords 

Assess Their 
Understanding of 
Data Handling 
Procedures 

Data Protection 

Technical 
Proficiency 

Adaptability To 
Changing Security 
Measures 

Enabling 
Device 
Encryption 

Keeping Software 
and Applications 
Updated 

Safe Online 
Behaviour 

Assess Their 
Knowledge of 
Incident 
Reporting 
Procedures 

Mobile Device 
Management (MDM) 

Regular Data 
Backups 

Using Reputable 
App Stores for 
Downloads 

Their Usage of 
Secure Wi-Fi 
Networks 

Attention To 
Detail in 
Identifying 
Potential Threats 

Determine User 
Conscientiousness in 
Adhering to Security 
Protocols 

Encryption Of 
Sensitive Files 

Adherence To 
VPN Usage for 
Remote Access 

Avoidance Of 
Untrusted or 
Public 
Networks. 

Compliance With 
Security Policies 

Determine User Risk 
Perception and 
Aversion 

Secure Storage 
or Cloud 
Solutions 

Incident Reporting 
Mechanisms 

Adherence To 
Data 
Classification 
Policies 

    
Security Tools 
Relevant To 
BYOD 

 
 
Table 2: Security Level Classification 

Level Classification General Description 

0 No Security No actions/safeguards 

1 Low Security Minimal actions/safeguards 

2 Moderate Security Most actions/safeguards 

3 High Security Optimal actions/safeguards 

ensures ‘consistency across multiple interviews’ and ‘eliminates the need for improvisation 
during the interview’ (Yin, 2014). The interviews are given to key personnel who can best 
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address the domain-related questions. The questionnaires for the structured interviews are 
designed based on the security controls. 
 
Stage 3: During this stage, the comparison process takes place. Through this comparison 
process, the existing security posture of an employee is compared against the optimal set of 
BYOD-related security controls of the organization in order to identify weaknesses in users 
and recommend safeguards. Two matrices are built, and the Euclidean distance is evaluated. 
The results of these calculations assess the posture of a user against the optimal values. It uses 
a mathematical algorithm to calculate the Euclidean distance between two matrices. The result 
of this calculation provides a percentage security level for a user. The security level analysis 
helps identify the weaknesses and vulnerabilities for each user with respect to each domain. 
Stage 4: During this stage, the output is produced, and the model presents the results of the 
security assessment in graphical and tabular formats. Kiviat diagrams (which are a type of 
web/star/radar diagrams that facilitate the visualization of comparisons of multiple 
postures) are used to depict the level of security of a user when compared against the ideal 
security posture. Then, based on the findings, a specific set of recommendations is provided 
in text & table format. 
 
Security Posture Calculation 
The security posture for a domain is identified by 1) assessing the security level for each 
control within the user’s domains, and 2) by performing a comparison process to calculate the 
% security. The former provides information suitable for graphical mapping of each level in 
order to show how far the user’s security posture is from the ideal security posture. The latter 
uses the Euclidian’s algorithm to calculate the % security. The advantage of using this type of 
representation is that, by defining the levels as columns and the controls as rows, the 
mathematical analysis provides non-ambiguous results using straightforward calculations. 
Using the Euclidian’s algorithm (Dokmanic et al., 2015) to calculate the distance between two 
matrices  

𝑑(𝐴, 𝐵)  =  √𝑇𝑟((𝐴 −  𝐵)(𝐴 −  𝐵)𝑇)  
where the distance d between matrix A and B is equal to the square root of the trace of the 
product between (𝐴 − 𝐵) and its transpose (𝐴 − 𝐵)𝑇, the security can be calculated. 
Table 3 shows an example of security levels for Domain 1. In this case, the analysis of the 
safeguards for Control 1 indicates that only a few of the safeguards corresponding to Control 
1 have been implemented. The same analysis applies to the rest of the controls of this example. 
The values are then used to calculate the % security for Domain 1 in this example. Now, the 
study compares these values against a value when no controls have been implemented 
(i.e.100% insecure) and then the distance between a matrix M and matrix R are calculated as 
shown in equation 2, where M represents a matrix where no controls have been implemented 
(i.e., a matrix where all the rows are ‘1000’ indicating minimum/no security), generating a 
value of  

(𝑀, 𝑅)  =  √((𝑀 −  𝑅)(𝑀 −  𝑅)𝑇 
Table 3: Security levels for Domain 1 

Controls for Domain 1 Matrix Value Level 

Security Control 1 1100 1 

Security Control 2 1110 2 

Security Control 3 1000 0 

Security Control 4 1100 1 

Security Control 5 1111 3 

Security Control 6 1100 1 

Security Control 7 1000 0 
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Experimental Assessment and Evaluation 
The evaluation is implemented in the automated assessment system and was designed to be 
conducted through individual interaction with the system and some of the components of the 
simulator, as briefly discussed below. A smoke-screen approach was used in the survey as it 
is more effective to capture respondents’ true security awareness if they are not aware that 
their awareness is being assessed (Korolov et al., 2021). This is because the respondents might 
act differently if they knew that their awareness was being assessed. Thus, the simulated 
phishing test/survey was entitled “System user and user interface (UI) interaction”. The title 
was chosen so that the respondents would not realize that the interaction was about 
information security. 
 
Analysis 
An analysis of user responses to various interactions is given. The study uses the Chiviat 
Diagram for analysis and also uses simple percentages to illustrate the process. Detailed 
analysis is shown in the next chapter. 
 
SIMULATION AND ANALYSIS OF RESULTS 
System Implementation and Testing 
The simulation of the Assessment tool is developed using the .NET model and tested using 
Microsoft Visual Studio. It supports building a good User Interface (UI) through collections 
of drag-and-drop controls and a rich mathematical library for computation and analysis. It 
also supports the generation of an elaborate report for information processing and analysis. 
.NET has an expansive standard set of class libraries, referred to as either the base class 
libraries (core set) or model class libraries (complete set). These libraries provide 
implementations for many general and app-specific types, algorithms, and utility 
functionality as illustrated in figure 2. 
 
Results and analysis  
We conducted these simple experimental interactions with 2 users chosen from different 
backgrounds to assess and analyse their cyber resilience. Each interaction is documented, and 
the final analysis is shown in Figure 3. The green lines in Figure 4 denote the user’s posture, 
and the red lines denote the optimal security posture for the organization. It indicates that the 
user's security posture is at 21% far from the ideal of 100%. Although 100% security is 
impossible to achieve, in the context of this analysis, 100% refers to the implementation of all 
the safeguards defined as of the time of this writing. 
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Figure 2: Simulator/Question Interface 

 
 
 

 
Figure 3: Simulator Report 

 
The Automated User Assessment works slightly differently in percentage than the previous 
one in that, instead of using the Euclidean algorithm per se, it uses the results obtained (i.e., 
security percentage) in the assessment of each of the domains previously calculated. For 
illustration in this example, assume four domains have been assessed where the security 
posture has been identified at 21% for Domain 1, 70% for Domain 2, 60% for Domain 3, and 
68% for Domain 4, respectively.  
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Figure 4: User Security Posture and Organizations 

 
All percentages are added and divided by numbers such as [(21+70+60+68) / 4] = 54%. The 
result of this assessment is shown in Figure 5. The green lines denote the organization’s 
posture, and the red lines denote the optimal posture. The concentric circles depict the security 
defined as follows: No Security = 0-25%, Minimal=26-50%, Moderate Security=51-75%, and 
High Security=76-100%. 

 
Figure 5: User Security Posture and Organizations 

 
CONCLUSION 
The focus here is to design models to better understand the human factors as a link between 
attacker and the technological components of an information system. This will help to shape 
policies towards protecting sensitive information and the systems in general. The models 
were designed according to human-oriented criteria and not technological ones (Ganiyu & 
Jimoh, 2021).   
 
Simulated phishing allows the direct measurement of user compliance, and when run 
regularly, can measure progress in user behaviour and gauge staff security awareness and 
compliance. The emails themselves are often a form of training, but such testing is normally 
done in conjunction with prior training, and often followed up with more training elements. 
This is especially the case for those who "fail" by opening email attachments, clicking on 
included web links, or entering credentials. 
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Therefore, there is a need to bring IT and human security together under a true information 
security management system. The increasing reliance on technological components of 
information security makes securing information systems increasingly challenging. Quite a 
number of the security problems emanate from humans because humans have the tendency 
to show their unethical attitudes when using information systems. 
 
Based on the findings of the study, it is recommended that for the human factor in information 
security to be managed effectively, the following should be taken into consideration. Security 
awareness and security consciousness, and education are some of the most successful 
measures to mitigate the human factor threats to information security. In that regard, any 
information security plan should include a needs assessment that entails collecting 
information on the existing processes, the knowledge that is required of workers, and the 
cracks in the current information security. 
 
REFERENCES  
Absalom, R., 2012. International data privacy legislation review: A guide for BYOD 

policies. Ovum Consulting, IT006, 234, pp.3-5. 
Ali, S., Qureshi, M.N. and Abbasi, A.G., 2015, December. Analysis of BYOD security 

frameworks. In 2015 Conference on Information Assurance and Cyber Security 
(CIACS) (pp. 56-61). DOI: 10.1109/CIACS.2015.7395567 

Baillette, P. and Barlette, Y., 2018. BYOD-related innovations and organizational change for 
entrepreneurs and their employees in SMEs: the identification of a twofold security 
paradox. Journal of Organizational Change Management, 31(4), pp.839-851. 

Boss, S.R., Galletta, D.F., Lowry, P.B., Moody, G.D. and Polak, P., 2015. What do systems users 
have to fear? Using fear appeals to engender threats and fear that motivate protective 
security behaviors. MIS quarterly, 39(4), pp.837-864. 

Doargajudhur, M.S. and Dell, P., 2019. Impact of BYOD on organizational commitment: an 
empirical investigation. Information Technology & People, 32(2), pp.246-268. 

Dokmanic, I., Parhizkar, R., Ranieri, J. and Vetterli, M., 2015. Euclidean distance matrices: 
essential theory, algorithms, and applications. IEEE Signal Processing Magazine, 32(6), 
pp.12- 30. DOI: 10.1109/MSP.2015.2398954 

Ganiyu, S.O. and Jimoh, R.G., 2021. Extended risk-based context-aware model for dynamic 
access control in bring your own device strategy. In Machine Learning and Data Mining 
for Emerging Trend in Cyber Dynamics: Theories and Applications (pp. 295-315). Cham: 
Springer International Publishing. 

Hevner, A.R., March, S.T., Park, J. and Ram, S., 2004. Design science in information systems 
research. MIS quarterly, pp.75-105. 

Hernandez, A. and Choi, Y., 2014. Securing BYOD networks: Inherent vulnerabilities and 
emerging feasible technologies. 

Hovav, A. and Putri, F.F. 2016. This is my device! Why should I follow your rules? Employees’ 
compliance with BYOD security policy. Pervasive and Mobile Computing, 32, pp. 35–49. 
DOI:10.1016/j.pmcj.2016.06.007. 

ISACA. 2016. IS audit/assurance program for BYOD. Available at: www.isaca.org (Accessed: 
[30/08/2025]). 

Koch, H., Yan, J.K. and Curry, P. 2019. Consumerization-conflict resolution and changing IT-
user relationships. Information Technology & People, 33(1), pp. 251–271. 

Korolov, V., Korolova, O., Milkovich, I., Zaiets, Y., Zhyvchuk, V., Lytvyn, V. and Bublyk, M., 
2021. Information-Reference System Creation Prerequisites for the Ground Forces 
Identification on the Battlefield According to NATO Standards. In COLINS (pp. 1152-
1172). 

https://doi.org/10.1109/CIACS.2015.7395567
https://doi.org/10.1109/MSP.2015.2398954
http://www.isaca.org/


Enhanced Model for Risk-Based Assessment of Employee Security with Byod Using Cyber Hygiene 

Saidu I. R., Shitu S. S., Musa B. A., DUJOPAS 11 (4b): 238-248, 2025                                                            248 
 

Leclercq-Vandelannoitte, A. and Bertin, E. 2018. From sovereign IT governance to liberal IT 
governmentality? A Foucauldian analogy. European Journal of Information Systems, 
27(3), pp. 326–346. 

Lesia, L.C. and McCauley-Bell, P.R. 2017. The human factors issue in information security: 
What are they and do they matter?, in Proceedings of the Human Factors and Ergonomics 
Society, pp. 439–443. 

McCumber, J., 2004. Assessing and managing security risk in IT systems: A structured methodology. 
Auerbach Publications. 

Notoma, O.K., 2025. A Holistic Approach to Cybersecurity Risk Management and Compliance in the 
Cloud: Recommendations for the Development of a User-Friendly Framework for Small 
Businesses (Doctoral dissertation, Purdue University). 

Palanisamy, R., Norman, A.A. and Mat Kiah, M.L., 2022. BYOD policy compliance: Risks and 
strategies in organizations. Journal of Computer Information Systems, 62(1), pp.61-72. 

Peffers, K., Tuunanen, T., Rothenberger, M.A. and Chatterjee, S., 2007. A design science 
research methodology for information systems research. Journal of management 
information systems, 24(3), pp.45-77. 

Ratchford, M., El-Gayar, O., Noteboom, C. and Wang, Y., 2022. BYOD security issues: A 
systematic literature review. Information Security Journal: A Global Perspective, 31(3), 
pp.253-273. 

Ratchford, M., Wang, Y., Noteboom, C. and El-Gayar, O.F., 2020. BYOD-Insure vs Existing 
Modalities for BYOD Security Assessment: A Comparison Study. AMCIS 2020 
Proceedings, 12, available from: 
https://aisel.aisnet.org/amcis2020/info_security_privacy/info_security_privacy/12 

Shumate, T. and Ketel, M., 2014, March. Bring your own device: Benefits, risks and control 
techniques. In Ieee Southeastcon 2014 (pp. 1-6). IEEE. 
DOI: 10.1109/SECON.2014.6950718 

Soomro, Z.A., Shah, M.H. and Ahmed, J., 2016. Information security management needs more 
holistic approach: A literature review. International journal of information 
management, 36(2), pp.215-225.Syntonic 2016. BYOD usage in the enterprise. Available at: 
https://syntonic.com/wp[1]content/uploads/2016/09/Syntonic-2016-BYOD-
Usage-in-the-Enterprise.pdf (Accessed: [25/08/2025]). 

Thomson, G., 2012. BYOD: enabling the chaos. Network security, 2012(2), pp.5-8. 
doi:10.1016/S1353- 4858(12)70013-2. 

Utter, C.J. and Rea, A., 2015. The" Bring your own device" conundrum for organizations and 
investigators: An examination of the policy and legal concerns in light of investigatory 
challenges. Journal of Digital Forensics, Security and Law, 10(2), p.4. 

Wang, Y., Wei, J. and Vangury, K., 2014, January. Bring your own device security issues and 
challenges. In 2014 IEEE 11th Consumer Communications and Networking Conference 
(CCNC) (pp. 80-85). IEEE. 

Yin, R.K., 2014. Case study research: Design and methods (applied social research methods). 

https://aisel.aisnet.org/amcis2020/info_security_privacy/info_security_privacy/12
https://doi.org/10.1109/SECON.2014.6950718
https://syntonic.com/wp%5b1%5dcontent/uploads/2016/09/Syntonic-2016-BYOD-Usage-in-the-
https://syntonic.com/wp%5b1%5dcontent/uploads/2016/09/Syntonic-2016-BYOD-Usage-in-the-

