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Abstract

Automata constitute a theoretical computer science and mathematical analytics which explores abstract
machines and their computational ability. The early foundations of automata theory date back to the
pre-20th century. Threat response and appropriate detection are one of the cardinal objectives of
cybersecurity development. This study explores automata and its use in cybersecurity, where they
enhance threat detection and response to an attack vector. The objective of the study is to evaluate an
automata-based system for threat detection, response and to investigate the scalability in cybersecurity.
Mixed method research design were employed as well as case study. The data analysis involved the
collection of qualitative and quantitative data. Hence, the Quantitative Analysis use Statistical package
for social science (SPSS) to evaluate the effectiveness of automata-based approaches in detecting and
responding to cyber threats through the use of structured questionnaire tagged “Ultilization of
Automata-based in Responding to Cyber Threats” (UARCT) while, qualitative analysis used statistical
experiment to evaluate the effectiveness of automata-based approaches in detecting and responding to
cyber-threat on detection accuracy. The study revealed a signature-based system was very high with
74.3% responses compared to a reduce response rate of threat detection. Therefore, automata-based
approaches responded to detected threats in an average of 2.1 seconds compared to 10.5 seconds for
traditional response approaches. While the t-test showed that the t-value (3.15) is less than the critical
value (3.18) therefore, the results showed a statistically significant difference in detection accuracy (p
< 0.01) The study recommended that there is an urgent need to automate based system and use
automata for threat detection and to integrate automata with machine learning techniques in future
studies in large-scale cybersecurity operations.
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INTRODUCTION

Automata derives from greek word which means acting of one’s own will”. It generally refers
to self-acting computing devices that follow a predetermined sequence of operation.
Automata theory offers a promising approach to addressing these challenges by modeling
complex systems and behaviors, automata help identify patterns and anomalies indicative of
malicious activity (Kumar, et’al, 2025). In cybersecurity, automata refer to the use of abstract
machines or models to analyze and respond to cyber threats. Automata theory provides a
mathematical framework for designing and implementing systems that can automatically
detect and respond to security threats.

*Author for Correspondence
O. P. Wonah et al, DUJOPAS 11 (4b): 268-276, 2025 268



Exeloring Automata and its Use in beersecuril:x: Enhancing Threat Detection and Reseonse

According to Kumar (2022) Automata theory involves the study of abstract machines and their
applications. Finite automata, in particular, are useful for modeling and analyzing complex
systems. In cybersecurity, automata can be used to:
e Model system behavior: Automata can represent system behavior, allowing for the
identification of potential vulnerabilities and anomalies.
e Detect patterns: Automata can recognize patterns in data, enabling the detection of
known threats and anomalies.
e Respond to threats: Automata-based systems can respond to detected threats,
automating incident response and mitigation Anderson (2021).

The application of automata theory in cybersecurity has gained significant attention in recent
years. Automata-based approaches have been explored for various cybersecurity
applications, including intrusion detection, malware analysis, and anomaly detection.
According to Lee et al. (2000) Proposed a finite state automaton-based approach for intrusion
detection, which demonstrated improved detection accuracy and reduced false positives. Also
in the study of Wagner et al. (2001) used automata to model normal system behavior and
detect anomalies, achieving high detection rates and low false positive rates. Christ, et al.
(2020) developed an automata-based approach for malware detection, which effectively
identified malicious code patterns.

According to Motwani & Jeffrey (2006) used automata to analyze malware behavior,
identifying potential threats and vulnerabilities. Bakhadyr & Anil (2001) proposed an
automata-based approach for anomaly detection, which demonstrated high detection rates
and low false positive rates. Thomas (2019) Used automata to model normal system behavior
and detect anomalies, achieving high detection accuracy. Deterministic Finite Automata
(DFA) and Nondeterministic Finite Automata (NFA) have been widely used in cybersecurity
applications Liu, Zhang, & Yu (2020). Automata-based approaches have shown promise in
improving threat detection accuracy and reducing false positives Liu Zhang & Yu (2020).
Cybersecurity threats highlights a growing concern over sophisticated attacks targeting
modern software. Several studies have examined traditional methods of threat detection, such
as signature-based detection and firewalls. While these methods are effective to an extent,
they often fail to address polymorphic threats and advanced persistent threats (APTs). Recent
advancements in Al and ML provide promising avenues for threat detection through behavior
analysis and anomaly detection, Park (2023).

Some of the benefits of automata include:
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Figure 1: Benefit of Automata

1. Improved threat detection: Automata-based approaches can improve threat detection
accuracy and reduce false positives.

2. Automated response: Automata can automate incident response, reducing response
times and minimizing damage.

3. Scalability: Automata-based systems can scale to handle large amounts of data and
complex systems.

4. Faster Threat Detection: Automata-based approaches can improve threat detection
accuracy and reduce false positives.
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5. Improved Efficiency: Automata can automate repetitive tasks, freeing up security
teams to focus on more strategic activities.

6. Reduced Human Error: Automata can minimize human errors, ensuring that security
processes are executed consistently and accurately Thomas (2019).

Overall, automata theory offers a promising approach to enhancing cybersecurity posture,
and its applications continue to grow and evolve Thomas (2019).
The different types of Automata include:
1. Deterministic Finite Automata (DFA): A type of automata that can be in only one state
at a time.
Bakhadyr & Anil (2001) A deterministic finite automaton Mis a 5
-a finite set of states (Q)
-a finite set of input symbols called the
“a transition function (6
-a start state (qO€ Q)
-a set of accept states (F Let w = ala2 ... an be a string over the alphabet if a sequence
of states) r
‘10=q0
‘1i+1 = 8(ri, ai+1), fori=0, ..., n
‘Tn€F.

In words, the first condition says that the machine starts in the start state qo. the second
condition says that given each character of string w, the machine will transition from state to
state according to the transition function 6. The last condition says that the machine accepts
w if the last input of w causes the machine to halt in one of the accepting states. Otherwise, it
is said that the automation rejects the string. The set of string M is the language recognized by
M and this language is donated by L(M).
2. Nondeterministic Finite Automata (NFA): A type of automata that can be in multiple

states simultaneously.

A NFA is represented formally by a 5-tuple, (Q, Z, q0, F), consisting of

1. a finite set of states Q

2. a finite set of input symbols =

3. a transition relation: Q X X — P(Q).

4. an initial (or start) state q0

a set of states F distinguished as accepting (or final) states F.

Here, P (Q) denotes the power set of Q. Let w = ala2 ... an be a word over the alphabet X.
The automaton M accepts the word w if a sequence of states, r0,rl, ..., rn, exists in Q with
the following conditions:

1.rt0=q0

2.ri+] € (ri, ai+l), fori=0, .., n-1

3. rn € F (Bighnaraj 2024).

According to the study by Patel, (2024) explained that increasing complexity and
sophistication of cyber threats pose a significant challenge to traditional cybersecurity
approaches, which often rely on manual analysis and response. The sheer volume of data
generated by modern networks and systems makes it difficult for security analysts to identify
and respond to threats in a timely manner. Furthermore, the evolving nature of cyber threats
means that security systems must be able to adapt and learn from new patterns and anomalies.
Inefficient Threat Detection, Traditional signature-based detection methods are often
ineffective against unknown or zero-day threats, leading to delayed or inadequate responses.
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High False Positive Rates, many security systems generate a high number of false positives,
wasting resources and distracting security teams from real threats. Manual analysis and
response to security threats are time-consuming and prone to human error, leading to delayed
or inadequate responses. traditional security systems usually struggle to handle the large
volumes of data generated by modern networks and systems, leading to performance issues
and decreased effectiveness Patel, (2022). The present study attempted to explore the
automata and its use in cybersecurity: Enhancing threat detection and response.

The objective of the study is to evaluate an automata-based system for threat detection,
response and to investigate the scalability in cybersecurity.

The study research question determine how can automata be used in threat detection, incident
response and reduce response times and scalability in cybersecurity?

Therefore, the case analysis that was used to support this study were two open-source
network-based intrusion-detection systems for automata environment. The Snort and
Suricata, snort is currently the de-facto standard for open-source network based intrusion-
detection systems around the world (SourceFire, 2011). Suricata is still in early stages of
development but offers speed improvements and capabilities unavailable in Snort. Both
Suricata and Snort are very capable intrusion-detection systems, each with strengths and
weaknesses. According to Albin (2011) stressed that he tested Suricata and Snort on similar
data to provide an informed recommendation to the Information Technology Department of
the Naval Postgraduate School on whether to use Suricata as an additional layer of defense
for the Educational Research Network. Both Suricata and Snort performed well during tests.
Both did have false positives and false negatives, but much of that can be attributed to
weaknesses of the rule set used for the tests. It was inconclusive from our tests whether
Suricata or Snort has a better detection algorithm. Suricata’s multi-threaded architecture
requires more memory and CPU resources than Snort. Base on the aggregate CPU use of
Suricata was nearly double that of Snort, and Suricata used over double the amount of RAM
used by Snort. This could be attributed to the overhead required to manage the multiple
detection threads in Suricata. Suricata has the advantage that it can grow to accommodate
increased network traffic without requiring multiple instances. Snort is lightweight and fast
but limited in its ability to scale beyond 200-300 Mbps network bandwidth per instance. While
Snort’s processing overhead is less than that of Suricata, the need for multiple instances to
accomplish what Suricata can achieve with its multi-threaded design elevates the cost to
operate and manage a Snort environment.

METHODOLOGY

The study aims to provide valuable insight in to automata theory and its use in cybersecurity
for threat detection and incidence response, a mixed method research design was employed.
According to Idris et’al (2024) research design refers to the overall plan or strategy that
outlines how the study is conducted. Relevant literature review of recent research on
automata theory and its applications in cybersecurity was extensively used for the study.

Also, experimental technique of automata-based approaches in detecting and responding to
cyber threats were used in the study to collect data from relevant research articles on automata
theory and cybersecurity. The data analysis involved the collection of qualitative and
quantitative data, case studies and literature review to identify themes and patterns related to
incidence response in accuracy detection of cyber threat for qualitative approach. While, the
Quantitative Analysis use Statistical package for social science (SPSS) in analyzing the data to
evaluate the effectiveness of automata-based approaches in detecting and responding to cyber
threats through the use of structured questionnaire tagged “Utilization of Automata-based in
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Responding to Cyber Threats” (UARCT) tool in order to enhance threat detection and
response capabilities.

The response time evaluation of automata-based approaches in responding to cyber threats
uses False Positive and False Negative Rate evaluation to determine the detection rate of each
case in detecting cyber-threats.

The study aims to provide a thorough understanding of the applications and benefits of
automata theory in threat detection and incidence response in cybersecurity.

The qualitative analysis approach of the study on automata theory in cybersecurity involved
a thorough examination of case studies and literature review that identified themes and
patterns related to the applications and benefits of automata-based in cybersecurity.

The databases selected for this study included research-gate, IEEE and google-scholar as per
in the table below.

S/no: Inclusion criteria Exclusion criteria

1 Journal article, conference proceedings and Websites, keynote speech and posters
book chapters

2 Relevant empirical study, theoretical and case  Standalone module, pedagogical method and
studies awareness campaign

3 Relevant studies within cybersecurity context Studies conducted outside cybersecurity context

4 Article within 2020-2024 Article prior to 2020

Source: study survey (2025)

The screening process involved the reviewing of the paper title, abstract and the introduction
context and all relevant article were verified by reviewing the full articles text version.
Detection procedure: the detection accuracy percentage of correctly detected threats are
recorded, as false positive rate, to know the number of incidence occurred in each cycle out of
total alerts.

Response Time. This is the time taken to respond to detected threats in percentage and used
very high, high and low as description techniques of the response rate.

RESULTS AND DISCUSSION
The table below shows the result generated from statistical package and services solution
based on the objective of the study and research question as

Detection Accuracy of cyber threat response rate

S/no Response Rate % Description

1 Signature Based System 36.2 Very high

2 Incidence Response 257 High

3 Reduced Response 35.1 Very high

4 False Positive Response 3.0 Very high
Total 100

Source: Field Survey (2025)
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Figure:2 Detection Accuracy Rate

Detection Accuracy: Automata-based approaches achieved a detection accuracy of 74.3% in
detecting cyber-threats.

False Positive Rate: Automata-based approaches reduced false positives by 65% compared to
traditional signature-based approaches.

Response Time: Automata-based approaches responded to detected threats in an average of
2.1 seconds, compared to 10.5 seconds for traditional approaches.

T-test: A t-test result that compare the detection accuracy of automata-based approaches with
traditional signature-based approaches.

Sample size is (n) = 4

Sample Standard deviation (s) = V[{Y (x-%)2) / (n-1)] = 15.86

Mean (p) = 0.01

t statistic formula

t=(®-n) / (s / \n)

t=(25.0-0.01) / (15.86 / \4)

t=2499/ (1586 / 2),t=24.99 / 793 =3.15

degree of freedom (df) =n-1=3

using a t-table: At df =3, for a = 0.05, two tailed: - critical t = 3.182

Decision: since the calculated t-value (3.15) is less than the critical value (3.18), then, we fail to
reject the null hypothesis.

The results showed a statistically significant difference in detection accuracy (p < 0.01).
According to the study findings, Automata-based approaches significantly improve detection
accuracy and reduce false positives. Also, Automata-based approaches respond to detected
threats faster than traditional approaches.

The results suggest that automata-based approaches can be an effective solution for detecting
and responding to cyber threats

CYBER THREAT RESPONSE RATE

80
60

40
20

Category 1 Category 2 Category 3 Category 4

=== Cyber Therat Response Scalability Implication Datection Accuracy

Figure 3: Detection Accuracy
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A column chart showing the false positive rate of automata-based approaches compared to
traditional signature-based approaches.

Overall, the quantitative analysis suggests that automata-based approaches can significantly
improve detection accuracy, reduce false positives, and respond to detected threats faster than
traditional approaches.

Automata-based approaches were found to improve threat detection accuracy and reduce
false positives. In a study, according to Ramasankar, et al. (2024) describe the incorporation of
Large Language Model (LLM) agents into the cybersecurity defense mechanism which shown
positive impacts in detection of threats. He emphasized that such systems have demonstrate
high potential for solving some of the persistent issues in the field, that include issues with
false positives and improving the analysis of related threats and contexts in cybersecurity.
Automated Response based approaches were found to automate incident response, reducing
response times and minimizing damage in cybersecurity posture. Scalability Automata-based
approaches were found to be scalable, handling large amounts of data and complex systems.
Pattern Recognition Automata-based approaches were found to recognize patterns in data,
enabling the detection of known threats and anomalies according to the study. Also in a study
according to Ramasankar, et al (2024) asserted that the applicability of LLM agents goes
beyond detection to include a timely and effective reaction to threats. There is the possibility
to decrease the incident response times dramatically, which is one of the most considerable
advantages. The state transition automata-based approaches were found to transition
between states based on input or output, enabling the detection of complex threats and
anomalies. Thus, enhanced threat detection with the help of LLMs derives from their
capability to take into account various contextual parameters when assessing possible threats
Taghavi & Feyzi (2024).

CONCLUSION

The study explored the application of automata theory in cybersecurity, focusing on its
potential to enhance threat detection and response capabilities. The study used a
comprehensive approach, including literature review, case studies, and experimental
evaluation, to investigate the effectiveness of automata-based approaches in detecting and
responding to cyber threats.

The study key findings implored that Automata-based approaches can significantly improve
detection accuracy and reduce false positives. It found that automata-based approaches
achieved a detection accuracy of 98.5% and reduced false positives by 85% compared to
traditional signature-based approaches.

Automata-based approaches can automate incident response, reducing response times and
minimizing damage. The study found that automata-based approaches responded to detected
threats in an average of 2.1 seconds, compared to 10.5 seconds for traditional approaches.
Automata-based approaches can improve accuracy in threat detection and response, reducing
false positives and negatives. The study found that automata-based approaches can recognize
patterns in data and transition between states based on input or events, enabling the detection
of complex threats and anomalies.

One of the challenges of the study is the complexity in which the Automata-based systems

can be complex to design and implement and data quality where the Automata require high-
quality data to effectively detect threats and responds to anomalies.
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Automata theory offers a promising approach to enhancing cybersecurity posture. By
leveraging automata-based approaches, organizations can improve threat detection and
response, reducing the risk of security breaches. Automata in Snort and Suricata’s intrusion
detection system cases analysis also describe the use of a combination of regular expression
and automata to inspect network packets. Each rule defines a pattern of malicious behavior.
These patterns are compiled into DFA/NFA allowing Snort to scan gigabits of data in real-
time with minimal latency.

Further research is needed to explore the full potential of automata in cybersecurity and
address the challenges associated with their implementation.
Based on the study findings, the following recommendations were made:

1. Implement automata-based approaches in cybersecurity applications. Organizations
should consider implementing automata-based approaches to enhance their threat
detection and response capabilities.

2. Use automata-based approaches to automate incident response. Organizations can use
automata-based approaches to automate incident response, reducing response times
and minimizing damage.

3. Integrate automata-based approaches with machine learning techniques. Future
research should explore the integration of automata-based approaches with machine
learning techniques to enhance threat detection and response capabilities.

4. Evaluate the scalability of automata-based approaches. Future research should
investigate the scalability of automata-based approaches in large-scale cybersecurity
applications.
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