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Abstract 
Anomaly detection plays a crucial role in the oil and gas industry by identifying irregular patterns 
within pipeline systems, signaling the occurrence of pipeline leaks and potential infrastructure 
failures. Given the extensive reach of these pipelines, effective leak detection ensures operational safety 
while minimizing environmental hazards and financial loss. Traditional leak detection methods, such 
as manual inspection and pressure monitoring, are prone to errors and delays, often resulting in high 
false positives and delayed leak detection. A review of existing research reveals key limitations: high 
false positive rates, failure to adequately address class imbalance, and limited exploitation of temporal 
and long-term dependencies inherent in pipeline data. This study presents a comparative evaluation 
of three Machine Learning (ML) models: Support Vector Machines (SVM), Random Forest (RF), and 
Long Short-Term Memory (LSTM)  for pipeline leak detection. The research focuses on developing 
models that effectively minimize false positives while maintaining high sensitivity to actual leak 
occurrences. The Synthetic Minority Over-sampling Technique (SMOTE) was applied to mitigate 
class imbalance and enhance the detection of the minority-class. The results indicate that integrating 
SMOTE with optimization techniques, hyperparameter tuning, and threshold adjustment enhances 
the models’ performance by reducing false positives and improving the minority (leak) class detection. 
The LSTM achieved superior performance with 98% Accuracy and 97% F1-score, attributed to its 
ability to effectively capture temporal and long-term dependencies in pipeline data. These findings 
contribute to enhanced and reliable leak detection models, tailored to the operational safety and 
management of pipeline system. 
 
Keywords: Synthetic Minority Oversampling Technique (SMOTE), False positives, 
Threshold Adjustment, Pipeline leak detection 
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INTRODUCTION  
The oil and gas industry forms part of the energy market, which provides energy resources 
that power our modern world and contribute to economic advancements. The Nigerian oil 
and gas industry contributes to the Gross Domestic Product (GDP), which plays a pivotal 
role in driving economic growth and development. This industry, renowned for its 
abundant oil reserves located in the Niger Delta region, relies extensively on pipeline 
networks for the transportation of crude oil, natural gas, and refined petroleum products. 
Pipelines serve as an integral part of the infrastructure assets of an economy, facilitating the 
transportation of these hydrocarbon resources (Rehman & Nawaz, 2017) from production 
sites to refineries, export terminals, and distribution centers. This infrastructure asset is 
recognized as the most secure and cost-effective mode of conveying hydrocarbon resources 
(Korlapati et al., 2022) within the oil and gas industry.  

 
Pipeline systems are susceptible to a variety of integrity challenges due to anomalies such as 
leakage, which can result from factors such as aging, defects, internal corrosion (Diao et al., 
2020), and acts of vandalism (Akinsete & Oshingbesan, 2019). The occurrence of leaks can 
lead to catastrophic outcomes, encompassing energy waste, environmental damage, threats 
to both human safety and properties (Wang et al., 2017), and financial loss (Adegboye et al., 
2019). A pipeline leak can result in the release of hydrocarbons, leading to soil and water 
contamination, harm to ecosystems, and potential health risks to local communities. 
Furthermore, the economic consequences of pipeline leaks include cleanup costs, product 
losses, and legal liabilities (Arifin et al., 2018), all of which can be financially crippling. The 
severity of pipeline leaks tends to escalate with the size of the leak (Korlapati et al., 2022); 
hence, maintenance and vigilant monitoring of pipelines are of paramount importance 
(Kampelopoulos et al., 2020).  

 
Traditional methods, such as manual inspections or rule-based alarm systems triggered by 
abrupt changes in pressure or flow, are often slow, error-prone, and highly susceptible to 
false positives (false alarms). These conventional approaches are further constrained by 
delayed fault identification and high operational costs. These limitations frequently result in 
undetected or late detection of leaks, leading to significant environmental degradation, 
economic losses, safety hazards, and disruptions in energy supply.  In Nigeria, the 
challenges posed by aging pipeline infrastructure have intensified the need for intelligent 
and accurate leak detection methods. 

 
Artificial intelligence (AI) is rapidly advancing within the oil and gas industry, where it is 
being applied to create intelligent systems for various aspects such as drilling, processing, 
and pipeline management (Sircar et al., 2021). Machine learning (ML), a subset of AI, finds 
extensive utility across diverse applications within the oil and gas sector, rendering it an 
indispensable tool with its capacity to manage large volumes of data, recognise patterns, and 
consequently generate predictive insights. Deep learning (DL), a subset of ML, enables the 
creation of models that effectively address complex challenges within the oil and gas 
industry, delivering optimal performance (Sircar et al., 2021). Advancements in ML 
techniques and DL have provided new opportunities for enhancing leak detection 
capabilities (Spandonidis et al., 2022), facilitating early, reliable, and accurate identification 
of leaks in pipelines.   

 
Recent studies highlight the growing effectiveness of ML and DL techniques for pipeline 
leak detection. Early studies explored image-based and acoustics-driven detection 
approaches. For instance, Ibitoye et al. (2019) leveraged IoT cameras and a CNN to detect 
leaks through image analysis, while Li et al. (2019) employed a CNN to analyze acoustic 
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signals from simulated gas pipelines, successfully identifying small leaks with minimal 
pressure variation, though performance peaked at 70% accuracy with a shallow CNN 
architecture. 

 
Machine learning approaches have also shown strong performance across various pipeline 
conditions. Shravani et al. (2019) evaluated multiple ML models and identified the Multi-
Layer Perceptron (MLP) as the most effective, attaining 94.47% accuracy and an F1-score of 
0.95. Similarly, Wang et al. (2020) advanced leak detection by combining stacked 
autoencoders for feature extraction with SVM, improving classification performance 
through ensemble learning. Melo et al. (2020) further advanced visual leak detection using a 
Grad-CAM-enhanced CNN to highlight critical spatial features in gas-leak imagery, whereas 
Wang et al. (2021) explored multiple classification techniques for pipeline-leak detection,  
focused on minimizing environmental and economic impacts, with the Random Forest 
model achieving the highest accuracy of 98.57%. Similarly, Aljameel et al. (2022) compared 
five ML models on industrial pressure, temperature, and flow-rate data, reporting SVM as 
the best-performing model with 97.4% accuracy.  

 
Acoustic emission (AE)–based leak detection has also gained prominence. Ullah et al. (2023) 
investigated the use of acoustic emission (AE) sensors combined with multiple classifiers for 
detecting pinhole leaks in pipelines, achieving 99% accuracy, although performance was 
affected by environmental noise. Ahmad et al. (2022) enhanced AE-based modelling by 
converting AE time-series signals into scalograms processed using a convolutional 
autoencoder and CNN, yielding high accuracy levels of 98.4% and 96.75% for different leak 
sizes. Quy and Kim (2021) developed a real-time leak-detection system using a KNN 
Classifier trained on hybrid AE features embedded on a microcontroller, achieving 98% 
accuracy and demonstrating suitability for real-time pipeline monitoring. 

 
Several studies have leveraged simulation-based and hybrid modelling approaches. 
Omojugba et al. (2020) applied ANN models to pressure-sensor data for leak detection and 
localization in multiproduct pipelines, achieving 98.56% accuracy but noting reduced 
performance near pump stations. Kim et al. (2021) proposed dynamic modeling and a deep 
neural network to detect leak size and location in subsea pipelines, achieving 80% accuracy. 
Sensor fusion approaches have also been explored to overcome the limitations of single-
sensor systems. Lanjile et al. (2019) integrated acoustic sensors and accelerometers with 
wavelet-transformed features classified using kernel SVM and logistic regression, achieving 
90% accuracy, although performance declined with increasing distance from the leak. 
Advanced signal processing and feature-selection techniques have further improved 
classification outcomes. Xiao et al. (2019) used wavelet transform, entropy-based feature 
extraction, and Relief-F-driven feature selection before applying SVM, and obtained 99.4% 
for distinguishing between leak and non-leak states when considering the top three most 
discriminative features and 95.6% when considering the five most discriminative features. 

 
While these approaches have shown promise, existing studies highlight critical limitations, 
including persistent challenges with false positives, difficulties in handling class imbalance 
due to the rarity of leak events, and limited exploration of models capable of capturing 
temporal and long-term dependencies in sequential pipeline data. This gap underscores the 
need for advanced sequence-based models, such as Long Short-Term Memory (LSTM) 
networks, which are better suited for learning temporal and long-term patterns and 
improving the reliability of leak detection systems. 
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In this study, the authors proposed a machine-learning-based approach for the accurate 
detection of leaks in oil and gas pipelines. The research involves the development, 
evaluation, and comparative analysis of three models: Support Vector Machine (SVM), 
Random Forest (RF), and Long Short-Term Memory (LSTM). A comprehensive performance 
evaluation was conducted using: Accuracy, Precision, Recall, F1-score, Area Under the 
Curve-Receiver Operator Characteristic (AUC-ROC), and Precision–Recall (PR) curves to 
validate the effectiveness of the proposed models. The key contributions of this paper are 
highlighted below: 
● Developed and evaluated three models: Support Vector Machine (SVM), Random Forest 

(RF), and Long Short-Term Memory (LSTM) to benchmark traditional machine-learning 
models against deep-learning sequence model. 

● Addressed class imbalance inherent in pipeline leak datasets using the Synthetic 
Minority Oversampling Technique (SMOTE), ensuring improved detection of the 
minority (leak) class. 

● Applied optimization techniques through hyperparameter tuning and threshold 
adjustment to minimize false positives while preserving high sensitivity to true leak 
events.  

● Leveraged LSTM's ability to capture temporal and long-term dependencies in pipeline 
operational data, improving the distinction between leak and normal pipeline operation 

 
METHODOLOGY 
This study adopted a data-driven pipeline leak detection methodology illustrated in Figure 
1, utilizing three machine learning models: Support Vector Machine (SVM), Random Forest 
(RF), and Long Short-Term Memory (LSTM). The methodology encompasses data 
acquisition and preprocessing, model development, model optimization, and evaluation. 

 
 

   Fig.1. Proposed Methodology for Pipeline Leak Detection 

 
The approach combined SMOTE-based imbalance handling, comprehensive data 
preprocessing, and model optimization; threshold adjustment and hyperparameter tuning, 
enabling early and accurate detection of rare leak events while minimizing false positives 
and maintaining high sensitivity. Several studies have demonstrated the effectiveness of 
machine learning models in detecting anomalies and classifying leak events from pipeline 
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operational data. Studies by Faysal et al. (2021) and Wang et al. (2020) demonstrated the 
capability of Support Vector Machine (SVM) models to capture complex, nonlinear 
relationships between operational variables and leak patterns, making SVM a suitable choice 
for this study due to its robustness and generalization ability. Random Forest (RF), 
recognized for its ensemble learning approach and low tendency to overfit, has proven 
effective for anomaly detection in pipeline systems (Akinsete & Oshingbesan, 2019; Ullah et 
al., 2023). This study employed Random Forest to capture complex feature interactions 
within pipeline datasets, improving detection accuracy, sensitivity, and reliability. Each 
model’s performance is compared using standard metrics such as accuracy, precision, recall, 
and F1-score to determine the most suitable model for leak detection in oil and gas pipelines. 
 
Dataset Overview 
This study utilized an open-source dataset comprising 10,292 entries of operational data 
(source:https://github.com/Abimbola-ai/Oil-and-gas-pipeline-leakage). The dataset was 
initially designed with a regression-based target variable representing: Corrosion Defects 
(CRD). It encompasses a set of nine (9) key pipeline monitoring features, and a detailed 
description of these features is presented in Table 1 
 
Table 1. Parameters of Pipeline Leak Detection Dataset  

Parameter Description 

Wellhead Temperature (°C) Temperature measured at the wellhead  

Wellhead Pressure (psi) Pressure at the wellhead 

MMCFD-gas (Million Standard Cubic  Feet per Day) Gas flow rate, reflecting the volume of gas being 
transported. 

BOPD  (Barrel of Oil Produced per Day) Oil flow rate represents the volume of oil being 
transported. 

BSW—Basic Solid and Water  (%) Percentage of basic sediment and water, indicating 
fluid purity. 

CO₂ mol. (%) at 25°C & 1 Atm Molar percentage of carbon dioxide, relevant for 
corrosion assessment. 

Gas Grav. (Gas Gravity) Relative density of natural gas compared to air affects 
flow calculations. 

Corrosion Defect (CRD) Represents the ratio of metal loss (wall thickness 
reduction) due to corrosion, a key predictive feature 
for assessing structural degradation and leak potential. 

Leak Status Binary classification label: 1 (Leak) if corrosion exceeds 
the threshold, or 0 (No Leak). Used as the target 
variable for prediction. 

 
Data Preprocessing 
Effective data preprocessing is a critical step in building robust and accurate machine 
learning models, particularly in industrial domains such as oil and gas pipeline leak 
detection. The quality, consistency, and structure of the data directly impact model 
performance, especially when addressing imbalanced binary classification tasks. This section 
presents a detailed account of the procedures employed to clean, transform, and structure 
the pipeline data in preparation for effective model training and evaluation. 

https://github.com/Abimbola-ai/Oil-and-gas-pipeline-leakage
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Data Cleaning   
Data cleaning was conducted to ensure reliable and consistent input for machine learning 
models. Since pipeline data is susceptible to noise and irregularities from environmental and 
equipment factors, preprocessing was essential to prevent bias and performance 
degradation in SVM, Random Forest, and LSTM models. Although no missing values were 
found, data completeness was confirmed, and all features were standardized to float64 
format.  
 
Class Labeling with Percentile-Based Thresholding 
Thresholding in binary classification is the process of converting the continuous output of a 
machine learning model into discrete class labels; in this case, distinguishing between leak 
and non-leak events. This study employed a quantile-based thresholding technique, 
specifically utilizing the 80th percentile of the Corrosion Defect (CRD) feature distribution to 
establish a data-driven threshold. This statistical approach is well-suited for skewed and 
imbalanced datasets, as it effectively identifies and flags significantly elevated corrosion 
levels as high-risk. This approach yielded an optimal threshold value of 0.23, which 
produced two classes: 2,053 leak cases and 8,239 non-leak cases, mirroring the typical 
imbalance observed in real pipeline monitoring environments. 
 
Feature Normalization 
Normalization is a vital preprocessing step in pipeline leak detection, ensuring that 
continuous features such as pressure, temperature, and flow rate are scaled consistently to 
prevent features with larger magnitudes from dominating model training. Scale-sensitive 
models like SVM and LSTM benefit from normalization, which improves training stability, 
accelerates convergence, and reduces bias. 
 
Standardization (Z-score): Features are scaled to zero mean and unit variance as shown in 
Equation (1) (Tran et al., 2022) to ensure uniform influence, particularly for SVM, where 
feature scale affects distances and decision boundaries: 

               𝑥′ =  
𝑥 − 𝜇 

𝜎
                                                                                                 (1) 

                     Where X: original feature value,  μ:  mean of the feature,σ: standard deviation of 
the feature. 
 
Min-Max Scaling: Features are transformed to a fixed range [0,1], which is critical for LSTM 
networks to avoid vanishing/exploding gradients and optimize activation functions as 
depicted in Equation (2) (Tran et al., 2022): 

𝑥′ =  
𝑥 −  𝑥𝑚𝑖𝑛   

  𝑥𝑚𝑎𝑥  −  𝑥𝑚𝑖𝑛  
                                                                                 (2) 

        Where:  𝑥  :   Original value of the feature,  𝑥𝑚𝑖𝑛  :  Minimum value of the feature,   𝑥𝑚𝑎𝑥   : 
Maximum value of the feature,   𝑥′ ∶   Scaled  value in the range [0, 1] 
 
Data Splitting and Validation Strategy                          
To ensure model generalization and prevent overfitting, the dataset was split into training, 
validation, and testing subsets. A 65:15:20 split ratio was adopted, where 65% of the data 
was used for model training, 15% for hyperparameter tuning and model selection 
(validation set), and 20% was reserved for performance testing to evaluate generalization 
performance. In this study, stratified K-fold cross-validation (k=5) was employed as a key 
model validation strategy to ensure robust evaluation and generalizability, particularly in 
the presence of imbalanced pipeline leak data. Unlike standard K-fold splitting, stratification 
preserved the proportional distribution of leak and non-leak classes across all folds, 
preventing minority-class underrepresentation. 
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Synthetic Minority Over-sampling Technique (SMOTE) 
SMOTE is a robust oversampling technique used during the preprocessing phase in machine 
learning to address the problem of class imbalance, where one class, referred to as the 
minority class, has significantly fewer instances compared to the majority class (Chawla et 
al., 2002). In real-world pipeline operations, leak events are inherently rare, resulting in 
severely imbalanced datasets, which can hinder the performance of machine learning 
models. In the dataset used in this study, with 10292 samples, approximately 20% of 
instances were classified as leak events (2,053), while the remaining 80% represented non-
leak cases (8239 ). This skewed distribution poses a challenge for machine learning models, 
which may become biased toward the majority class, leading to poor detection of minority 
(leak) events and an increased rate of false negatives. SMOTE generates synthetic minority-
class samples through interpolation, rather than duplication, thereby improving model 
learning on rare leak events and reducing bias towards the majority class. This 
oversampling approach enhanced recall and F1-score for leak detection, mitigating the risk 
of false negatives and improving generalization in the presence of imbalanced operational 
data. This synthetic sample is generated as shown in Equation (3) (Chawla et al., 2002): 

      𝑥𝑛𝑒𝑤     =  𝑥𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙  +  𝜆    ∗ ( 𝑥 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟 − 𝑥𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙)                                               (3) 

Where   𝑥𝑛𝑒𝑤   :   Synthetic data point,   𝑥𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙  :  Original leak event sample,  𝑥𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟   :  A 

randomly selected neighbor from the k nearest neighbors, and   𝜆   :  A random value 
between 0 and 1 

 
SMOTE was applied only to the training set after the dataset was split into training 

(65%), validation (15%), and test (20%) subsets. This approach ensures that the validation 
and test sets remain unbiased and representative of real-world leak distribution and, as 
such, prevents data leakage. The diagrams in Figures 2  and 3 illustrate the class distribution 
before and after applying SMOTE to address class imbalance: 

 
Fig. 2. Class Distribution of Leak Status                      Fig. 3. Resampled Class Distribution  of Leak Status         
A                                                                                                       After SMOTE     

 
Support Vector Machine (SVM) 
A Support Vector Machine (SVM) is a supervised machine learning method used for 
classification and regression, widely recognized for its robustness and strong generalization 
capability (Pisner & Schnyer, 2020). Its core principle involves identifying an optimal 
hyperplane in an N-dimensional space that maximizes the margin between classes, enabling 
effective separation of data points. For linearly separable datasets, a linear SVM is applied, 
while non-linear relationships are addressed using kernel-based SVMs. Mathematically, the 
linear SVM model is represented using a standard linear decision function that defines the 
separating hyperplane. Hence, mathematically, the modeling of a linear Support Vector 
Machine adopts the linear equation defined in Equation (4) (Awasthi, 2023) 
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                       𝑦 =  𝑤𝑥𝑡 +  𝑏       …………………………………………………………………….(4)     
Where  w  :   weight vector of the hyperplane,  x  :   input data vector,  b  :   bias term  

                                                                          
Fig. 4.  Support Vector Machine (SVM)  Awasthi (2023) 

 
Random Forest (RF) 
Random Forest (RF) is a versatile ensemble-based machine learning method widely applied 
to both classification and regression tasks. It operates by constructing multiple decision trees 
using the bagging approach, where each tree is trained on a bootstrapped subset of the data 
and a randomly selected set of features. The final prediction is obtained through majority 
voting or averaging across the individual trees, producing a more stable and accurate output 
while reducing overfitting. RF is highly effective for large datasets (Schonlau & Zou, 2020), 
robust to noise, missing values, and outliers, and consistently achieves strong predictive 
performance. 

+  
Fig. 5. Random Forest (RF) Koehrsen, W. (2019) 

 
Long Short-Term-Memory (LSTM)                                                                  
Long Short-Term Memory (LSTM) is a variant of Recurrent Neural Network (RNN) 
designed to capture long-term dependencies in sequential data, where past information is 
crucial for understanding the current state (Yang & Zhao, 2020). Unlike standard RNNs, 
which have a single hidden state and struggle with long-term dependencies, LSTMs use a 
memory cell controlled by three gates: input, forget, and output, which regulate which 
information to add, retain, or output (Van Houdt et al., 2020). The memory cell maintains a 
cell state (long-term memory) that carries relevant information through the sequence and a 

hidden state (short-term memory) that represents the cell’s output at each time step, 
enabling predictions or classifications based on learned patterns in the input data. 
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Fig. 6. Long Short-Term Memory (LSTM) Lawrence (2023). 

 
The LSTM cell employs gating mechanisms, including forget, input, and output gates, to 
regulate information flow, as defined in Equations (5)–(10) (Lawrence, 2023) 
Forget gate (𝑓𝑡): Decide what information to discard 
                   𝑓𝑡 =  𝜎 (𝑋𝑡 ∗ 𝑈𝑓  + 𝐻𝑡−1 ∗  𝑊𝑓)                                                                                    (5)    

Input gate( 𝒊𝒕  ): Decides which information to update 
                  𝑖𝑡 = 𝜎 (𝑋𝑡  ∗ 𝑈𝑖    +  𝐻 𝑡−1  ∗ 𝑊𝑖)                                                                             (6) 

Cell State Update ( 𝑪𝒕 ): 
                       𝑁𝑡  =  𝑡𝑎𝑛ℎ(𝑋𝑡 ∗ 𝑈𝑐  +  𝐻𝑡−1 ∗ 𝑊𝑐)                                                                       (7) 
 
                          𝐶𝑡 = 𝑓𝑡 ∗  𝐶𝑡−1 +  𝑖𝑡  ∗  𝑁𝑡                                                                                      (8) 
 
Output Gate (𝒐𝒕 ):   
                              𝑜𝑡  = 𝜎(𝑋𝑡  ∗  𝑈𝑜 + 𝐻𝑡−1 ∗  𝑊𝑜)                                                                      (9) 
                      𝐻𝑡 = 0𝑡 ∗  𝑡𝑎𝑛ℎ(𝐶𝑡)                                                                                                 (10) 
 
Where  Xt : input at the current timestamp, U: weight matrix of input,  Ht-1, :  hidden state at 
the previous timestamp, W: weight matrix of the input associated with the hidden state. 𝜎 : 
sigmoid function (Scaler, 2023). 
 
Performance Evaluation  Metrics 
In pipeline leak detection, choosing the appropriate performance evaluation metrics is 
crucial due to the high-risk and imbalanced nature of the problem. Leak occurrences are 
infrequent but carry severe consequences, making conventional accuracy alone inadequate 
for gauging model performance. This section outlines key evaluation metrics that are central 
to this study. 
1. Confusion Matrix: It is a fundamental evaluation metric used in machine learning to 

assess  
    the performance of a model that provides a detailed breakdown of the model's predictions 

compared to the actual ground truth. It provides a detailed summary of prediction 
outcomes: True Positives, True Negatives, False Positives, and False Negatives, by 
comparing actual leak conditions to those predicted by the model.  
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                                                     Fig. 7. Confusion Matrix 
 

2. Accuracy: Accuracy represents the overall correctness of a model by measuring the 
proportion of correctly predicted instances, both leak (True Positives) and non-leak 
(True Negatives), relative to the total number of predictions. It provides a general 
assessment of the model’s predictive performance, as shown in Equation (11) (Sokolova 
& Lapalme, 2009). 

         𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
(𝑇𝑃 + 𝑇𝑁)

(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 +𝐹𝑁)
                                                                                 (11) 

3. Precision: Precision, also known as positive predictive value, measures the proportion of 
correctly identified leak events among all instances predicted as leaks, as defined in 
Equation (12) (Sokolova & Lapalme, 2009). It reflects the accuracy of positive predictions 
and is essential for minimizing false positives, which can lead to unnecessary shutdowns, 
increased maintenance costs, and wasted resources. High precision indicates that 
detected leaks are reliably accurate. 

         𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃

(𝑇𝑃 + 𝐹𝑃)
                                                                                               (12)                                                                   

4. Recall (Sensitivity): Recall, also called sensitivity or the true positive rate, measures the 
proportion of actual leak events correctly identified by the model. It assesses the model’s 
ability to detect positive cases, emphasizing the reduction of missed leaks (false 
negatives) as expressed in Equation (13)  (Sokolova & Lapalme, 2009). 

         𝑅𝑒𝑐𝑎𝑙𝑙 =  
𝑇𝑃

(𝑇𝑃 +𝐹𝑁)
                                                                                                  (13) 

5. F1-Score: The F1-Score defined in Equation (14)  is the harmonic mean of precision and 
recall (Sokolova & Lapalme, 2009). It provides a balance between precision and recall, 
which is particularly useful when dealing with imbalanced datasets, as in pipeline leak 
detection. It accounts for the trade-off between detecting actual leaks (recall) and 
avoiding false positives (precision) 

          𝐹1‐ 𝑆𝑐𝑜𝑟𝑒 =  2 ∗  
(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙)

(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙)
                                                                      (14) 

6. Area under the Curve – Receiver Operating Characteristic (AUC-ROC): AUC-ROC 
evaluates the model’s ability to distinguish between leak and non-leak events across 
varying threshold values. It measures the area under the ROC curve, which plots the 
True Positive Rate (Recall) against the False Positive Rate (FPR). Higher AUC values 
indicate stronger discriminatory power, making this metric particularly useful for 
evaluating performance, with AUC ranging from 1.0 (perfect classification) to 0.5 
(random guessing), with values below 0.5 indicating worse-than-random performance.  

7. Precision-Recall (PR) Curve: The Precision-Recall (PR) curve measures model 
performance by plotting precision against recall across varying decision thresholds, 
making it especially effective for imbalanced datasets (Saito & Rehmsmeier, 2015) such 
as pipeline leak detection. Unlike accuracy, the PR curve emphasizes minority-class 
detection, highlighting the trade-off between identifying true leaks and minimizing false 
positives. Models with curves near the top-right corner achieve high precision and recall. 
The Average Precision (AP), or PR-AUC, summarizes this trade-off as a single value, 
with higher scores indicating better balance. In pipeline monitoring, maintaining both 
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high precision and high recall is crucial to minimize false positives and ensure the timely 
detection of actual leaks. 

 
Model Training and Validation 
The training and validation process plays a critical role in ensuring the reliability, 
robustness, and generalizability of the developed leak detection models. In this study, the 
Support Vector Machine (SVM), Random Forest, and Long Short-Term Memory (LSTM) 
models were trained on preprocessed pipeline data, with careful consideration given to 
hyperparameter optimization and evaluation strategy. The following subsections describe 
the settings and procedures employed. 
 
Optimizing Model Hyperparameters to Reduce False Positives 
Hyperparameter tuning was implemented in this study as a key optimization strategy to 
improve model performance and reduce false positives in pipeline leak detection, where 
misclassified non-leak events can cause significant operational and financial disruptions. By 
systematically adjusting key learning parameters, tuning helps refine the decision boundary 
between leak and non-leak classes, preventing models from overfitting to normal 
fluctuations in temperature, pressure, and flow data. GridSearchCV was used for SVM and 
Random Forest to perform exhaustive parameter searches with cross-validation. Optuna, a 
Bayesian optimization framework, was adopted into the LSTM model for more efficient and 
automated hyperparameter search. The framework utilizes a Tree-structured Parzen 
Estimator (TPE) algorithm to intelligently explore the search space, focusing on promising 
parameter regions. The tuning process prioritized high F1-score and low false-positive rates, 
resulting in improved classification performance across all models. Table 2 presents the 
optimized hyperparameters employed for each model in the pipeline leak detection task. 

 
Table 2.   Hyperparameter Settings 

Model Parameter Value/Setting 

 
        SVM 

Kernel RBF 

Regularization (C) 10 

Gamma scale 

Feature Scaling StandardScaler 

Library sklearn.svm.SVC 

cross-validation Stratified K-Fold (k=5) 

 
 
 
 
 
 
Random Forest 

n_estimators 99 

max_depth 25 

max_feature √(number of features) 

min_samples_split 5 

min_samples_leaf 1 

Library sklearn.ensemble.RandomForestClassifier 

cross-validation Stratified K-Fold (k=5) 

 Input shape (sequence_length, features) 
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Model Parameter Value/Setting 

 
 
 
 
 
 
 
         LSTM 

Units 128 

Number of hidden layers 1 

Dropout 0.3 

Optimizer Adam 

Learning_rate  0.01 

Loss function Binary Crossentropy 

Epochs 50 

Feature Scaling MinMaxScaler 

Library tensorflow.keras 

 
RESULTS AND DISCUSSION 
This section presents the experimental results obtained from Support Vector Machine 
(SVM), Random Forest (RF), and Long Short-Term Memory (LSTM) models applied to oil 
and gas pipeline leak detection. Given the inherent class imbalance in the dataset, where 
leak events are significantly underrepresented, the analysis emphasizes per-class 
performance metrics. This ensures a clearer understanding of the trade-offs between 
correctly identifying the minority leak class and the majority no-leak class. 
 
Model Performance on Imbalanced Data 

The initial evaluation of the models was conducted on the original dataset without 
resampling, as illustrated in Table 3. 
 
Table 3.  Model Performance on Imbalanced Dataset 

Model Class  Precision  Recall  F1-Score  Accuracy 

 
 
SVM 

No-leak 0.96 0.99 0.97 0.95 

Leak 0.94 0.82 0.88  

Macro-Avg 0.95 0.90 0.92  

 
Random 
Forest 

No-leak 0.91 0.99 0.95 0.92 

Leak 0.95 0.63 0.76  

Macro-Avg 0.93 0.81 0.85  

 
 
LSTM 

No-leak 0.93 0.99 0.96 0.93 

Leak 0.93 0.69 0.79  

Macro-Avg 0.93 0.84 0.88  
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This dataset is imbalanced, with leak instances representing  20%  fraction of the total 
dataset. As expected, this imbalance had a direct effect on model performance, particularly 
in terms of detecting the minority class of leak events, as shown in Table 3. 

 

Fig. 8.  Performance Metrics for the Leak                             Fig. 9.  Recall and F1-score performance by Class  
       and Model Class by Model                                                                                          

 
The evaluation of model performance on the leak class depicted in Figure 8 underscores the 
significant challenges imposed by the underlying class imbalance: while all models achieved 
high precision, their recall scores, especially for Random Forest (0.63) and LSTM (0.69), were 
markedly low, indicating many missed leak events. This resulted in reduced F1-scores, with 
only SVM performing comparatively well. The findings show that precision alone is 
insufficient for evaluating performance and emphasize the need for recall improvement. The 
low recall and F1-scores further justify the use of resampling methods like SMOTE to 
strengthen minority class detection.                                                                                                                      

 
Figure 9  illustrates the disparity in model performance across the No-leak (majority) and 
Leak (minority) classes. While all three models: SVM, Random Forest, and LSTM achieved 
consistently high recall and F1-scores on the No-leak class (≥0.95), their performance on the 
Leak class was markedly lower. Among the models, SVM achieved the highest performance 
on the minority class (recall 0.82, F1-score 0.88), followed by LSTM (recall 0.69, F1-score 
0.79), with Random Forest performing the weakest (recall 0.63, F1-score 0.76).  
These findings highlight the challenges posed by imbalanced datasets and underscore the 
importance of resampling techniques, such as SMOTE, to enhance minority class detection 
and reduce the risk of undetected leaks. 
 
Model Performance on Balanced Data with SMOTE 
After applying the Synthetic Minority Oversampling Technique (SMOTE), the dataset was 
balanced to ensure equal representation of leak and non-leak cases during the training 
phase. This resampling significantly impacted the ability of the models to detect leak events. 
Table 4 illustrates the performance of the models on balanced data with SMOTE. 
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Table 4. Model Performance on Balanced data with SMOTE 

Model Class  Precision  Recall  F1-Score  Accuracy AUC-ROC AUPRC 

 
 
SVM 

No-leak 0.98 0.99 0.98 0.97 0.99 0.97 

Leak 0.92 0.91 0.91    

Macro Avg 0.95 0.94 0.95    

 
 
 
Random 
Forest 

No-leak 0.96 0.95 0.95 0.93 0.97 0.91 

Leak 0.80 0.85 0.82    

Macro Avg 0.88 0.90 0.89    

 
 
 
 
LSTM  

No-leak 0.99 0.99 0.99 0.98 0.99 0.97 

Leak 0.96 0.94 0.95    

Macro Avg 0.98 0.97 0.97    

 
The SVM model showed substantial improvement in leak detection, achieving a higher 
recall (0.91) while maintaining strong precision (0.92) achieved through the application of 
SMOTE alongside hyperparameter tuning and threshold optimization. The SVM model 
achieved a strong AUC-ROC of 0.99 and an average precision of 0.97 after applying SMOTE. 
While the overall accuracy of 0.97 is less meaningful due to the dataset’s class imbalance, the 
improved F1-scores (0.91 for the leak class and 0.95 macro-average) provide a more reliable 
reflection of its performance, as shown in Table 4.5.      
            
The Random Forest model recall for the leak class increased markedly to 0.85, indicating 
reduced bias towards the majority class and greater overall reliability. Although precision 
decreased slightly to 0.80, yielding an F1-score of 0.82, this shift reflects the expected trade-
off in addressing class imbalance: higher sensitivity to leaks at the cost of more false 
positives. The macro-average performance metrics (precision 0.88, recall 0.90, F1-score 0.89) 
further highlight the model’s balanced behavior across classes. Overall, the Random Forest 
achieved an accuracy of 0.93, an AUC-ROC of 0.97, and an Average Precision (AP) of 0.91.    

 
The LSTM model demonstrated outstanding performance across all evaluation metrics. It 
achieved an Average Precision (AP) of 0.97, indicating its strong ability to sustain high 
precision and recall across varying thresholds. An AUC value of 0.99 further highlights its 
robustness in distinguishing between leak and non-leak events. The integration of SMOTE 
notably improved recall for the leak class to 0.94, with a macro-average recall of 0.97. 
Precision also increased, contributing to the reduction of false positives. The model attained 
a high F1-score of 0.95 for the leak class, reflecting a well-balanced trade-off between 
precision and recall, and an overall accuracy performance of 0.98. By augmenting the dataset 
with synthetic samples, SMOTE enhanced the LSTM’s capacity to capture temporal 
dependencies and preserve patterns indicative of actual leaks, thereby reducing false 
positives. Additionally, the use of dropout and regularization mitigated overfitting, further 
improving reliability. Threshold fine-tuning and hyperparameter tuning were also 
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employed to optimize the minimization of false positives and precision–recall trade-off, 
ensuring balanced performance across classes. 
 
Confusion Matrix-LSTM  
 The confusion matrix in Figure 10 demonstrates the LSTM model’s strong classification 
performance, correctly identifying 1,631 non-leak instances and 386 leak instances. The 
model generated only 17 false positives and 25 false negatives, reflecting a low false positive 
rate and high sensitivity to actual leak events. These results confirm the model’s high 
precision, recall, and F1-score, demonstrating that SMOTE, threshold adjustment, and 
hyperparameter tuning effectively improved its accuracy, reliability, and sensitivity. 

   
Fig. 10. Confusion matrix for LSTM  

 
AUC-ROC and Precision–Recall (PR) Curve 
The AUC-ROC curve illustrated in Figure 11 demonstrates the LSTM model’s strong 
discriminative ability, with an AUC value of 0.99, indicating excellent separation between 
leak and non-leak classes across varying thresholds. This high score confirms the model’s 
robustness in ranking leak events above normal operating conditions. 

 
The Precision-Recall curve (Figure 12) was further examined to assess model performance 
under class imbalance conditions. The LSTM model achieved an Average Precision (AP) of 
0.97, underscoring its effectiveness in balancing recall and precision. This result is 
particularly significant for the leak class, where recall values remained high across varying 
thresholds, ensuring minimal missed detections, while precision was also strong, reducing 
the likelihood of false positives. Together, these outcomes demonstrate that the LSTM model 
not only detects rare leak events reliably but also minimizes operational inefficiencies 
caused by false positives. 

 
                       Fig. 11. AUC-ROC-LSTM                                       Fig. 12. Precision-Recall Curve-LSTM 
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Threshold Adjustment For Minimizing False Positives – LSTM 
Threshold adjustment was implemented as a post-processing step to optimize the trade-off 
between precision and recall, particularly in addressing the challenge of false positives. In 
binary classification, most models use a default decision threshold of 0.5 to classify instances 
into leak or no-leak classes. However, this fixed threshold may not be ideal for imbalanced 
datasets, as it can cause the model to exhibit bias towards the majority class (Miftahushudur 
et al., 2025)  and lead to sub-optimal performance (Brownlee, 2021). This often results in high 
false positive instances where normal operating conditions are incorrectly identified as leak 
events. To mitigate this issue, the decision threshold was systematically tuned based on the 
model’s predicted probabilities. Optimal thresholds for each model were selected based on 
the maximum F1-score and AUPRC, ensuring a balanced trade-off between detecting true 
leaks and minimizing false positives. As the threshold increased, precision improved due to 
fewer false positives, while recall decreased, reflecting the inherent trade-off. This tuning 
process, especially for the LSTM model, enhanced detection reliability by effectively 
controlling false positive rates. 

 
   Fig. 13.  Precision and Recall  Vs. Decision                  Fig. 14. F1-score Vs. Decision Threshold (LSTM) 
Threshold (LSTM)         

 
Figure 13 presents the precision and recall trends with respect to the decision thresholds for 
the LSTM model. The curve demonstrates that as the threshold increases, precision trends 
upward, signifying improved reduction in false positives, where this improvement comes at 
the cost of recall, which gradually decreases. An optimal threshold of 0.511 ensures that the 
model maintains high precision (0.96) while still retaining strong recall (0.94) for the leak 
class.  The corresponding F1-score curve illustrated in Figure 14 peaks at this same threshold 
with a maximum value of 0.95, indicating the best trade-off between precision and recall. 
Beyond this point, the F1-score declines, reflecting reduced overall detection performance. 

 
Fig. 15. False Positives Vs Decision Threshold (LSTM) 
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The false-positive versus threshold curve presented in Figure 15 demonstrates the effect of 
threshold adjustment, where selecting a threshold of 0.511 lowers the number of false 
positives to 17 and enhances the model’s overall conservativeness. The resulting 
performance metrics confirm strong discriminative ability and robustness under class 
imbalance. This demonstrates that threshold adjustment significantly enhanced the LSTM 
model’s suitability for real-world leak detection deployment by minimizing false positives 
while maintaining a strong recall (minimizing false negatives). 
 
Comparative Analysis of Models 
The comparative analysis evaluates the performance of the three machine learning models: 
SVM, Random Forest, and LSTM, trained on both the imbalanced and the balanced dataset 
generated using SMOTE, incorporating hyperparameter tuning and threshold adjustment to 
optimize their performance. The evaluation metrics considered include: accuracy, precision, 
recall, and F1-score, with particular emphasis on the leak class, given its safety-critical 
importance in pipeline operations. 

Fig. 16.  Performance Metrics for SVM of Leak class                   Fig. 17.  Performance metrics of SVM (with and    
without   SMOTE) 

 
Applying SMOTE improved the SVM model’s recall and F1-score, enhancing its ability to 
detect leak events as depicted in Figure 16. While precision slightly decreased compared to 
the imbalanced dataset, the model maintained strong precision overall, effectively 
minimizing false positives. Combined with hyperparameter tuning and threshold 
adjustment, SMOTE helped achieve a better balance between sensitivity and reliability, 
improving overall model performance. On the imbalanced dataset, SVM maintained high 
precision but suffered lower recall, reflecting its bias toward the majority class. 

 
Fig. 18. Performance Metrics for RF of Leak Class              Fig. 19.  Performance metrics of Random Forest (with    
dd                                                                                                   and without SMOTE) 
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Applying SMOTE to the Random Forest model substantially improved recall for the leak 
class, enabling better detection of minority events as illustrated in Figure 16. Although 
precision decreased moderately, it remained strong, indicating effective minimization of 
false positives through hyperparameter tuning and threshold adjustment. The improvement 
in F1-score (Figure 19) reflects a better balance between precision and recall, demonstrating 
that combining SMOTE with optimization techniques helps overcome class imbalance while 
reducing both false negatives and false positives. 

 
Fig. 20.  Performance Metrics for LSTM of Leak Class           Fig. 21.  Performance metrics of LSTM (with and      
dd                                                                                                        without  SMOTE) 

 
Applying SMOTE to the LSTM model significantly improved recall by exposing it to 
synthetic leak samples, enhancing its detection of minority events, as shown in Figure 20. 
Precision also increased, reflecting effective minimization of false positives through 
hyperparameter tuning and threshold adjustment. The resulting higher F1-score indicates a 
better balance between sensitivity and reliability, as shown in Figure 21, demonstrating the 
model’s improved overall performance on imbalanced datasets. On the imbalanced dataset, 
LSTM maintained high precision but suffered lower recall and F1-score, reflecting its bias 
toward the majority class. 

 
Fig. 22. Performance metrics comparison across models trained with SMOTE 

 
CONCLUSION 
This study applied machine learning techniques: Support Vector Machine (SVM), Random 
Forest (RF), and Long Short-Term Memory (LSTM) to detect leaks in oil and gas pipelines 
using key operational variables. Leak status was modeled as a binary classification task, 
with preprocessing steps including normalization and SMOTE to address class imbalance. 
Models were evaluated using accuracy, precision, recall, F1-score, PR curves, and AUC-
ROC. Results showed that SMOTE, hyperparameter tuning, and threshold adjustment 
significantly improved performance by enhancing recall and reducing false positives. LSTM 
achieved the highest performance (98% accuracy, 97% F1-score), attributed to its ability to 
learn temporal and long-term dependencies. SVM also performed strongly (95% F1-score), 
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offering a good balance between precision and recall, while RF delivered reliable but 
comparatively lower performance, but remained useful for handling diverse features and 
maintaining robust classification. Overall, balancing the data and optimizing model 
thresholds improved detection capability, particularly for minority leak events. 

 
The results demonstrate that while SVM and Random Forest performed reliably, the LSTM 
emerged as the best-suited model for pipeline leak detection. Future work may focus on 
integrating real-time monitoring, testing other deep learning architectures, and expanding 
feature sets for more robust leak detection under varying pipeline conditions. 
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