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Abstract 
Attendance management is of paramount importance in organisational, academic, and industrial 
contexts because it ensures an accurate record of presence and participation. Traditional attendance 
management methods are often inefficient and susceptible to manipulation, leading to the adoption of 
biometric solutions. While facial recognition offers a contactless and efficient alternative, the storage of 
unencrypted biometric data poses significant privacy and security risks. This study presents the design 
and implementation of an Encrypted Facial Recognition Attendance Management System that 
integrates deep learning-based identification with robust cryptographic protection. The system utilises 
a DeepFace CNN architecture for feature extraction and implements AES-256 encryption to secure 
biometric templates during storage and transmission. A dataset of 25 cadets was enrolled, and 
attendance was monitored across six different academic courses. Experimental results demonstrate a 
recognition accuracy of 95.0%, with a False Acceptance Rate (FAR) of 2.67% and a False Rejection 
Rate (FRR) of 7.33% at an optimal Euclidean threshold of 7.0. The system achieved an average 
processing latency of 26.9 ms, with an encryption overhead of approximately 8 ms, ensuring real-time 
performance. Comparison with recent literature confirms that the proposed system provides a superior 
balance between computational efficiency and high-level data privacy. 
 
Keywords: Facial Recognition, AES Encryption, Attendance Management, DeepFace CNN, 
Data Privacy 
 
INTRODUCTION 
Attendance management is of paramount importance in organisational, academic, and 
industrial contexts because it ensures an accurate record of presence and participation 
(Vardhan et al.,      2024). Conventional attendance tracking methods, such as manual signing 
of attendance sheets or the use of identification cards, are often time-intensive, susceptible to 
manipulation, and lack real-time verification capabilities (Zainuddin et al., 2024). The advent 
of biometric technologies (Nagendra et al., 2023) has transformed identity verification by 
offering more reliable and efficient authentication methods than traditional approaches. Facial 
recognition is a convenient and contactless biometric technique that can automatically identify 
individuals based on their unique facial features (Dang, 2023; Vardhan et al., 2024). However, 
as the use of biometric data becomes more prevalent, concerns regarding privacy and data 
security have gained significant attention. Unauthorised access to facial data can result in 
identity theft or misuse, necessitating encryption as a critical measure for protecting sensitive 
biometric information (Yi et al., 2023).  
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The evolution of these systems moved toward sophisticated computational models. Recent 
literature highlights that deep learning models, particularly Convolutional Neural Networks 
(CNNs), are widely used for accurate, real-time facial detection even under diverse conditions 
like variations in lighting and facial angles (Kumar et al., 2025). Various pre-trained models, 
such as VGG19, FaceNet, and OpenFace, are frequently utilised to adapt to these 
environmental factors (Amadi, 2022; Dua Fathansyah et al., 2024; Singh et al., 2025). 
Furthermore, to prevent fraudulent access, anti-spoofing measures such as blink detection 
and texture analysis have been integrated into high-end frameworks (Kumar et al., 2025). 
Despite these advancements, a review of existing systems (as summarised in Table 1) reveals 
significant disparities in security implementation. While some systems integrate with cloud 
platforms like Firebase for scalability (Degaonkar et al., 2024) Many others lack specified 
encryption methods or fail to address the vulnerability of facial templates during transmission 
and storage. 
 
Current research often struggles to balance between high recognition accuracy and 
cryptographic overhead. For instance, some facial attendance management systems store 
feature data in databases (Huang & Chen, 2021; Osazuwa-Ojo & Elaigwu, 2024), and they 
frequently leave this data unencrypted, making it susceptible to unauthorised access. Other 
systems that prioritise security often lack real-time processing capabilities, leading to 
bottlenecks in high-population environments like universities (Bavaskar et al., 2024). 
Furthermore, most existing frameworks rely heavily on local or cloud databases without 
employing layered encryption, and limited research has examined the end-to-end protection 
of biometric information from the point of capture to the final attendance record (Agrawal & 
Tripathi, 2024; Meden et al., 2021). 
 
This research fills a critical gap in the literature by developing a holistic, real-time attendance 
management system that bridges the divide between biometric innovation and rigorous 
cybersecurity. The unique novelty of this work lies in its integrated architectural approach, 
unlike existing models that secure only the final database; this system implements the 
Advanced Encryption Standard (AES) to provide end-to-end protection for facial images, 
feature embeddings, and attendance records simultaneously. By optimising the interplay 
between CNN-based recognition and AES encryption, this study demonstrates that robust 
data confidentiality can be achieved without compromising processing speed or accuracy. 
This dual-layered focus ensures not only operational efficiency but also strict compliance with 
evolving data privacy regulations, offering a more trustworthy and secure model for modern 
institutional attendance management. 
 
Table 1: Summary of some of the existing facial recognition systems  

System Encryption Methods Spoofing 
Detection 

Integration Capabilities 

(Morufat et al.,   2022) AES with LSB technique Not applicable Not specified 
(Arreglado et al.,   2023) Not specified Not specified Not specified 
(Degaonkar et al.,   2024) Not specified Not specified Firebase for data management 
(Kumar et al.,   2025) Encrypted database Advanced 

measures 
HR management systems 

(Khapper et al.,   2025) Robust protocols Not specified Generates CSV files 
(Deepak & Srinivasrao, 2025) Encrypted storage Not specified Enterprise security systems 

 
System Design 
The architecture of our proposed Encrypted Facial Recognition Attendance Management 
System incorporates facial recognition for identity verification and encryption for data 
security. The design involved a distinct front-end interface and a back-end interface as 
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illustrated in Figure 1. The front-end interface is built using ReactJS, supported by HTML, 
Tailwind CSS, and JavaScript. This was selected for the front-end implementation of this 
design due to its ability to support dynamic, real-time, and interactive user interfaces. ReactJS 
offers a scalable, component-based architecture well-suited for handling camera operations, 
facial recognition feedback, and secure data interactions. At the same time, HTML ensures 
structural integrity, Tailwind CSS enhances usability and responsiveness, and JavaScript 
enables real-time client-side processing.  
 
Flask was selected as the back-end framework for this system because it is Python-based and 
provides seamless integration with facial recognition, cryptographic, and data processing 
libraries. Its lightweight architecture supports efficient handling of encrypted biometric data, 
secure database management, and RESTful communication, making it highly suitable for this 
attendance management system. 
 
 

Figure 1:  Architecture of the Encrypted Facial Recognition Attendance Management System 

 
System Flow Design and User Interaction 
The system is designed to ensure accuracy, security, and real-time performance while 
maintaining data integrity throughout the attendance process, as illustrated in Figure 2. The 
process begins with system initialisation, where the camera module, database connection, and 
user interface are activated. Once the system is operational, the image acquisition module 
captures live facial images (𝐼(𝑥, 𝑦, 𝑐) ) of individuals present in the classroom environment 
given in equation 1. These images are acquired in real time to prevent the use of pre-recorded 
or spoofed facial data. 

𝐼(𝑥, 𝑦, 𝑐) ∈ ℝℎ×𝑤×𝐶           (1) 
 
Where H, W and C are the image height, width and channel number, respectively. To reduce 
computational complexity and improve processing efficiency, the captured RGB image is 
immediately passed to the preprocessing module, where it is converted into a grayscale image 
𝐼𝑔  representation in equation 2. This step minimises redundant colour information while 

preserving essential facial structures required for reliable detection and recognition. 
𝐼𝑔 = 0.299𝑅 + 0.587𝐺 + 0.114𝐵        (2) 
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Facial region within the image are identifies, and a region of interest is extracted. The cropped 
facial image 𝐼𝑓 given in equation 3. 

𝐼𝑓 = 𝐼𝑔[𝑥: 𝑥 + 𝑤, 𝑦: 𝑦 + ℎ]         (3)   

  
𝐼𝑓 is then forwarded to the DeepFace CNN-based feature extraction module. At this stage, 

convolutional neural network layers automatically learn and extract discriminative facial 
features, such as edges, contours, and spatial relationships between facial landmarks. Each 
convolutional layer applies a set of learnable filters: 

𝑋𝑘
(𝑙)

= 𝐼𝑓
(𝑙−1)

∗ 𝑊𝑘
(𝑙)

+ 𝑏𝑘
(𝑙)

          (4) 

 

Where * denotes convolution, 𝑊𝑘
(𝑙)

 represent kernel 𝑘  at layer 𝑙 , 𝑏𝑘
(𝑙)

  represent bias and 

𝑋𝑘
(𝑙)

represent the feature map. The expanded convolution is given in equation 5. 

𝑋𝑘
(𝑙)

(𝑖, 𝑗) = ∑ ∑ 𝐼𝑓
(𝑙−1)

(𝑖 + 𝑚, 𝑗 + 𝑛). 𝑊𝑘
(𝑙)

(𝑚, 𝑛)𝑛𝑚       (5) 

 
These learned representations are transformed into a compact and unique feature vector that 
serves as the individual’s biometric facial template. Rectified Linear Unit (ReLU) is applied to 
introduce non-linearity. 

𝐴𝑘
(𝑙)

= max (0, 𝑋𝑘
(𝑙)

)          (6) 

 
Max-pooling is applied to reduce spatial dimensions as shown in equation 7. 

𝑃𝑘
(𝑙)(𝑖, 𝑗) = max

(𝑚,𝑛)∈Ω
 𝐴𝑘

(𝑙)
(𝑖 + 𝑚, 𝑗 + 𝑛)                      (7) 

 
Figure 2: System flow and user interaction 

 
Where Ω is the pooling window (2 × 2). Multiple convolution + activation + pooling layers 
are stacked as shown in equation 8, resulting in high-level facial representations being 
captured. 
𝐼 → 𝐶𝑜𝑛𝑣1 → 𝑅𝑒𝐿𝑈 → 𝑃𝑜𝑜𝑙1 → ⋯ → 𝐶𝑜𝑛𝑣𝐿                  (8) 
 
The final feature maps are flattened into a vector 𝑧 shown in equation 9. 
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𝑧 = 𝐹𝑙𝑎𝑡𝑡𝑒𝑛(𝑃𝐿)         (9)   
 

Where 𝑧 ∈ ℝ𝑑 . The 𝑧  is passed to a dense layer and the facial feature vector 𝑓  is given in 
equation 10.  
𝑓 = 𝑊𝑓𝑧 + 𝑏𝑓           (10) 

 
Where 𝑊𝑧, 𝑏𝑓 are learned parameters. To improve similarity matching, extracted features are 

normalised as shown in equation 11. 

𝑓𝑛𝑜𝑟𝑚 =
𝑓

‖𝑓‖2
            (11) 

 
The normalised template is encrypted using AES, as shown in equation 12. 
𝐶𝑓 = 𝐴𝐸𝑆𝐸𝑛𝑐(𝑄(𝑓𝑛𝑜𝑟𝑚), 𝐾)         (12) 

 
Where 𝑄(. )  is the quantisation, 𝐾  is the secret encryption key and 𝐶𝑓  is the encrypted 

biometric template. 
 
During the recognition phase, the system captures a live facial image and extracts its 
corresponding feature vector using the same CNN architecture. The encrypted template 
retrieved from the database is decrypted in memory (𝑓𝑑𝑒𝑐)and compared with the live feature 
vector using Euclidean distance (𝑑). A match decision is made based on equation 15. 
𝑓𝑑𝑒𝑐 = 𝐴𝐸𝑆𝐷𝑒𝑐(𝐶𝑓 , 𝐾)          (13) 

 
𝑑 = ‖𝑓𝑙𝑖𝑣𝑒 − 𝑓𝑑𝑒𝑐‖2          (14) 
 

𝑀𝑎𝑡𝑐ℎ = {
𝑇𝑟𝑢𝑒, 𝑑 ≤ 𝜏

𝐹𝑎𝑙𝑠𝑒, 𝑑 > 𝜏 
         (15) 

 
When a valid match is established, the system proceeds to the attendance logging module, 
where the student’s identity, time-in, and time-out information are recorded (𝐴 ) given in 
equation 16. Attendance records are securely stored in the MongoDB attendance database, 
ensuring scalability, flexibility, and efficient retrieval of large datasets. 
𝐴 = {𝑆𝑡𝑢𝑑𝑒𝑛𝑡𝐼𝐷, 𝑇𝑖𝑚𝑒𝑖𝑛, 𝑇𝑖𝑚𝑒𝑜𝑢𝑡}        (16) 
 
 
System Design and Specification 
The system is built upon a high-performance hardware foundation designed to handle the 
intensive computational demands of real-time image processing. The physical layer includes 
a high-definition webcam for precise image acquisition, supported by a computing unit 
equipped with an Intel Core i5 processor and 16GB of RAM. This configuration minimises 
latency during feature extraction and database matching. Furthermore, a stable power supply 
and reliable network connectivity are integrated to ensure uninterrupted system availability 
and seamless communication between the client and server interfaces. 
 
On the software front, the architecture utilises a modern full-stack approach. The front-end is 
developed using ReactJS and Tailwind CSS to provide a responsive, real-time user interface, 
while the back-end is powered by Flask (Python). This enables seamless integration of Python-
based machine learning libraries. Data persistence is managed via MongoDB, selected for its 
efficiency in storing encrypted biometric templates and binary data. For security, a 
cryptography library is used to implement AES, ensuring that all facial features are encrypted 
before storage to maintain user privacy and data integrity. 
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System Evaluation 
This system is evaluated using rigorous quantitative metrics that assess recognition accuracy, 
robustness, security, and computational efficiency across various conditions, including 
illumination changes, pose variations, occlusions, and noise. Recognition performance is 
primarily measured using Accuracy (A), Precision (P), Recall (R), and F1-score, derived from 
the confusion matrix as: 

𝐴 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

𝑃 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

𝐹1 =
2𝑃𝑅

𝑃 + 𝑅
 

 
where 𝑇𝑃, 𝑇𝑁, 𝐹𝑃, 𝑎𝑛𝑑 𝐹𝑁  represent true positives, true negatives, false positives, and false 
negatives, respectively. To capture biometric-specific performance, False Acceptance Rate 
(FAR) and False Rejection Rate (FRR) are computed as 

𝐹𝐴𝑅 =
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
 

𝐹𝑅𝑅 =
𝐹𝑁

𝐹𝑁 + 𝑇𝑃
 

 
with the Equal Error Rate (EER), where FAR=FRR, used as a compact indicator of system 
reliability. Robustness under diverse conditions is further analysed using Receiver Operating 
Characteristic (ROC) curves and Area Under the Curve (AUC), while system efficiency is 
evaluated through average recognition latency and throughput, expressed as: 

𝐿 =
1

𝑁
∑ 𝑡𝑖

𝑁

𝑡=1

 

 
where 𝑡𝑖 denotes the processing time per attendance instance. In addition, the effectiveness of 
encryption is assessed by measuring encryption/decryption overhead and ensuring data 
integrity using cryptographic hash verification. The combined evaluation framework enables 
comprehensive benchmarking against existing facial recognition models, ensuring that the 
proposed system achieves competitive accuracy, low error rates, strong security guarantees, 
and real-time performance, consistent with recent studies reported by (Kurup et al.,   2024; 
Singh et al.,   2025; Surahman & Lestari, 2025). 
 
SYSTEM IMPLEMENTATION AND RESULTS 
The implementation phase focused on the seamless integration of a ReactJS-based front-end 
with a Flask-driven back-end, ensuring that biometric templates were cryptographically 
protected before storage. 
 
System Interface and Deployment 
The front-end deployment utilised Tailwind CSS to provide a responsive environment for 
real-time video acquisition. The camera module interfaces with the hardware via browser 
APIs to capture high-definition frames (Figure 3). 
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Figure 3: System Frontend: The interface deployment. 

 
Data Security and Encrypted Storage 
The security module implements AES-256 encryption to transform the 128-dimensional 
feature vectors into encrypted blobs. This ensures that biometric data stored in the MongoDB 
database is not human-readable and cannot be reversed into a facial image if the database is 
compromised, as illustrated in Figure 4. 
 

 
Figure 4: The AES-Encrypted Biometric Templates, Protecting Cadet Privacy. 

 
Administrative and User Management Modules 
The system’s operational integrity is managed through a multi-tiered authentication and 
enrolment framework. This ensures that only authorised staff can manage data while 
maintaining a strict chain of custody for attendance records. 
 
Lecturer Account Creation and Authentication 
The administrative entry point starts with the Lecturer Account Creation module, as 
illustrated in Figure 5(a). This process involves registering faculty credentials, such as staff 
number, name, and email, in the MongoDB Lecturers collection. Passwords are encrypted 
with cryptographic hashing (using bcrypt) before being stored to prevent exposure of 
plaintext. The Lecturer Login module employs a JWT (JSON Web Token) authentication 
system (Figure 5(b)). Once credentials are successfully verified, a secure session is established, 
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allowing the lecturer to access the dashboard to manage their assigned courses and cadet lists, 
as shown in Figure 5(c). 

   
 
 
 

 
Cadets and Courses Enrolment 
The Cadet enrolment is the primary data acquisition phase. Unlike traditional systems that 
store raw images, this module captures the cadet’s face (Figure 6(a)), processes it through the 
DeepFace CNN to generate a 128-dimensional embedding, and immediately applies AES-256 
encryption. The resulting ciphertext is linked to a unique Cadet. Simultaneously, the Courses 
Enrolment module allows lecturers to define specific course codes (e.g., CYB 202, INS 204) 
and link enrolled cadets to these modules. This relational mapping in the NoSQL database 
allows for efficient queries during the live attendance phase (Figure 6(b)). 

  
 
 
 
 
Operational Workflow: Attendance and Reporting 
Real-Time Attendance Taking 
The core functionality of the system is the Attendance Taking module. When a session is 
initiated, the system activates the HD webcam and begins a continuous loop of frame 
acquisition. For every detected face, the system performs a three-step verification: 

i. Extraction: A live 128-d vector is generated. 
ii. Decryption: Stored templates for the specific course are decrypted in the server’s 

volatile memory. 
iii. Comparison: The Euclidean distance (d) is calculated. If d≤7.0, the student is marked 

present. The system prevents double-logging within the same session by checking for 

Figure 5(a): Lecturer 

Registration 
Figure 5(b): Lecturer Login Figure 5(c): Lecturer 

Dashboard 

Figure 6(a): Cadet Enrolment 

Interface 
Figure 6(b): Real-time 

Attendance taking 
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existing timestamps in the attendance records collection for that specific date and 
course, as illustrated in Figure 5(b). 

 
Automated Report Generation 
The final stage of the workflow is Report Generation. This module queries the MongoDB 
database to aggregate attendance data for a specific course or date range. The system 
calculates the total percentage of attendance for each cadet and formats the data into a 
structured table. Utilising libraries such as jsPDF, the system generates a downloadable PDF 
report. These reports provide lecturers with an immutable record of Cadet participation, 
featuring the Cadet ID, Name, Date, and precise Arrival Time (Figure 7). 
 
RESULTS AND DISCUSSION 
Experimental Setup and Dataset 
The system evaluation was conducted on an Intel i5 processor with 16GB RAM and a 720p 
HD webcam. A dataset of 25 cadets from the 200 Level Cybersecurity program was enrolled. 
Attendance was captured across six sessions (CYB 202, 204, 206, 208, COS 202, and INS 204). 
All templates were successfully encrypted using AES-256 before database commit. 
 
Attendance Performance and Data Analysis 
Table 2 summarises the recognition success. Although all 25 cadets were physically present, 
environmental variables resulted in a small number of False Negatives (FN). 
Table 2: Attendance Summary Across Courses 

Course 
Code 

Enrolled 
Cadets 

Physically 
Present 

Recognised 
(TP) 

Not Recognised (FN) Attendance Rate 
(%) 

CYB 202 25 25 23 2 92.00 

CYB 204 25 25 24 1 96.00 

CYB 206 25 25 23 2 92.00 

CYB 208 25 25 24 1 96.00 

COS 202 25 25 22 3 88.00 

INS 204 25 25 23 2 92.00 

TOTAL 150 150 139 11 92.67 

 
Biometric Performance Calculations  
In a controlled test involving 150 impostor attempts, the system successfully rejected 146 
attempts (True Negatives) and incorrectly accepted 4 (False Positives). Using the equations 
defined in Section 3.5, the system’s reliability is calculated as follows: 

1. False Rejection Rate (FRR):  

𝐹𝑅𝑅 =
11

11 + 139
= 7.33% 

2. False Acceptance Rate (FAR): 

𝐹𝐴𝑅 =
4

4 + 146
= 2.67% 

3. Accuracy:  

𝐴 =
139 + 146

139 + 146 + 4 + 11
= 95.00% 

4.  Precision: 

𝑃 =
139

139 + 4
= 97.20% 

5. Recall: 

𝑅 =
139

139 + 11
= 92.67% 
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6. F1-Score: 

𝐹1 =
2(97.20 × 92.67)

97.20 + 92.67
= 94.88% 

 

 
Figure 7: Generated Attendance Report showing a clean, tabular summary of cadet presence for a specific 

Cybersecurity course. 

 
ROC Curve and AUC Analysis 
The Receiver Operating Characteristic (ROC) curve below illustrates the performance of the 
DeepFace CNN model at the design threshold of 𝜏 = 7.0 . The ROC curve (Figure 8) 
demonstrates the trade-off between the True Positive Rate and False Positive Rate. The Area 
Under the Curve (AUC) is 0.985, which signifies a near-perfect separation between the 25 
cadets and impostor attempts. The elbow of the curve occurs exactly around the 7.0 threshold, 
which justifies its selection in the system design. At this point, the system achieves a TPR of 
92.67% while maintaining a negligible FPR of 2.6%. The knee of the curve also shows that 
increasing the threshold beyond 7.0 would reduce rejections but significantly increase the risk 
of false entries (FAR), while lowering it below 7.0 would make the system too strict for 
classroom use, as summarised in Table 3. 
 
Table 3: Different Threshold values vs System Status 

Euclidean Distance (t) FPR (False Alarms) TPR (Recall) Status 

1.00 - 3.00 0.00 0.20 Too Strict 

5.00 0.01 0.85 Good 

7.00 0.03 0.93 Optimal Point 

9.00 0.15 0.98 Too Loose 

12.00 0.40 1.00 Failed Security 

 
Computational Efficiency (Encryption Overhead) 
The system demonstrated real-time performance with an average recognition latency ranging 
from 0.01 to 0.03 seconds. The total latency L is broken down in Table 4. The encryption 
overhead is approximately 8ms (including encryption during enrolment and decryption 
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during recognition). This tallies with the requirement of being under 10ms, proving that AES-
256 can be implemented without causing noticeable lag. 
 
Table 4: Latency and Security Overhead 

Operation Average Time (ms) 

Preprocessing and Alignment  5.2 

CNN Feature Extraction  12.2 

AES Encryption 4.2 

AES Decryption  3.8 

Euclidean Matching  1.5 

Total Latency  26.9 

 
Comparison with Non-Encrypted Systems 
Standard systems store facial embeddings in plaintext, which are vulnerable to “Replay 
Attacks”. While non-encrypted systems are ~15% faster (18ms vs 26.9ms), they fail to meet 
the data integrity standards provided by this AES-encrypted architecture. The minor latency 
trade-off is essential for protecting the biometric privacy of the 25 cadets. The performance of 
the proposed system was benchmarked against existing state-of-the-art models to validate its 
efficacy. Table 5 summarises the comparative features. 
 
As evidenced in Table 5, the proposed system’s accuracy of 95.0% is consistent with the 
findings of Kurup et al., (2024) and Singh et al., (2025). While Singh et al.,   achieved slightly 
higher accuracy, their system utilised RSA encryption, which is computationally more 
expensive. Our system achieves a superior balance, maintaining low error rates (FAR of 2.6% 
and FRR of 7.3%) through the optimised 7.0 Euclidean threshold. A significant gap identified 
in Surahman & Lestari (2025) and Kurup et al., (2024) is the lack of robust biometric template 
protection. By implementing AES-256 encryption, our system ensures that facial embeddings 
are irreversible.  

 
Figure 8: The ROC Curve 

 
 

Table 5: Comparison of Proposed System with Recent Literature 

Study Recognition Model 
Security 
Mechanism 

Accuracy 
(%) 

Latency 
(ms) 

Privacy 
Level 

Kurup et al., (2024) CNN / OpenFace Plaintex 94.20 35.00 Low 

Singh et al., (2025) MTCNN + FaceNet RSA 96.80 48.00 Medium 

Surahman & Lestari (2025) CNN / VGG-Face Password 93.50 30.00 Low 

Proposed System DeepFace CNN  AES-256 95.00 26.90 High 
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Even if the MongoDB database is compromised, the data remains mathematically secure, 
providing a stronger security guarantee than the systems reported in recent studies. Despite 
the addition of a cryptographic layer, the proposed system achieved an average latency of 
26.9 ms. This outperforms Singh et al.,  (2025), whose RSA-based approach achieved a latency 
of 48 ms as illustrated in Figure 9. The efficiency of our implementation is due to the 
lightweight Flask backend and the decision to perform AES decryption in volatile memory 
only during the matching phase, ensuring the real-time performance required in classroom 
environments. 
 
CONCLUSION 
This research successfully addressed the security vulnerabilities inherent in conventional and 
unencrypted biometric attendance systems. By integrating AES-256 encryption with 
DeepFace CNN feature extraction, the developed system ensures that sensitive facial 
templates remain irreversible and protected against unauthorised access, even in the event of 
a database compromise. The empirical evaluation involving 25 cadets across multiple sessions 
confirmed that the system is both accurate and responsive, maintaining a 95% accuracy rate 
while keeping latency well within real-time requirements. 
 
The study validates that an optimised Euclidean threshold of 7.0 provides the most effective 
balance between security and user convenience for a classroom environment. Furthermore, 
the system’s ability to generate automated, immutable reports reduces administrative 
workload and eliminates human error. Future work may explore the integration of multi-
modal biometrics and the deployment of the system on edge-computing devices to further 
enhance scalability and robustness in diverse environmental conditions. 
 

 
Figure 9: Accuracy vs latency 
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