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Abstract

The swift expansion of digital data exchange has heightened the demand for effective and distributed
data protection strategies within organizational settings. Many current encryption systems depend on
storing keys in a single location, which makes them susceptible to key breaches, unauthorized access,
and insider threats. This research introduces the design and implementation of an intelligent algorithm
based on the Advanced Encryption Standard (A.E.S.A), combined with Shamir’s Secret Sharing
method for secure data protection. The proposed system allows users to securely upload files, which are
encrypted using AES in EAX mode with keys generated through a password-based key derivation
function. To prevent single-point key exposure, the encryption key is divided using Shamir’s threshold
scheme and distributed among authorized users. Furthermore, an RSA-based digital signature
mechanism is included to facilitate document authentication and signer verification. The system was
developed using Python, JavaScript, HTML/CSS, and SQLite, and implemented through the PyCharm
development environment. Experimental implementation shows that the system improves
confidentiality, key security, and access control compared to traditional single-key storage methods.
This solution is particularly beneficial for organizations that require collaborative yet secure file
management. The study offers an integrated web-based cryptographic framework that enhances
organizational data protection through distributed key management and multi-layer security
mechanisms.

Keywords: AES Encryption, Shamir’s Secret Sharing, Distributed Key Management, Digital
Signature, Secure Data Protection.

INTRODUCTION

The process of transforming plaintext data into an unreadable format to prevent unauthorized
access is known as file encryption. The primary objective of file encryption is to protect
sensitive information from espionage, theft, and unauthorized disclosure. Modern encryption
techniques, particularly those based on the Advanced Encryption Standard (AES), are widely
used to secure digital data due to their robustness and efficiency. AES-based systems employ
symmetric key cryptography to scramble data, rendering it inaccessible without the
appropriate decryption key (Rath et al., 2024). As digital communication continues to expand
rapidly, the need for secure data transmission and storage has become increasingly critical.
While encryption safeguards privacy, it also introduces new challenges, such as the potential
misuse of encrypted channels for malicious activities (Durairaju & Cherukuri, 2025).

*Author for Correspondence
H. Mikailu et al, DUJOPAS 12 (2b): 288-300, 2026 288



An Intelligent AES-Based Data Protection Framework Using Shamir Secret Sharing for Secure Organizational

File Management

Historically, cryptography focused primarily on ensuring confidentiality by converting
readable messages into unintelligible formats. Over time, the field has evolved to include
additional security services such as data integrity verification, authentication, digital
signatures, and secure multi-party computation (Waghmare et al., 2017). These advancements
reflect the growing complexity of modern information systems and the increasing
sophistication of cyber threats. In organizational environments, the protection of sensitive
data ranging from financial records to intellectual property has become a top priority,
especially as cyberattacks continue to rise. Without adequate encryption mechanisms, such
data remains vulnerable to unauthorized access and exploitation (Rath et al., 2024).

Despite the widespread adoption of AES, a major limitation of many existing encryption
systems lies in their reliance on centralized key management. In such systems, encryption
keys are often stored in a single location, creating a critical point of failure. If the key is
compromised, the entire system becomes vulnerable. To address this challenge, threshold-
based cryptographic techniques have been introduced. One of the most prominent
approaches is Shamir’s Secret Sharing scheme, originally proposed by Adi Shamir in 1979.
This method divides a secret into multiple shares, such that only a predefined subset of shares
is required to reconstruct the original secret (Shamir, 1979). This approach provides strong
information-theoretic security and eliminates the risks associated with single-point key
exposure (Gusarova, 2021).

Recent studies have explored various enhancements and hybridizations of AES to address
emerging security challenges. For instance, hybrid encryption frameworks combining AES
with asymmetric cryptographic techniques such as RSA or SM2 have been proposed to
improve key management and data confidentiality (Huang et al., 2024; Rath et al., 2024).
Comparative analyses of encryption algorithms have shown that while legacy systems like
DES may offer faster processing in certain contexts, AES provides superior security and
scalability for modern applications (Mageshwaran & Ramya, 2024). Furthermore, research in
cloud and distributed environments highlights the importance of robust encryption and
decentralized key management in preventing unauthorized access and data leakage (Yang et
al., 2020). Similarly, emerging frameworks in blockchain and Industrial Internet of Things
(IoT) systems demonstrate the effectiveness of combining encryption with distributed
architectures to enhance data security and traceability (Zhang et al., 2021).

In addition to cryptographic advancements, optimization techniques and hybrid models have
been proposed to improve the efficiency and applicability of AES-based systems. For example,
GPU-based implementations of AES have demonstrated significant performance
improvements for large-scale data encryption (An & Seo, 2011), while hybrid AES-DES and
LFSR-enhanced AES models have explored trade-offs between security and computational
efficiency (Sharma & Sharma, 2013; Bandyopadhyay & Chakraborty, 2014). Moreover, recent
developments in machine learning and side-channel analysis highlight the importance of
secure implementations, as advanced analytical techniques can exploit vulnerabilities in
poorly designed cryptographic systems (Jin & Zhou, 2022).

Although these studies demonstrate significant progress in encryption technologies, most
existing systems still rely on centralized key storage or partially distributed mechanisms,
which remain susceptible to insider threats and single-point failures. Additionally, many
proposed solutions focus either on encryption efficiency or key management, with limited
integration of authentication mechanisms such as digital signatures within a unified
framework. There is therefore a clear need for a comprehensive system that simultaneously
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addresses confidentiality, distributed key management, multi-user collaboration, and
document authenticity in a practical and deployable manner.

This study addresses these limitations by proposing an integrated AES-Shamir-based data
protection framework that combines symmetric encryption, threshold-based key distribution,
and digital signature verification within a unified web-based environment. Unlike
conventional systems that depend on centralized key storage, the proposed approach
distributes encryption keys using Shamir’s Secret Sharing scheme, thereby eliminating single-
point vulnerabilities and enhancing resistance to insider attacks. Furthermore, the integration
of RSA-based digital signatures introduces an additional layer of authentication and non-
repudiation, ensuring that documents can be verified and trusted across multiple users. The
novelty of this work lies not only in the combination of these cryptographic techniques but
also in their practical implementation within an organizational file management system that
supports secure file upload, distributed key sharing, controlled access, and collaborative
authorization. By bridging the gap between theoretical cryptographic models and real-world
deployment, the proposed system offers a scalable and resilient solution for modern data
protection challenges.

METHODOLOGY

The proposed system was developed following a structured Software Development Life Cycle
(SDLC) approach, which includes planning, analysis, design, implementation, testing,
deployment, and maintenance phases (Stallings, 2017). The cryptographic framework
integrates the Advanced Encryption Standard (AES) for data confidentiality and Shamir’s
Secret Sharing scheme for distributed key management (Shamir, 1979; Rath et al., 2024).
Encryption keys are derived using a password-based key derivation function (PBKDF2) to
enhance resistance against brute-force attacks (Menezes et al., 1996).

The Proposed System Design

The proposed system is a secure file vault that ensures only authorized clients (those with a
shared secret key) can access company data. Each new user must first create an account.
Likewise, any person who should receive a shared secret must have an account. After logging
in, the user sees the dashboard. Under the Application menu, the user has two
options: Vault and Upload & Encrypt Document. In Vault, the user can view all encrypted
tiles. They can decrypt a file by entering the secret key. In this section, the user can also sign
documents, download documents, or delete documents. Using Upload & Encrypt Document,
the user can upload a new file, encrypt it, and specify the recipients who will receive the secret
key. Under the Security menu, there are My Shared Secrets and My Signed Documents. My
Shared Secrets lists all secret keys that have been shared with the user. My Signed
Documents shows all documents the user has signed, with an option to remove a signature.
Finally, the My Profile section allows the user to upload a profile picture and update personal
information.

User Interface Flow:
i.  Account Creation/Login: Users create an account or log in.
ii. ~ Dashboard: After login, the dashboard appears.
iii.  Application Menu:
a. Vault: View encrypted files, enter secret key to decrypt, sign, download, or
delete files.
b. Upload & Encrypt Document: Upload a file, encrypt it, and select recipients for
the secret key.
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iv.  Security Menu:
a. My Shared Secrets: List of secret keys shared with the user.
b. My Signed Documents: List of documents the user has signed, with option to
delete a signature.
v. My Profile: Upload profile photo and update user information.

Mathematical Security Model of the AES-Shamir Scheme

The proposed framework integrates Advanced Encryption Standard (AES) for data
confidentiality and Shamir’s Secret Sharing Scheme for secure distributed key management.
The mathematical formulation demonstrates that the proposed AES-Shamir framework
enhances cryptographic resilience by combining symmetric encryption with distributed
threshold-based key management. This hybrid architecture significantly reduces the risk of
key compromise while maintaining practical performance for real-world data protection
systems.

AES encryption model

Let:

Mrepresent the plaintext file

Krepresent the symmetric encryption key
Crepresent the encrypted ciphertext

The encryption process is defined as:

C = AESk(M) ooeeoeeeeeeeeeeeee e, (1)
The decryption process is defined as:
M =AESgN(C) oovviiiiiiiiiii 2

Where:
AESgrepresents the AES encryption function
AESi 'represents the AES decryption function
The AES algorithm operates on 128-bit blocks and uses a derived key generated via PBKDF2.
Shamir secret sharing model
To eliminate single-key exposure, the encryption key Kis divided into multiple shares using
Shamir’s (k’n)threshold scheme.
Let:
Kbe the original secret key
nbe the total number of shares generated
kbe the minimum number of shares required to reconstruct the key
A random polynomial of degree k — 1is constructed:

F)=K+aix+ax?+..+ap_x* 1. (3)
where:

aq,dy,...,0a,_,are random coefficients.

Each share is generated as:

Si = (xi,f(xl-)) ..................................................... (4:)

fori=1,2,...,n.
The secret key can be reconstructed using Lagrange interpolation when at least kshares are
available:

K = f(0)

k
‘ ‘ X
f(O) = i-(=1 yl X]'—]Xi ................................ (5)
Jj=1,j=#i

where (x;’ y;)represents each share.
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Security properties
The AES-Shamir integrated model satisfies the following security properties:
i.  Confidentiality

Data is protected through AES encryption using a derived symmetric key.

ii.  Key Resilience
The encryption key is never stored in a single location. Instead, it is fragmented into multiple
shares distributed among authorized participants.

iii. ~ Threshold Security
An attacker must obtain at least k shares out of n shares to reconstruct the secret key.

iv.  Resistance to Single-Point Failure
Unlike traditional AES implementations, compromise of a single share does not reveal the
encryption key.

v. Integrity and Authentication
The integration of RSA digital signatures ensures document authenticity and non-
repudiation.

The System Architecture

Figure 1 illustrates the overall architecture of the proposed data protection system. The
process begins when a user uploads a file to the system. The file is encrypted using the AES
algorithm, after which the encryption key is divided into multiple shares using Shamir’s
Secret Sharing scheme. The encrypted file is stored securely while the key shares are
distributed among authorized users. When access is required, the necessary number of key
shares is combined to reconstruct the original encryption key, which is then used to decrypt
the file. This architecture ensures secure data storage, distributed key management, and
protection against single-point key compromise.

[Authent:c ation]

[AES Encryption ]

[Shamtr Split]

/\

[Vau It Storage] [Secret Shares]
Figure 1: System Architecture of the AES-Shamir Secure Data Protection Framework

Figure 2 illustrates the operational workflow of the proposed secure vault system. The process
begins with user authentication and file upload, followed by AES-based encryption of the
uploaded file. The encryption key is then divided into multiple shares using Shamir’s Secret
Sharing scheme. These shares are distributed among authorized officers to ensure multi-party
authorization. During retrieval, the required threshold number of shares is combined to
reconstruct the encryption key, enabling secure decryption and controlled access to the stored
file.
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Figure 2: Workflow of the AES-Shamir Secure Vault System.

RESULTS AND DISCUSSION

This experiment evaluates the performance of the proposed AES-Shamir secure data
protection system using two test files (20 KB and 2 MB). We measured encryption time,
decryption time, Shamir secret-split time, and key reconstruction time. The results (Table 1)
show that encryption and decryption times remain essentially constant (2-3 seconds)
regardless of file size, while throughput improves dramatically for the larger file. The
discussion interprets these findings, noting that fixed cryptographic overhead dominates for
small files, and that the Shamir key-sharing steps introduce modest overhead. Scalability
implications, limitations, and future work are considered.

Figure 3 depict the interface integrating document upload, cryptographic protection, and
secure key distribution within a single workflow. This design ensures that sensitive
organizational data can be securely stored, shared, and accessed only by authorized
participants, thereby reducing the risk of data theft or unauthorized disclosure.

FRANCIS DANIEL AMEIGBEBHOR
ICT i

SECURITY
& Dashboard Upload @ > Documents
SELECT DOCUMENT
89 Application

Choose File  No file chosen
Vault

, Upload & Encrypt DOCUMENT DETAILS
Documents

& security

Document name

Submit form

Figure 3: Document Upload, Encryption and Share-Secret Interface
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Figure 4 illustrates the vault interface where encrypted documents are stored after the
encryption process. Once a user uploads and encrypts a file, the ciphertext is securely stored
in the system’s vault repository. The vault serves as a protected storage environment where
tiles cannot be accessed in plaintext form without proper authorization. This design ensures
that even if unauthorized users gain access to the storage database, the contents remain
unintelligible because they are protected using the AES encryption algorithm. The vault
therefore acts as a secure intermediary layer between the storage infrastructure and
authorized system users.

5 4 FRANCIS DANIEL AMEIGBEBHOR
B4 () o

Documents Encrypted In Vault

6 entries Search:

Document Uploaded By 1" Date & Time Uploaded Document Name Status Signature Status Action

Tl ACHI MARY
E' - Jan. 3, 2024, 11:34 p.m. BLACK OPERATION IN APRIL 2000 Encrypted With shared Secret ANOT SIGNED @

DANIEL AMEIGBEBHOR FRANCIS
s v Jan. 3,2024, 11:26 p.m.  PAYMENT FOR LICENCE Encrypted With shared Secret ANOT SIGNED
efren ]

‘8 PRECRIOUS PAMA
5 - Jan. 3, 2024, 11:56 p.m NIGERIAN ARMY UNIVERSITY BIU 4 YEARS EXPENDITURE BY KYARI Encrypted With shared Secret A SIGNED

Prev. 1 Next

Figure 4: Document Encrypted in Vault

Figure 5 presents the file decryption interface, where a user must provide the required secret
key fragments to access the encrypted file. When a user clicks the padlock icon associated with
a file in the vault, the system prompts the user to enter the necessary secret shares. These
secret shares are combined using Shamir’s Secret Sharing reconstruction process to regenerate
the original encryption key. Once the key is successfully reconstructed, the system performs
the reverse AES process to decrypt the document. This mechanism ensures that no single user
can independently decrypt the file, thereby strengthen access control and protect sensitive
information.

File Decryption

6

Secret Collection

Figure 5: Decryption of File and Entry of Secret Key
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Figure 6 demonstrates the secret key sharing interface, which displays all secret shares
distributed to authorized users. Through this module, users can view the cryptographic
fragments associated with files they are permitted to access. The system distributes these
shares based on the Shamir threshold scheme, ensuring that only a predefined number of
participants can collectively reconstruct the encryption key. This approach enhances
collaborative security and prevents a single point of failure in key management

A, “ FRANCIS DANIEL AMEIGBEBHOR

Show 6 entries Search

Uploaded By 1" Date & Time Generated Document Secret Index Shared Secret Action

Bl ACHI MARY

o Jan. 3, 2024, 11:34 pm BLACK OPERATION IN APRIL 2000 o
DANIEL AMEIGBEBHOR FRANCIS
o ) Jan. 3, 2024, 11:26 p.m. PAYMENT FOR LICENCE s O

PRECRIOUS PAMA
2 4 Jan. 3, 2024, 11:56 p.m NIGERIAN ARMY UNIVERSITY BIU 4 YEARS EXPENDITURE BY KYARI 0000000000000 000000000 ¢ Ty 00000

Figure 6: Share Secret Key

Figure 7 shows the document management interface, where authorized users can perform
several operations on secured files. These operations include downloading encrypted files,
deleting documents when necessary, and applying digital signatures. The digital signing
feature enables users to confirm receipt or approval of documents, thereby providing an
additional layer of integrity verification. This interface also allows users to check whether a
document has been verified, ensuring that the file has not been altered during transmission
or storage.

Success

Document is Authentic, Verified! and
Signed by DANIEL AMEIGBEBHOR
FRANCIS

BinR

Documents Encrypted In Vault

' 6 entries Search

Document Uploaded By 1" Date & Time Uploaded Document Name Status Signature Status Action

%1l ACHI MARY
E, o = Jan. 3, 2024, 11:34 p.m. BLACK OPERATION IN APRIL 2000 © Encrypted With shared Secret  ANOT SIGNED

“ DANIEL AMEIGBEBHOR FRANCIS

2 ® ASIGN
Refrence |d #8547348 Jan. 3, 2024, 11:26 p.m. PAYMENT FOR LICENCE ® Encrypted With shared Secret A SIGNED

PRECRIOUS PAMA
‘ ) S Jan. 3, 2024, 11:56 p.m NIGERIAN ARMY UNIVERSITY BIU 4 YEARS EXPENDITURE BY KYARI @ Encrypted With shared Secret

Figure 7: Download, Delete, and Signed Verified Document

Figure 8 illustrates the digital signature verification page, where users can view documents
that have been digitally signed. This interface enables the system to maintain a record of
signed documents and the corresponding signatures attached to them. By using
cryptographic signatures, the system guarantees authenticity, non-repudiation, and integrity
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of shared files. Users can also download the signature associated with a document for
verification or auditing purposes.

-
5 4 FRANCIS DANIEL AMEIGBEBHOR
dhict L R
SECURITY

@ Dashboard

My Signed Documents and Signatures
8 5

Show 6 entries

Document Uploaded By 1" Document Name Date & Time of Signing Signature Status Action

DANIEL AMEIGBEBHOR FRANCI
“ T PAYMENT FOR LICENCE Jan. 4, 2024, 1223 am ASIGNED @

rels Refrence Id #3547846

3 My Signed Documents Showing 1101 of 1 enlries Prev 1 Next

Figure 8: Signed Document and Signature

Figure 9 presents the user profile interface, which includes functionality for generating
cryptographic key pairs used in the digital signature process. In this module, users can
manage their profile information and initiate the creation of a public and private key pair
using the RSA algorithm. The private key is used for signing documents, while the public key
is used by other users to verify the authenticity of the signature. This feature strengthens the
security framework of the system by integrating identity management with cryptographic
authentication mechanisms.

® > My Profile

n AILETE DANIEL AMEIGBEBHOR FRANCIS
. Email

francisdanielameigbebhor2019@gmail.com
DANIEL AMEIGBEBHOR
FRANCIS Lmane FRACIS AMEIGBEBHOR DANIEL
C Y DIRECTOR Mobile

Road, Biu, Bomo State (+234) 803 218 9547

Address

Download Private Key ~ Generate Key pair No 1 Biu-Gombe Road, Biu, Bomo State

Save Changes

3, Shared Secrets

=) Vault Documents
] Account Status

(;@ Public/Private Key Pair YES Del Activity

E, Signed Documents

@ Allowed Signatures

Figure 9: Profile File and Generation of Key Pair

Figure 10 illustrates the encryption performance of the proposed AES-Shamir system. The
encryption time remains approximately constant for both small and large files due to the
fixed computational overhead of AES initialization.
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Figure 10: Encryption Time vs File Size

Figure 11 shows that decryption time is relatively stable across different file sizes, indicating
that AES-EAX authentication and integrity verification introduce a fixed processing cost.
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Figure 11: Decryption Time vs File Size

Figure 12 The throughput increases significantly with larger file sizes since the fixed
encryption overhead is amortized across a larger data volume. While the 20 KB file achieved
a throughput of approximately 0.0098 MB/s, the 2 MB file achieved approximately 1.0 MB/s.
This improvement occurs because fixed cryptographic overhead has less impact when
processing larger data volumes.
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Figure 12: Throughput vs File Size

The performance of the proposed AES-Shamir data protection framework was
experimentally evaluated using files of two different sizes: 20 KB and 2 MB as depicted in
Table 1. The objective of the evaluation was to measure the encryption and decryption
performance as well as the overhead introduced by the Shamir secret sharing key
management mechanism.

Table 1: Experimental results obtained from the implementation.

File Size Encryption Decryption Key Split Key Reconstruction Throughput
(KB) Time (s) Time (s) Time (s) Time (s) (MB/s)
20 2 3 2 2 0.0098
2048 2 3 2 2 1.00

The comparison in Table 2 evaluates the proposed AES-Shamir system against existing AES-
based encryption approaches based on several security parameters, including key
management, multi-user support, resistance to single-point failure, and digital signature
capability. Traditional AES systems typically rely on centralized key storage, which makes
them vulnerable to key compromise. Other approaches such as AES combined with RSA
provide improved security but still depend on centralized key management mechanisms. In
contrast, the proposed system integrates Shamir’s Secret Sharing for distributed key
management and RSA digital signatures for authentication, thereby eliminating single-point
key exposure and providing stronger security guarantees. This demonstrates that the
proposed framework offers enhanced protection and improved resilience compared with
existing AES-based systems.

Table 2: Comparison of the Proposed AESA System with Existing AES-Based Approaches

Method Encryption Key Multi-User Single Digital Security
Algorithm Management Security Point Signature Level
Failure
Traditional AES Single key No Yes No Moderate
AES storage
AES + RSA AES RSA key Limited Possible Yes High
exchange
AES + Cloud AES Centralized Yes High risk Optional Moderate
Key Storage server
Proposed AESA AES (EAX Shamir Secret Yes No RSA Very High
(This Work) mode) Sharing Signature

H. Mikailu et al, DUJOPAS 12 (2b): 288-300, 2026 298



An Intelligent AES-Based Data Protection Framework Using Shamir Secret Sharing for Secure Organizational

File Management

DISCUSSION

Table 1 Presents the experimental results obtained from the implementation. The results
shows that the encryption and decryption processes required approximately 2 seconds and 3
seconds respectively, regardless of file size. This behaviour indicates that the cryptographic
initialization overhead dominates the processing time for smaller files. As file size increases,
the relative effect of initialization overhead becomes less significant.

The Shamir secret sharing process (Shamir, 1979; Gusarova, 2021) introduced an additional 2
seconds for key splitting and 2 seconds for key reconstruction. Although this introduces
computational overhead compared to conventional AES implementations, the overhead is
justified by the additional security gained through distributed key management. This
observation is consistent with cryptographic performance trade-offs reported in prior studies
(Mageshwaran & Ramya, 2024; An & Seo, 2011).

The throughput results demonstrate a significant improvement when processing larger files.
For the 20 KB file, the throughput was approximately 0.0098 MB/s, while for the 2 MB file,
throughput increased to 1.0 MB/s. This indicates that the proposed system performs more
efficiently when handling larger data volumes.

The experimental graphs further confirm these observations. Encryption and decryption time
remain relatively constant due to fixed cryptographic setup costs, whereas throughput
increases with file size.

Compared with traditional AES-based encryption systems that rely on centralized key
storage, the proposed approach eliminates single-point key compromise by distributing the
encryption key using Shamir’s threshold scheme. This distributed key management approach
significantly enhances resilience against key compromise and insider threats (Yang et al., 2020;
Zhang et al., 2021). Therefore, the proposed AES-Shamir framework (Rath et al., 2024; Huang
et al., 2024) provides stronger key security and multi-user trust mechanisms while maintaining
acceptable performance levels.

CONCLUSION

The study successfully developed a secure vault system that combines symmetric encryption
and threshold cryptography to strengthen data protection mechanisms. The integration of
AES for efficient encryption and Shamir’s Secret Sharing for distributed key management
significantly reduces the risk of key compromise and unauthorized data access. Experimental
results indicate that the system provides reliable encryption and decryption performance
while maintaining data integrity and confidentiality. The architecture ensures that sensitive
organizational files can only be accessed through collaborative authorization, making the
system suitable for institutions that require high levels of security and accountability.
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