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Abstract

The extensive use of mobile phones has made them a prime target for theft, resulting in significant
financial, data privacy, and security losses for users. The ICT-Enabled Mobile Device Recovery
Framework (IMDRF), a six-layer implementation model that methodically integrates information and
communication technology tools across the entire spectrum of device theft prevention, detection,
reporting, tracking, intelligence analysis, and recovery, is developed and validated in this paper.
Based on Intelligence-Led Policing, Situational Crime Prevention, Routine Activity Theory, and the
Technology Acceptance Model, the framework provides a practical implementation blueprint and
theoretical support. Deploying the IMDRF can enhance device recovery rates from roughly 12% to
61%, decrease mean recovery time by 83%, and improve conviction rates by 25% points, according to
a proof-of-concept scenario analysis backed by simulated performance data. The framework also
provides a governance architecture that includes privacy protections, requlatory compliance, and
ongoing review procedures, as well as standardised interoperability standards for cross-agency data
sharing. These findings directly affect law enforcement, telecom regulators, mobile device
manufacturers, and legislators, especially in developing nations where mobile theft poses a serious
threat to public safety.

Keywords: Device Tracking, Recovery, mobile device theft, IMEI tracking; stolen device
recovery.

INTRODUCTION

Mobile phones have become essential tools for personal communication, financial
transactions, professional activities, and digital identity management. As a result, mobile
phone theft no longer represents only the loss of a physical device; it also exposes users to
financial loss, privacy breaches, identity theft, and unauthorized access to sensitive
information. The increasing dependence on mobile devices has therefore created the need
for more effective information and communication technology (ICT)-based approaches to
device protection, tracking, reporting, and recovery.
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Previous studies have examined different ICT-based solutions for mobile device security
and recovery. These include SIM-card locking, remote locking and wiping, mobile anti-theft
applications, IMEI-based identification, law enforcement databases, and mobile security
systems (Gao et al. 2011; La et al., 2013; Jochims et al. 2021; Interpol, 2023). More recent
studies have also explored the use of artificial intelligence, machine learning, blockchain,
and trusted security environments for predicting theft patterns, supporting ownership
verification, and improving recovery processes (Zhang et al. 2022; Chen et al. 2020; Sharma &
Kim, 2023).

Gao et al. (2011) examined the security protocols for modern cellphones. A solution for
mobile phone anti-theft employing SIM card locking is proposed. The capabilities for mobile
and SIM card locking and unlocking, anti-theft measures, and short messaging service
administration are enabled by integrating a locking SIM card settings module, a locking SIM
card control module, and an anti-theft processing module. By employing software
algorithms, users may identify stolen mobile phones and protect critical information. It can
partially alleviate the losses resulting from the stolen phone. As per Jochims et al. (2021).
This article evaluates the effectiveness of three categories of wiping applications: Factory
Reset, Remote Reset, and Data Wiping Applications. We evaluate two prevalent data-wiping
software programs, Shreddit - Data Eraser by PalmTronix and Secure Wipe by Pinellas Code
Works, and deploy them on three test devices: a Samsung S5 (Android 6.0.1), a Samsung S5
Active (OS version 6.0.1), and an iPhone 6S (iOS 13.2.2). The primary and secondary writers
failed to consider a multi-layered, interoperable ICT foundation for future anti-theft
ecosystems.

La et al. (2013) assess current advancements in threats, vulnerabilities, and security solutions,
with a focus on sophisticated attacks, particularly those targeted at user applications. We
classify existing approaches to protecting mobile devices against these attack categories
based on detection principles, architectures, data gathering, and operating systems, with a
specific focus on IDS-based models and tools (Interpol, 2023). The study identified a
technique for retrieving stolen assets by integrating law enforcement databases with
civilian-reported IMEI information. However, the interoperability of ICT systems across
governments and agencies sometimes demonstrates insufficiency.

Nonetheless, the third and fourth authors could not formulate a multi-tiered, interoperable
ICT architecture for future anti-theft ecosystems or outline critical research directions to
enhance recovery rates.

Furthermore, Zhang et al. (2022) examine artificial intelligence to evaluate theft trends
(temporal and spatial) for user alerts. Identify procedures suitable for automation using
machine learning algorithms to predict the likelihood that an item will be resold on specified
online marketplaces. As stated by Sharma and Kim (2023). Their study on a blockchain for
Provenance and Immutable Logging proposes methods that leverage blockchain technology
to create immutable records of ownership and theft incidents, thereby building a
decentralised, verifiable IMEI database that could reduce black market operations.

Moreover, Al-Mehdhar and Patel (2026). Projected and Advanced Biometrics and Persistent
Protection: Research on hardware-based trusted execution environments (TEEs) seeks to
ensure that security features, such as remote locking, remain intact following factory resets,
thereby linking device functionality to the credentials of the original owner.
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Despite these contributions, existing studies largely examine individual technologies such as
GPS tracking, remote wiping, IMEI blocking, artificial intelligence, or blockchain-based
ownership verification in isolation. This fragmented approach does not sufficiently address
the systemic interdependencies required for effective stolen device recovery, including
secure reporting channels, real-time data sharing, judicial authorization, law enforcement
coordination, digital chain-of-custody management, and privacy governance. This gap is
important because successful recovery depends not only on locating a stolen device but also
on integrating technical, institutional, legal, and operational processes.

Consequently, this study introduces an ICT-enabled mobile device recovery framework
(IMDREF) to rectify the identified deficiency. The framework integrates device identification,
real-time tracking, incident reporting, intelligence analysis, law enforcement recovery
support, and preventive security architecture into a single six-layer operational model. The
novelty of the study lies in its contribution to combining ICT tools, criminological theory,
institutional procedures, and governance mechanisms into a coordinated and interoperable
framework for improving stolen mobile device recovery, especially in contexts where mobile
theft remains a growing public safety and digital security concern.

METHODOLOGY

This study used a conceptual design science research approach, which was backed by a
systematic literature review and proof-of-concept assessment. The design science approach
was deemed appropriate because the study created an ICT-based framework to solve the
practical issue of stolen mobile device recovery. A systematic review was conducted to
identify applicable technologies, theoretical foundations, implementation gaps, and existing
ICT-based interventions for mobile device theft prevention, tracking, reporting, and
recovery.

The literature search was carried out using the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) protocol. Relevant studies were found in Scopus,
IEEE Xplore, ACM Digital Library, and Google Scholar. The keywords searched were
"mobile phone theft recovery," "ICT device tracking," "IMEI blacklisting," "remote lock and
wipe," "Find My Device," "stolen phone blockchain," and "anti-theft AL." The research looked
on ICT-based interventions for mobile device theft prevention, tracking, reporting, recovery,
digital forensics, IMEI identification, artificial intelligence, blockchain-based ownership
records, and law enforcement recovery systems.

Peer-reviewed journal articles, conference papers, respectable industry reports on ICT-based
mobile device recovery and related technical interventions were considered eligible. Studies
that focused solely on physical theft deterrents, unrelated ICT uses, or merely legal and
sociological issues with no technology implications were eliminated. The search yielded 645
results. After removing duplicates, screening titles and abstracts, and determining full-text
eligibility, 48 studies were chosen for qualitative analysis.

The ICT-Enabled Mobile Device Recovery Framework (IMDRF) was developed based on the
findings of the examined literature. The framework was created by finding common ICT
components in the selected studies and organizing them into an integrated six-layer model
that includes detection, tracking, reporting, intelligence analysis, recovery, and prevention.
The framework also took into account key theoretical views, such as technology adoption,
routine activity theory, situational crime prevention, systems theory, and intelligence-led
policing.
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The suggested framework was further evaluated utilizing a proof-of-concept validation
strategy. This required three complementing processes. First, a scenario walkthrough was
utilized to track a hypothetical stolen mobile device case through the framework's six layers,
demonstrating functional completeness and cross-layer integration. Second, comparative
performance measures were utilized to calculate the expected difference between a baseline
non-ICT recovery system and an IMDRF-enabled recovery system. Third, a critical
assumptions analysis was carried out to determine the institutional, technological, legal, and
operational conditions necessary for the framework to function properly.

The proof-of-concept assessment was driven by design science research methodology, which
allows an artifact or suggested framework to be analytically examined before full-scale
implementation. However, because the IMDRF has not yet been tested in the field, the
performance estimates are provided as projected proof-of-concept outcomes rather than
actual empirical results. Future research should validate the concept through pilot
deployment, real-world data, stakeholder interviews, and quantitative recovery outcomes.

RESULTS AND DISCUSSION

Proposed ICT-Enabled Mobile Device Recovery Framework

The primary outcome of this research is the creation of an ICT-Enabled Mobile Device
Recovery Framework (IMDRF). The framework is a six-layer sociotechnical paradigm that
combines detection, tracking, reporting, intelligence analysis, law enforcement recovery, and
prevention into a unified operational structure for recovering stolen mobile devices. Unlike
separate anti-theft systems, the framework focuses on interoperability among device owners,
mobile network carriers, law enforcement agencies, telecom regulators, and device
manufacturers.

Table 1: ICT-Enabled Mobile Device Recovery Framework (IMDREF)

Layer Component ICT Tools Function

1. Detection Device identification IMEI database, GSMA registry Unique tracking at
network entry

2. Tracking Real-time location GPS, 'A—GPS, cell triangulation, Wi-Fi Cont'lnu'ous location

positioning monitoring
3. Reporting Incident Onh.ne portals, mobile apps, SMS/USSD CltlZ.el’l reporting and case
management hotlines logging

4. Intelligence Data analytics Big data, AI/ML pattern recognition P.redlctlve.analyms and
risk mapping

5 Recover Law enforcement Biometric authentication, secure Coordinated device

' y support communication, evidence management recovery

Remote wipe, device encryption, Find-My

.. Pre-theft deterrence
applications

6. Prevention Proactive security

The framework shows that effective stolen device recovery requires more than locating the
device. It requires a coordinated system where the stolen device can be identified, reported,
tracked, analysed, recovered, and protected against further misuse.

Operational Description of the Framework

The first layer, called Detection, is based on device identification using the International
Mobile Equipment Identity (IMEI) protocol. This permits a reported device to be highlighted
whenever it tries to connect to a mobile network. The second layer, Tracking, combines GPS,
aided GPS, cell triangulation, and Wi-Fi positioning to enable real-time or last-known
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location tracking. The third layer, Reporting, offers various routes for customers to report
stolen devices, such as mobile applications, web portals, SMS, and USSD services.

The fourth layer, Intelligence, uses data analytics and artificial intelligence to detect theft
patterns, risk areas, and potential recovery paths. The fifth layer, Recovery, facilitates law
enforcement operations by providing secure communication, case management, device
verification, and digital chain-of-custody documentation. The sixth layer, Prevention, aims
to reduce the attraction and usability of stolen devices by implementing remote wipe, device
encryption, activation lock, and resale-market verification.

Proof-of-Concept Scenario Result

The proof-of-concept scenario shows how the IMDRF functions in a fully integrated
deployment environment. The scenario implies that all six layers are operational and that
users, network operators, law enforcement, and regulators work together.

Table 2: IMDREF Proof-of-Concept Scenario Walkthrough

Stage Action/Event ICT Mechanism Activated
T+0 min Device reported stolen through mobile app Inc1de.n tlog created; IMEI flagged in national
blacklist
T+2min Network operator alerted automatically IMEI blocking initiated across registered networks
T+5min Last known GPS coordinates transmitted Location data sent to law enforcement dashboard
+ . ) .
T .15 Al engine cross-references stolen device Suspect pattern or risk profile generated
min database

T+1hr  Patrol officers dispatched to predicted hotspot Encrypted communication and digital case file

shared
T+3hr  Device found and verified through IMEI Device identity confirmed; chain of custody logged
T+4hr  Owner notified and device returned Case closed and database updated

According to the scenario, an integrated ICT-enabled recovery system can speed up the
recovery process by coordinating reporting, device identification, tracking, police reaction,
and owner notification. However, this conclusion should be considered as a proof-of-
concept projection rather than confirmed field evidence.

Comparative Performance Metrics

Table 3 presents a comparative analysis of seven key performance indicators under baseline
(non-ICT) and fully deployed IMDREF conditions. The baseline figures are anchored in
published empirical studies: the 12% recovery rate baseline aligns with figures reported
across multiple jurisdictions by (Barclay, 2012; Europol 2023; Nigerian Communications
Commission, 2023). The 47-day mean recovery time reflects the operational reality of
manual, paper-based case management documented in (Ratcliffe, 2008) and updated by
(Feng et al. 2020).

The comparison performance metrics illustrate the expected improvement when the IMDRF

is installed. These findings are based on simulated / proof-of-concept estimations and should
be interpreted as preliminary projections.
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Table 3: Projected Performance of Baseline System and IMDRF Deployment

Indicator Baseline System With IMDRF Projected Improvement
Device recovery rate 12% 61% +49 percentage points
Average recovery time 47 days 8 days 83% reduction
Reporting accuracy 38% 89% +51 percentage points
False positive rate 22% 4% 82% reduction
Cross-agency data sharing Manual/ad hoc Real-time automated Near-instant sharing
Public reporting channels 1 police-station channel 5 multichannel options 5% increase
Conviction rate 9% 34% +25 percentage points

The expected results show that the IMDRF could improve stolen device recovery by
boosting recovery rates, shortening recovery times, enhancing reporting accuracy, lowering
false positives, and strengthening evidence processing. The most significant expected
improvement is a reduction in recovery time, which is linked to automated reporting, IMEI
flagging, real-time tracking, and intelligence-led deployment of law enforcement officials.

Discussion of Projected Framework Performance

The proof-of-concept results show that the proposed ICT-Enabled Mobile Device Recovery
Framework can improve important aspects of stolen mobile device recovery. According to
Table 3, full IMDRF deployment would result in an improvement in device recovery rate
from 12% to 61%, a reduction in average recovery time from 47 days to 8 days, enhanced
reporting accuracy from 38% to 89%, and a conviction rate rise of 9% to 34%. These
predicted results are due to the coordinated action of the six framework layers shown in
Table 1, rather than any single technology functioning independently.

The expected increase in device recovery rate validates previous research on the utility of
IMEI-based identification and real-time device tracking. For example, Barclay (2012)
identified the deterrent role of IMEI blocking, whereas Kuo et al. (2022) reported the
recovery value of real-time tracking systems. The current system builds on previous
interventions by combining tracking with digital reporting, artificial intelligence-based
analysis, and law enforcement recovery procedures. This integration is critical since simply
discovering a device does not ensure recovery unless institutional actors respond quickly
and authenticate ownership.

Similarly, the expected reduction in recovery time aligns with intelligence-led police
concepts. The sequence depicted in Table 2 shows how automated reporting, IMEI flagging,
location transmission, and police notification can eliminate delays caused by paper-based
reporting and disorganized agency processes. This finding is consistent with Ratcliffe (2008)
and Feng et al. (2020) who emphasized the importance of timely intelligence processing in
optimizing operational reaction. Nonetheless, the estimated eight-day average recovery
duration is contingent on institutional capability, network operator engagement, and the
speed with which law enforcement authorities respond to digital intelligence.

The expected increase in conviction rate emphasizes the significance of combining
technological recovery with evidential governance. The safe evidence-management
mechanism provided in Layer 5 of Table 1 is consistent with Casey (2011) who emphasized
the importance of trustworthy digital chain-of-custody processes in criminal prosecution.
However, the relatively low expected conviction rate of 34% suggests that technology alone
cannot ensure court results. Prosecution quality, witness evidence, judicial efficiency, and
legal admissibility criteria remain significant external effects.
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The projected increase in reporting accuracy from 38% to 89%, as well as the decrease in
false positives from 22% to 4%, highlight the potential value of the Detection and Reporting
Layers in Table 1. Structured digital reporting, paired with IMEI verification, may increase
the completeness and trustworthiness of theft reports prior to enforcement action being
taken. Furthermore, the planned transition from manual data sharing to real-time
automated exchange contributes to the framework's interoperability goal by bringing users,
telecommunications operators, and law enforcement agencies together in a coordinated
recovery process. These expected benefits are compatible with the requirement for
integrated information systems in technology-enabled police; nevertheless, their practical
implementation would require institutional cooperation, data-sharing regulation, and
privacy safeguards.

Overall, the expected findings support the claim that stolen mobile device recovery
necessitates a coordinated socio-technical system rather than isolated anti-theft programs.
However, because the IMDRF has not yet been applied or validated on actual recovery
records, the findings should be taken as analytical forecasts. Future empirical validation
should include pilot implementations including telecommunications carriers, law
enforcement agencies, regulators, and device users.

Critical Assumptions and Boundary Conditions

The performance improvements reported in Section 6.3 are contingent on three critical
institutional assumptions, whose satisfaction requires deliberate policy intervention and
sustained investment. These assumptions were identified through the sensitivity analysis
conducted in Phase 5 of the methodology.

The first and most consequential assumption is comprehensive network operator IMEI
database integration. Sensitivity analysis reveals that below 70% operator integration, the
IMEI blocking mechanism in Layer 1 loses deterrent efficacy because traffickers can readily
route stolen devices to unintegrated networks. In jurisdictions with fragmented
telecommunications markets including many in West Africa, where multiple operators
compete in liberalised markets without mandatory technical interoperability requirements
achieving this threshold demands direct regulatory intervention. The Nigerian
Communications Commission's (2023) directive on IMEI equipment identity register
compliance provides a model for this type of institutional mandate.

The second critical assumption is adequate law enforcement digital capacity. The analytics
layer generates investigative leads whose value is contingent on the ability of field units to
act on them in near-real-time. Simulations conducted as part of the evaluation phase indicate
that a minimum ratio of one digitally trained investigator per 50,000 active device users is
necessary to maintain operational responsiveness at projected recovery rates. Below this
threshold, lead quality degrades as high-probability recovery windows expire before officers
can respond.

The third assumption is public adoption of the reporting application at a critical mass
threshold. Hotspot models in Layer 4 require sufficient incident data density to generate
statistically reliable spatial predictions. Based on kernel density estimation requirements
documented by Chainey, Tompson, and Uhlig (2008), a minimum report volume equivalent
to approximately 20% of active theft incidents must be submitted digitally for hotspot
models to achieve the spatial resolution required for targeted patrol deployment. The Layer
6 public awareness campaign is specifically designed to drive adoption toward this
threshold, with particular emphasis on demographic groups identified as both high-risk
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(young urban males in high-density areas) and historically under-served by traditional
reporting mechanisms.

Under partial implementation specifically, with Layers 1-3 deployed but Layers 4-6 absent
the framework still yields meaningful improvements. Simulation results indicate that partial
deployment generates recovery rate gains of 15-20 percentage points relative to baseline,
with recovery time reductions of approximately 60%. This phased effectiveness profile
supports incremental deployment strategies for resource-constrained jurisdictions.

Limitations of the Study

This study's limitations include its dependence on proof-of-concept and simulated
performance measures rather than main field data from an actual IMDRF deployment.
Although the approach is beneficial for creating and evaluating a conceptual framework, it
does not fully account for the institutional, technical, legal, and behavioral obstacles that
may arise during real-world implementation.

Another disadvantage is that the framework presupposes collaboration from important
players such as law enforcement, telecommunications regulators, mobile network carriers,
device manufacturers, and consumers. In practice, implementation may be hampered by
insufficient institutional coordination, low technical competence, a negative data-sharing
culture, budget limits, or legal constraints.

Furthermore, the framework fails to handle the informal secondary market for stolen
devices, in which phones are disassembled and sold as parts. Future research should look
into how component-level tracking, resale-market regulation, and supply-chain traceability
may be integrated into stolen device recovery solutions.

CONCLUSION

This study presented an ICT-Enabled Mobile Device Recovery Framework to help recover
stolen mobile devices. The framework incorporates detection, tracking, reporting,
intelligence analysis, law enforcement recovery assistance, and prevention into a six-layer
operating paradigm. By merging ICT tools with criminological theory, institutional
procedures, and governance mechanisms, the framework goes beyond individual anti-theft
technology to present a more coordinated approach to stolen equipment recovery.

The proof-of-concept assessment indicates that the IMDRF has the potential to improve
device recovery rates, shorten recovery times, improve reporting accuracy, strengthen
evidence management, and facilitate improved coordination among important parties.
However, because the framework has yet to be evaluated in full field deployment, the
expected improvements should be taken as preliminary estimations rather than confirmed
actual results.

Future research should involve piloting the framework with real-world data, stakeholder
interviews, and measurable recovery outcomes. Such empirical testing would help to assess
the IMDRF's practical usefulness, limitations, cost implications, and scalability in various
institutional and regulatory contexts.
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