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Abstract

Efficient attendance tracking with accurate monitoring therein is a crucial requirement for many
educational institutions, corporate businesses, and industries. While the traditional mode of roll-calls,
signature-sheets, and biometric systems suffers from inefficiencies like mishandling, data corruption,
time consumption, proxy attendance, and limited scalability, to curb these challenges, studies have
posited the radio frequency identification (RFID) approach as a robust alternative, enabling frictionless,
contactless, real-time attendance tracking and monitoring with automated event logging. The study
advances a convergence of RFID-mode and IoT ecosystem to result in a hybrid ensemble device for
attendance tracking, monitoring, and management. The artifact, along with an accompanying mobile
application, equips educational administrators with an intelligent wireless unit that helps with data
acquisition, processing, and exchange. The system emphasizes a capacity to enhance record
management through automation and real-time processing via key components like RFID tags and
readers, ESP-controllers with WiFi capability, and a cloud-based database for data analysis and storage.
Results show the system yielded improved security, scalability, interoperability, and transparency for
the smart campus geolocation-based RFID attendance management system.

Keywords: Smart Attendance, Attendance Monitoring, RFIDs, Geolocation verification,
Educational Inclusivity

INTRODUCTION

The covid-19 era witnessed a paradigm shift from traditional, face-to-face, student-engaged
classroom learning schemes to alternative delivery (Eboka & Ojugo, 2020); And, the
consequent adoption of blended learning, all geared toward realization of effective learning
outcomes (Malasowe et al., 2023). These have further necessitated the deployment of new
platforms and strategies for improved media literacy across varying schools, and learning
strata (Ketmaneechairat & Seewungkum, 2014). The technology-rich school advances a
learning strategy that supports multi-description and perspectives to knowledge construction
by the learner via an experienced, context-rich systemic actions (Malasowe et al., 2024). Such
a digitally-equipped classroom will often vary in its level of preparedness and integration of
ICT tools, both from the learners” and teachers” viewpoint. This offers a myriad of solutions
with improved learning outcome that harps on a learner’s capability, preparedness, flexibility,
and adaptability to the new norms for knowledge creation (Martin et al., 2013) - and also
ripples across the classroom structure, a plethora of issues to both teachers, learners, and
administrators. A learner’s ability to retrieve knowledge, is highly correlated with their level
of know-how that equips cum provides access to large volume of knowledge sources (Ojugo,
Odiakaose, Emordi, Ejeh, et al., 2023). Education-targeted, digital revolution ripples across a
reform that is further emboldened by constructivism (Ojugo & Yoro, 2021). It proffers an
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educational system for which a learner develops critical thinking skills that equip them as
knowledge producers as they leverage the benefits inherent the structure (Okuyama et al.,
2014; Pedro, 2020). It curbs the failures therein, traditional school via constructivism, so that
learning is effected as a learner completes set of tasks with media support that helps sustain
such a learning scenario and environment (Osilonya et al., 2026; Rufai et al., 2015).

Technology creates and support the learner-centered environment, while positing the norm
that a learner does learn more from what they think and do; rather than from a teacher’s input.
Constructivism conversely - advances an action-based skill that lets a learner to actively
derive knowledge as he learns - emphasizing on knowledge construction as the dynamic
adaptation cum interpretation of experiences and realities as the user knows it (Zhao &
Otteson, 2024). Its integration into educational curriculum proffers the appropriate level of
task-difficulty and relevance requisite of real-world engaged-learning, as teachers become
knowledge guides (Trigui & M. Algh, 2012; Ugochukwu-Ibe & Ibeke, 2021; Zelick, 2013) as in
figure 1. Deployment of sensor-based units across various domains, especially with respect to
educational inclusivity, represents both a bold step towards inclusive educational outcomes
and the consequent accessibility of education for all learners, everywhere and every time
(Obasuyi et al., 2024). These ensembles have been known to advance the utilization of the
Internet of Educational Things (IoET) (Og & Ying, 2021), which in turn, birth cum yields the
convergence of: (a) an Internet-rich technology (Salehi et al., 2022), (b) adoption of wireless
sensor networks (Akazue et al., 2024), and (c) fusion with pedagogical techniques and
curricular (Ojugo et al., 2013). This fusion advances smart devices equipped with
programmable microcontrollers, sensor observation units, and software that ease data
acquisition/exchange (Brizimor et al., 2024; Eboka et al., 2025; Oladele et al., 2024). It enables
uninterrupted data acquisition and improves rendered analyzed data, advancing learners'
knowledge acquisition.
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Attendance tracking cum monitoring in institutions of learning has since become a
fundamental metric and foundational faculty for accountability, improved productivity,
resource allocation cum optimization, and enhanced operational efficiency (Binitie et al.,
2026). Effective attendance tracking and monitoring provisions the requisite data that
underpin processes and structures that support student enrolment in classes, formative and
summative testing (Ojugo et al., 2013) for the development of learner attitudinal types,
compliance monitor of learner performance, and strategic planning with pedagogical
techniques that leverage educational technology and technology education (Geteloma et al.,
2024b). Some demerits of a weak implementation of the attendance system will include
administrative discrepancies, unequal utilization of resources, loss of funding, lowered trust,
and compromised security (Islam et al., 2021). Attendance management in an academic
environment ensures strict regulatory practices, robust and flexibly reinforced adherence to
educational policies, and is highly correlated with learner engagement, outcome assimilation,
and learner educational achievements. On a teacher's part, attendance monitoring helps to
maintain workforce discipline, track productivity, and uphold/upscale regulatory protocols
(Aghaunor et al., 2026; Tahir et al., 2025).

The adoption of the IoT ecosystem in attendance tracking and monitoring further resonates
as a tool for the rebirth of outdated pedagogical practices, operational differentiation, and the
advent of modern procedural standards. Institutions explore IoTs as a transformative
platform with core fusion in smart learning, and its application in smart access points (Sruthy
et al., 2020). Its deployment in attendance tracking and monitoring yields a bold step towards
inclusivity for all learners (and teachers), and the consequent reachability cum availability of
teaching and learning practices everywhere and every time (Onoma, Agboi, Ugbotu, et al.,
2025). Internet of Educational Things (IoET) (Kaiser et al., 2024) proffers the convergence of
technology, pedagogy, and wireless sensor networks - equipping administrators with
intelligent, programmable sensors and software that eases data acquisition and exchange
(Atuduhor et al., 2024). This yields few complications with substantial cost savings, serving
as an extensive tool to actively manage teaching, and improve engaged learning (Ojugo,
Odiakaose, Emordi, Ako, et al., 2023; Omede et al., 2024). The emergence of the radio-
frequency identification (RFID) is a transformative shift for users (i.e. teachers and learners)
towards a high scalable, contactless attendance solution. The RFID has successfully leveraged
electromagnetic fields to automatically identify, verify, and track coded tags as attached to an
object or individual device. Thus, enabling a seamless attendance monitoring, and capture via
a near-feature capability without physical interaction of user devices (Geteloma et al., 2019).
This contactless mode eliminates risk of disease transmission and accelerates throughput by
processing numerous devices (users) in a shorter time as in Figure 2.

RFIDs as integrated onto cards, wearables, and badges - provides a frictionless, non-contact
user experience with the potential to greatly reduce fraud, device compromise, and human
errors (Sheikhtaheri & Sabermahani, 2022). Unlike its biometric counterpart, the RFID does
not explore a direct line-of-sight approach or physical engagement; Positioning it as best
suited for high-traffic scenarios with a disparate user population. Early explorations of RFID-
attendance simply aimed at the plausibility in replacing manual (roll-call and signature-
sheets) attendance with RFID systems as means to effectively manage attendance (Zhao &
Otteson, 2024). The earliest systems embedded the passive RFID-tags onto a student ID-card,
and interfaced the solution with Arduino-based readers - which aimed to demonstrate the
basic real-time data capture. The system was constrained by its limited read range and WSN-
latency from its generic database integration (Salunkhe et al., 2025). The next generation
leveraged earlier deployments as proof-of-concept resolving its consequent bottlenecks of
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data centralization and processing speed. Salunkhe et al. (2025) reflected on both the growing
landscape and expansive scope therein of the hybrid RFID-based IoT attendance management
in University education (Salunkhe et al., 2025). They stressed that the multi-user concurrency
and scalability has become a rising question of concern. Rahman et al. (2025) transitioned from
standalone to networked platform, utilizing WiFi to transmit attendance records to a nexus
central server. Their system marked significant improvements in throughput with over 60-
learners processed in 60secs (Rahman et al., 2025). However, the addition of extra units created
greater integration complexity; and thus, degraded system reliability that hinged on
institutional networks (Onoma, Ako, Anazia, et al., 2025; Onoma, Ako, Ojugo, et al., 2025).
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Figure 2. Schematics of the RFID-based Attendance Framework (Sheikhtaheri & Sabermahani, 2022)

Leaning on Rahman et al., ushered in newer frontiers with middleware to bridge RFIDs with
legacy management information systems (MIS) to enable real-time database synchronization.
While this was successful, it further increased system complexity that birthed new points of
failure, especially with fluctuating network quality (Hayati & Nugraha, 2023). In addition,
newer systems were utilized in high-density environments to facilitate numerous contactless
processing attendees, and eliminated the single point failures at the entry points. Its
framework explored event-driven programs that enabled real-time updates via cloud-support
for enhanced analytics like crowd-flow tracking. Again, these emergent solutions utilized
UHF, which were degraded by the rising cross-read rates in the simultaneous detection of
multiple tags. However, this resulted in data ambiguity (Huang et al., 2019), reduced
reliability of the system due to signal attenuation in crowded scenarios, and the demand for
complex error correction and filtering algorithms to preserve data integrity (Anwar & Uma,
2021). Despite its plethora of benefits therein, the RFID approach faces challenges that
includes tag collision, data privacy, and environmental interference - all of which must be
addressed to avoid degraded performance as well as improve system responsiveness. To curb
these, we advance a hybrid RFID-IoT ecosystems for improved responsiveness in optimizing
smart attendance systems for real-time, secure, and scalable record management.

After an in-depth review of the literature, we identified several knowledge gaps as persistent
challenges found across the hybrid RFID-IoT system. These include: (a) privacy concerns
related to the tracking and monitoring of an individual, (b) security threats that result in
vulnerability compromises due to unauthorized device access to resources, and (c) the lack of
standardized security protocols for cross-platform data exchanges. To address the challenges,
this study advances a hybrid RFID-enabled Geolocation Smart Campus Attendance for user
verification, security, and enhanced organizational efficiency. Its main contributions are as
follows:

1. The RFID framework was explored to operate on attendance tracking and management.
2. TheloT ensemble with predictive analysis that generates actionable insights to proactively

identify low-performing at-risk students
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3. Mobile application with interactive dashboard for improved user experience

This paper is organized into: Section 2 describes the preliminary feature extraction and
selection approaches with literature reviewed, materials and methods explored, and the
evaluation metric utilized in the study, and Section 3 concludes the main findings and
provides further development directions for further studies.

MATERIALS AND METHODS

Proposed Methodology

We explore the CRISP-DM methodology for the development, deployment and

implementation of the GeoSMAT attendance tracking and monitoring infrastructure. The

details are as follows:

1. Phase 1 - User Enrolment: Here, we modeled and built the foundational logic for user
(device) registration within the mobile app, and the corresponding backend server. This
included the creation of the database schemas, and deployment of the processes to bind a
user's (device) account to their specific RFID-based fob card, the consequent creation of
user PIN, and device UIDs (Akazue et al., 2024; Ukadike et al., 2023).

2. Phase 2 - Artifact Prototyping / Firmware Development: Here, the physical loT-based
attendance device was assembled using the ESP32 microcontroller, RFID-fobs and RFID-
reader, biometric sensor, and other components. The firmware will be written and flashed
to the device to handle the core authentication logic (card scans, PIN entry, biometric
capture) and establish secure communication with the backend (Aworonye et al., 2024;
Binitie et al., 2025; Senttirk & Terazi, 2023).

3. Phase 3 - Backend Logic for Processing: Here, we explore the cloud backend using
Supabase and Postgres software to create the enabling API endpoints and services as
required for deployment to process incoming attendance data resources in real-time. Next,
we performed the logic for computing/analyzing cumulative attendance percentages,
managing of session workflows, and validating device geolocation data (Finlow-bates,
2020; Geteloma et al., 2024a; Ojugo et al., 2026).

4. Phase 4 - Mobile App and Analytics Integration: Here, the focus is on the user-facing
mobile application. The UI/UX will be developed for both students and lecturers,
including the interactive dashboards and color-coded progress bars. The app will be
connected to the backend APISs to fetch and display live attendance data. This phase aims
to improve user experience (UX) via the interactive user interface (Ul) (Anthony-Akhutie
et al., 2025; Omosor et al., 2025).

5. Phase5 - Integration, Testing and Deploy: Here, we integrated all the various interacting
components, hardware, firmware, backend, and mobile app, into a cohesive ecosystem.
Next, rigorous end-to-end testing (adopting the alpha and beta testing modes) to ensure
reachability and availability of the system was explored and conducted. Furthermore, this
approach ensured that system functionality, security, data privacy and reliability was
strictly adhered to. Following successful testing, a pilot deployment will be carried out in
a controlled environment to gather user feedback for final refinements (Aghaunor, Agboi,
et al., 2025).

This methodology allows for focused development and testing at each stage, while reducing
risk as well as ensuring that the final integrated system meets all the specified requirements.
Furthermore, data for the various multifactor authentication approaches for the enhanced
attendance management to be captured automatically (and during signup via the mobile app)
included: (a) user-provided data includes user name, matriculation number (for students),
staff ID (for staff), email address, department, college, level, sex, age, etc., (b) enrolment cum
authentication data such as RFID UID, QR-PIN, and biometric (fingerprint), (c) transactional
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attendance data which are check-in records generated and logged for every successful/failed
log-in such as student/staff ID, course or session ID, timestamp with date and time, (d)
environmental verification data such as geolocation coordinates captured from the device’s
GPS/IP-based lookup at check-in, ensuring the user is in the authorized location. Lastly, a
secure transmission of records (data) is encrypted in transit using the MQTT over TLS. The
token is then stored in a central cloud database in real time, guaranteeing up-to-date and
tamper-resistant records.

The GeoSMAT Design

The system is designed to interact with users and its environment through a variety of input

and output channels across both its hardware and software components.

1. Hardware Design and Configuration: For the hardware design, we have as in Table 1
(Govea et al., 2024; Onoma, Ugbotu, Aghaunor, et al., 2025). The resulting artifact 3D
model is in Figure 3a, while the final rendering for the ensemble is in Figure 3b,
respectively.

Table 1. The Hardware Requirements

Components Specification Function Quantity
Microcontroller ESP32-WROOM-32 Core processing unit 1
RFID MFRC522 RFID card 1
Reader/Scanner authentication
Matrix Keypad 4x4 Membrane PIN code input 1
LCD Display SH1106 1.3-inch OLED User feedback interface 1
Power Supply 5V/2A DC Adapter Primary power source 1
Backup Battery 3.7V 2000mAh LiPo Power redundancy 1
Charge Controller TP4056 Battery management 1
Voltage Regulator LM2596 Power stabilization 1
PCB Custom Designed Component integration 1
Enclosure IP65 Weatherproof Environmental 1
protection
Jumper Wires Various Component connections 1 set
RFID Cards ISO/IEC 14443A User credentials 2

Figure 3a. An Assembly View of GeoSMAT Figure 3b. Final rendering of the GeoSMAT Unit

2. Software Design and Configuration: For the software tools explored, we have as in Table
2 (Govea et al., 2024; Onoma, Agboi, Ugbotu, et al., 2025). Moreso, the mobile application
was developed using React Native, a cross-platform framework that enables deployment
to both Android and iOS devices from a single codebase. To simplify development and
avoid the complexity of native build configuration, the Expo Managed Workflow was
adopted. Expo provides preconfigured native modules, seamless device testing (Ojugo &
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Otakore, 2018, 2020), and over-the-air (OTA) update support, which accelerated the
development process. The following core dependencies (from package.json) were used in
building the mobile application:

Table 2. The Software Requirements

Components Function

@supabase or JavaScript client for Supabase - handles user authentication (login and sign-up),

supabase-js retrieve course lists, register attendance logs, and sync user profile data with the cloud
database.

paho-mqtt supports MQTT protocol for real-time communication between the mobile app and

RFID-IoT unit via HiveMQ MQTT broker. Allows app to subscribe to topics (e.g.,
session_status) and receive alerts such as “session is active”

expo-location obtains device GPS-coordinates for attendance verification, ensuring the attendance is
only recorded when within authorized classroom radius.

react-native- provides visual displays of course schedules and attendance logs with improved

calendar accessible clarity

xIsx generates downloadable Excel (xlsx) reports on lecturers mobile device with

attendance summaries without requiring a laptop or backend report-generation service.

Experimental Framework and Working Structure
For a concise description as in Figure 3 - we detail the sequence diagram to support the

core processes for the RFID-based MFA-IoT attendance management system. Furthermore,

we have as follows:

a. User Enrolment: New users (either students or lecturers) initiate enrolment by entering
their personal details via the mobile application. They then register their RFID card, create
a unique 4-digit PIN using the device keypad, and complete biometric registration
through fingerprint scanning. Additionally, their mobile device ID is captured and bound
to their account. All this data is securely stored in the system’s database, completing the
enrolment process.

b. Lecturer Session Initiation: Lecturers begin a class session by authenticating themselves
through multifactor authentication (RFID + PIN + Biometric). Upon successful
verification, a list of their assigned courses is displayed. They select the appropriate course
to activate the attendance session, allowing student check-in to begin.

c. Student Check-In: Students check in for attendance during an active session using the
same multifactor authentication approach: RFID card scan, PIN entry, and biometric
verification. This ensures that only legitimate students enrolled in the course can mark
attendance.

d. Geolocation Verification: During each check-in, the device captures GPS coordinates
through an integrated geolocation module. These coordinates are cross-checked against
the predefined location of the lecture hall. If the location is valid (within an approved
radius), the check-in proceeds; otherwise, it is denied and flagged for review.

e. Attendance Logging: For each successful check-in, the system records the student’s ID,
course ID, timestamp, and device ID into the PostgreSQL database. These records
contribute to the cumulative attendance statistics for both students and lecturers.

f. Real-Time Feedback and Progress Tracking: The mobile app provides real-time updates
to users. Students can view their attendance percentages with visual indicators, green if >
70%, red if <70%. Lecturers can access a dashboard showing session logs and attendance
trends.

g. Session Termination: At the end of the lecture, the lecturer terminates the session through
either the IoT device or mobile app. This sets the session status to inactive and disallows
further check-ins, effectively closing the attendance record for that class.
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We then craft the secure middleware structure that interoperates the artifact and the
mobile application for the attendance system as in Figure 4a.

Student Mobile App IoT Hardware Backend System Database

1. Open Registration Form

2. Display Form

3. Enter Personal Details & Submit

4. Send Pefsonal Details

5. Scan RFID, Enter PIN, Scan Biometric

6. Send MFA Credentials

7. Store User Profile & Credentials

8. Return Success

@ ieananoenintsapiasicituiancesitenmennnesnad
9. Registratiop Success Message
iiintnranncnnsnonsnis s ninnnsntilabisestedtenusateaintnbesespinssinnad
10. Display "Registration Successful"
Student Mobile App IoT Hardware Backend System Database
Figure 4a. Sequence diagram for student account attendance
Lecturer Student IoT Hardware Backend System Database

1. Inftiate "Start Session"

2. Send Lecturer Auth Request (MFA)

3. Verify Lecturer Credentials

4. Credentials valid

5. Session Activated

cfsasssissssnsestnsasatestassnatntasstasassnassnsad
6. Digplay "Session Started" |

1@ [For Each Student]

7. Initiate Check-in (MFA & Geolocation)

8. Send Student Check-in Request

9. Validate Student & Log Attendance

10. Record Saved

- 11. Return "Check-in Successful"
12. Display Success Message |
13. Initiate “"End Session"
14. Send End Session Request
15. Session Ended
PSSttt o=ttt
16. Oisplay "Session Ended"”
Lecturer Student IoT Hardware Backend System Database

Figure 4b. Sequence diagram for student check-ins
RESULTS AND DISCUSSION

Throughput Performance

The throughput metric seeks to assess an overall system performance based on its
authentication cum verification accuracy, user login speed, and its consistency in legitimate
user validation, whilst also rejecting login access attempts by unauthorized users. A total of
eight (8) trials was used to observe how authentication (i.e. RFID, PIN, token-OTP, and
biometric) contributes to performance and how quickly each cycle is completed with success
rate, and average response time as in Table 3.
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Table 3. Performance Evaluation

Trial No. User Type Input Factors Auth Result Time inRemarks
Secs

1 Legitimate UserValid RFID, PIN, Token,Success 3.2 All factors correct

Biometric
2 Legitimate UserValid RFID, wrong PIN Failure 21 Blocked at PIN stage
3 Intruder Cloned RFID Failure 1.5 RFID not registered
4 Legitimate UserValid RFID, PIN, expiredFailure 29 Token expired

token
5 Legitimate UserAll correct factors Success 3.0 Smooth flow
6 Legitimate UserBiometric mismatch Failure 3.1 Blocked at final stage
7 Legitimate UserAll correct Success 3.4 Slight biometric delay
8 Intruder Token replay attempt Failure 2.5 Rejected by OAuth

contract

Results as in Table 2 show that the system successfully validated all legitimate users with
correct credentials while blocking unauthorized attempts at every stage. 3-out-of-8 trials were
recorded as successful; while, 5-trials were denied due to spoofing, shoulder surf attacks,
incorrect inputs, and expired tokens. The average time for successful authenticated login was
3.2secs - to showcase its realtime capability, and confirms the false acceptance rate (FAR) and
false rejection rate (FRR) of 0% as properly configured sessions. This affirms the system’s high
authentication accuracy (Ugbotu et al., 2025), its resistance to user misuse, and its operational
efficiency, making it suitable for secure access deployment.

System Reliability

Here, we seek to assess the system’s robustness and flexibility via reliability tests to assess the
system’s behavior under repeated login attempts at various time intervals, and from disparate
user inputs. It attempts to assess how reliably the system authenticates without failure, lag, or
inconsistency across multiple sessions (Aghaunor, Omede, et al., 2025). Table 4 displays
repeated successful authentication attempts over several trials for registered users across
multiple sessions without failure.

Table 3. System Reliability Performance Evaluation

Trials User Type Authentication Attempted Time (s) Result Remarks

1 Registered UserRFID — PIN — Token — Biometric 3.1 Success Smooth and consistent

2 Registered UserR.FID - PIN — Token (delayed) —35 Success Token expiration
Biometric handled

3 Registered UserRFID - PIN = Token — B10metr1c3‘7 Success Slight biometric delay
(low light)

4 Registered UserRFID — PIN — Token — Biometric 3.0 Success Fast response

5 Registered UserRFID — PIN — Token — Biometric 3.2 Success Consistent performance

6 Registered UserRFID — PIN — Token — Biometric 3.3 Success No delay observed

Result yields consistent feedback from the server at an averaged 3.7secs to imply minimal
latency/ delay witnessed under various conditions (Fereidooni et al., 2023), etc. Each trial was
found to successfully complete the user authentication cycle (even with faults) to affirm the
system's high reliability and responsiveness as deployed in a secured access environ where
uptime and dependability are critical and crucial (Roy et al., 2025). Its exceptional reliability
for a 30-days test-period yielded an uptime of 0.997 with no errors and latency for remote
management capabilities. Furthermore, its extended operation time enhances its suitability
for critical security applications and demonstrates its ability to recover from various faults.
With a 1.000 recovery rate on an average recovery time of 4.2seconds yields the effectiveness
of the proposed system’s offline fallback mechanisms implemented in the ESP32 firmware.
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This resilience ensures that the authentication system remains functional even in
environments with unstable network connectivity (Bamashmos et al., 2024; Yoro et al., 2025).

CONCLUSION

The system fuses layers of PIN, RFID, OTP, and biometric authentication as managed via an
Auth’s contracts. This hybrid RFID-IoT attendance supported by the mobile app, has
demonstrated its functionality in a realtime setting. With key components that include: (a) the
ESP32 interfaced with the RFID readers, biometric sensors, and OLED, (b) Auth_Server with
contracts for credential(s) validation, to ensure events/records logs, and decentralized access
management, and (c) mobile app for biometric verification and access management. The
system was evaluated for authentication accuracy, latency, resistance to spoofing and
tampering attacks, and overall operational efficiency. The results demonstrated significant
improvements in security, transparency, and auditability compared to traditional centralized
access control mechanisms. The study portends a breakthrough in attendance management
with distributed access points, particularly in environments where data privacy and
unauthorized access pose critical risks. The decentralized structure addresses key limitations
such as single-point failure and credential vulnerabilities. The system not only improves
access control but also ensures forensic traceability of every authentication attempt, making it
a viable solution for institutions with high-security needs.
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