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Abstract 

The rapid rise in adoption for embedded systems to ease automatic systems deployment to advance data 

process platforms across businesses has continued to spurn various security challenges. Transition from 

key to a fusion with embedded units will continue to raise concerns. The proliferation of automated door 

access control lends itself to a centralized, wireless sensor network that is poised as a target of varying 

threats. Thus, it explores user factor authentication with demerits that include data corruption, creden-

tials thefts, mishandling, misinformation, coordinated and subterfuge threats cum attacks, etc, compro-

mising its reliance on a single point of access via the single point failure technique. This study uses a 

quasi-experimental framework to unveil challenges for door access management. Its security is en-

hanced via the blockchain-multifactor authentication scheme. Data was collected from five (5) experts 

at varying manufacturing industries in Nigeria with the ploy to help safeguard business resources. 

These, were chosen using the stratified sampling approach to explore and assess the proposed pilot 

scheme. The instrument was validated with a 0.05 level of significance. The blockchain-MFA scheme is 

a frontier domain to secure the management of physical access point from unauthorized users. Its de-

centralized structure with immutable records access helps to address key limitations in conventional 

access security such as single-point failures and records vulnerabilities. The fusion of MFA (PIN + 

RFID + Biometrics) with blockchain approach has advanced the field of IoT-security, provisioning a 

system that both improves access control, and ensures forensic traceability of all authentication attempt; 

Making it a viable solution for institutions with high-security needs. Our result shows that the pilot 

system security can be enhanced for improved security, transparency, and auditability that dissuades 

single-point failures, threats, and credential/records vulnerabilities. 

 
Keywords: Blockchain, identity access management; multifactor authentication, Door Access,  
 
 
INTRODUCTION 
Increased demand for convenient, safe, and secure access to residential cum commercial in-
frastructure has continued to drive the consequent adoption and integration of cyber-con-
nected systems with the adaptation of embedded systems in the form of Internet of Things 
(IoT) (Tahir et al., 2025). And in turn, necessitates a more robust, security-conscious environ-
ment as more user devices become networked. Users today have moved from the key-based 
to radio-frequency identification (RFID) door access systems (Eboka et al., 2025). However, 
the rising trends in adversarial attacks have rendered such systems increasingly vulnerable, 
ushering threats such as key duplication, theft, loss, and spoofing (Obruche et al., 2024). This 
adoption has changed the security landscape for door access management. This utilization of 
IoTs is necessitated by its open-source nature, via-a-vis their ease of adaptability, portability, 
and user-friendliness, which has continued to advance them as an ideal/better choice for pro-
moting cyber-physical, intelligent systems. Their integration with ESP microcontrollers is 
found to be effective in managing data encryption functions in data exchange cum transmis-
sion (Stolojescu-Crisan et al., 2021). Furthermore, the inherent versatility therein of IoTs, 
alongside its capability to grant developers cum researcher an improved platform for robust 
designs that enable deployment of a cost-effective, secure, and scalable approach for next-
generation, cyber-enhanced security solutions (Kakarlapudi & Mahmoud, 2021; Onoma, Ako, 
et al., 2025). 
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The adoption of IoTs by businesses today helps to further advance user inclusivity on tailored 
solutions and platforms; And in turn, ease the solution’s reachability cum availability as tar-
geted goods and services for consumers (Okofu et al., 2024). Thus, the rapid proliferation of 
threats has led businesses to increase their adoption of authentication modes/schemes that 
are today poised to help identify/verify a user device. For real-time monitoring of exchange 
amongst interacting devices, enhancing management capabilities, and enabling encrypted ex-
changes that mitigate attack risks (Yoro et al., 2025), businesses must be equipped with plat-
forms and solutions that validate exchanges through user authentication. This feat is also ad-
vanced by the post-COVID era, which has witnessed a rapid rise in remote data processing. 
Remote management capability grants businesses the ability to securely oversee IoT utiliza-
tion for every scenario (Aghaunor et al., 2025). Advances to secure data transfer have birthed 
authentication via the utilization of factoids across platforms with a variety of settings. To 
address organizational needs for security and data integrity, users must urgently confront 
several critical issues with sensitive data access with schemes that: (a) ensure interoperability 
across platforms explored for exchange, (b) maintain data confidentiality and privacy, and (c) 
secure user devices, systems, and other accompanying resources. To prevent unauthorized 
access to sensitive resources, device manufacturers typically implement methods and pro-
grams that authenticate designated users prior to enabling the requisite access permission and 
rights to these devices (Binitie et al., 2025, 2026). 
 
Authentication thus seeks to effectively identify a user over a platform – validating their iden-
tity via submitted user data. While the submitted user data (factoid or factor) confirms the 
authenticity of a user as either genuine/authorized or malicious/unauthorized, these factoids 
are traditionally grouped into knowledge, ownership, and biometric factors (Binitie et al., 
2025). Rapid advances in technology today have ushered in a variety of means to verify a 
user’s identity, and the primary goal of user authentication is to protect data, sensitive net-
work applications, and resources from unauthorized (compromised device) access as well as 
against varied forms of coordinated online/offline exploits (Aghware et al., 2024; Kanagamal-
liga et al., 2025). Through community-driven security practices, IoT-systems adapt these new 
frontiers as tools and techniques to efficiently tackle emerging threats/exploits as well as safe-
guard against user device compromises cum unauthorized access. In commercial door access 
systems, the management of sensitive (user) credentials is crucial and critical. The unauthor-
ized access of such resources can significantly degrade administration and system perfor-
mance. Thus, heightened security is quite imperative for effective task coordination, control 
of sensitive records (Akazue et al., 2023, 2024), safeguard of user credentials against data cor-
ruption via tampering (Oladele et al., 2024; Omede et al., 2024), theft, or mishandling, and the 
efficient exchange of records among authorized personnel.  
 
To address the inherent challenges, this study advances questions that will propagate the need 
(where necessary) for user authentication via a multifactor strategy, vis-à-vis enhancing the 
security of the system using blockchain technology for the manufacturing industry. The main 
contributions are summarized as follows: (a) a secure, remote processing environment via the 
consequent adoption of IoT using its do-it-yourself (DIY) approach, (b) increased support for 
operational productivity that dissuades unauthorized user access to data and other resources, 
and (c) a comprehensive performance and security assessment demonstrating the capability 
of the existing door access system to enhance data (user credentials) confidentiality, access 
integrity, and regulatory compliance readiness. 
 
Multifactor Authentication Approach: A Review 
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User access to door management and control using the key-based approach cum scheme al-
lows for a physical (on-site, in-person) authentication. It is often required that the user comply 
with a variety of protocols involving the use of the physical key to unlock the door therein. 
The correctness of the challenge-and-response protocol validates a user, and access rights cum 
permission are granted (Arachchige et al., 2024). However, the problem with loss of key, 
placement forgetfulness, and damage of physical key – consequently, led to the adoption of 
IoT-based door access management and control that explores the option of wireless sensor 
networks (WSN). This mode often explores an approach for which a user is verified and vali-
dated through a series of challenge-and-response feedback between the interacting user de-
vice and the system (Ratazzi et al., 2014). However, an adversary can readily impersonate a 
legitimate user by presenting the correct credentials. This necessitated the exploration of au-
thentication schemes – as a central nexus to enhance network security, data privacy, and con-
fidentiality; While provisioning credential audit trails, user access traceability, improved man-
ageability, and authorization control for data resources (Ejeh et al., 2026). 
 
Authentication over remote processing cum management can explore a variety of forms, 
namely single-factor, two-factor, and multifactor approaches (Aparecido Cardoso et al., 2019). 
It is noteworthy that the Single-Factor Authentication (SFA) prioritized simplicity and user-
friendliness via its reliance on a single-factor/level authentication. Many of such systems are 
vulnerable to guessing attacks, shoulder surfing, dictionary attacks, and rainbow-table attacks 
(Nur et al., 2025), etc. In addition, the non-adherence with the minimum requirements in com-
plexity for the creation/utilization of the factoids as well as the frequent exchange of factoids, 
was found to further compromise user accounts and degrade overall system performance. 
Recognizing these shortcomings ushered in the Two-Factor Authentication (2FA). It combines 
a layer of factoid over another, creating two levels as added security to effectively authenticate 
a user. Inherent inadequacies of this approach – birthed the multifactor scheme; Which often 
fuses the three (3) factors of knowledge, ownership, and biometrics to result in a creden-
tial/profile that helps establish a legitimate connection between a legitimate user and a re-
source pool (Alamleh et al., 2023). The knowledge factor represents something the user knows, 
such as a password or a personal identification number, etc. The ownership factor represents 
something the user has, such as a smartcard, tokens, etc; while the biometrics factor represents 
something that the user is, such as biometric gaits, and/or behavioral patterns (Geteloma et 
al., 2025). 
 
Many platforms today utilize multifactor authentication (MFA) schemes, especially with their 
fusion of biometrics, due to their stronger resistance against various forms of exploits. The 
adopting system often allows user enrolment of factors via scanning of user gaits onto a tem-
plate to enable its consequent matching (Aparecido Cardoso et al., 2019). The user's gait is 
scanned and stored to create a template used for rapid retrieval. The systems then match the 
scanned data against the stored templates, ensuring that only authorized users gain access to 
the door system. This efficient process improves verification as well as mitigates vulnerabili-
ties associated with lost access methods (Jairam et al., 2022). Despite the plethora of benefits 
proffered by factor authentication, challenges persist that can be addressed through emerging 
technologies, such as blockchain. Businesses today still utilize embedded units to manage re-
sources across such door access distributed systems. Their reliance on centralized resources 
to ease access, it creates a security risk and potential breaches. While authentication does en-
hance security, blockchain adds an extra protection layer for data resources (Aghaunor et al., 
2026). 
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The Blockchain Solution 
Distributed systems, by design, are poised to collect, process, and store records that IoT units 
may access (Nartey et al., 2021). These rely on connected resources to ease access, which in 
turn creates security risks cum potential attacks. The inherent features of the blockchain model 
include immutability, which prevents the unauthorized alteration cum tamper of records. 
Adoption of the blockchain scheme improves user trust, enhances security, and facilitates the 
exchange of sensitive resources as it offers transparency, improved authentication, consensus 
records verification, and unique data-sharing capabilities (Sheng et al., 2023). Blockchain has 
proven effective in addressing numerous access management challenges while providing op-
portunities that help with its effective fusion of emerging techs (Malik et al., 2024). To facilitate 
the successful deployment of blockchain applications, we must address issues of interopera-
bility and standardization (Northrop, 2025). The blockchain yields a tamper-proof, distributed 
database that is maintained and validated across a network of connected nodes. Thus, it effi-
ciently addresses the inherent challenges in conventional databases via timestamped nodes to 
prevent tampering and corruption (Allam et al., 2024). The blockchain is explored in various 
forms: (a) permissioned, (b) permissionless, (c) consortium, and (d) hybrid. Each blockchain 
form has its specific application domain, its corresponding benefits, and set of drawbacks that 
can either advance or restrict its usage (Brizimor et al., 2024; Malasowe et al., 2024; Obasuyi et 
al., 2024; Olaniyi et al., 2023). 
 
Its inherent features, such as immutability, prevent unauthorized alteration of records and 
data. Adopting blockchain technology can improve user trust, enhance security, and facilitate 
the exchange of sensitive records (Deon & Best, 2025). Blockchain apps today offer transpar-
ency, improved authentication, consensus verification, and unique record-sharing capabili-
ties. Blockchain has proven effective in addressing numerous information management chal-
lenges while providing opportunities to integrate with emerging technologies. To facilitate 
the successful development of blockchain applications, it is imperative that we also address 
the issues of interoperability and standardization. Blockchain mechanisms have recently been 
explored to support cross-provider trust negotiation and auditability. However, such plat-
forms continue to face scalability and latency challenges in highly dynamic cloud environ-
ments, alongside persistent concerns regarding policy enforcement consistency and trust or-
chestration (Salam et al., 2024). 
 
Study Gaps and Motivation 
Various frameworks have been proposed to enhance data privacy and resource security in 
blockchain-based MFA solutions; however, many of these applications have also been found 
to have shortcomings when deployed, especially in door access management infrastructures 
with multiple vendors (Wu et al., 2024). Rehman et al. (Rehman, 2024) investigated decentral-
ized authentication for the federated blockchain. It showed greater scalability demands and 
eliminated centralized trust in door access control. Rivera et al. (Jose Diaz Rivera et al., 2024) 
explored blockchain encryption to strengthen data confidentiality. While it improved security, 
it also substantially incurred greater computational overhead, higher operational costs, and 
user throughput latency, as factors that impeded its practical implementation cum deploy-
ment. Omosor et al. (Omosor et al., 2025) examined anonymization over a blockchain-MFA 
door access, which reported stronger resistance to re-identification attacks; however, the 
scheme birthed notable trade-offs that rely on tedious-to-audit security solutions that seek to 
reinforce the need for a more unified, interoperable system (Aleisa et al., 2025). 

Thus, this study is motivated by the following crucial research questions, namely:  
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1. There is still a lack of an end-to-end security architecture that simultaneously and coher-
ently addresses privacy preservation, trust management, and access control across the 
door access management and control infrastructure. Existing solutions focused on isolated 
components, which raises interoperability concerns and exposes cross-domain data ex-
changes to additional risks (Cena, 2024). 

2. Second, cryptographic techniques continue to suffer from a persistent trade-off between 
efficiency and security. While some approaches provide enhanced confidentiality, they 
also birth significant execution overhead and operational costs that impede realtime ap-
plicability (Brijwani et al., 2024). Achieving the balance in enhanced security, improved 
usability, and computational efficiency remains a challenge. 

3. Third, the trust feature for the door access control and management mechanisms remains 
insufficient. Trust for such a scenario must be continuously monitored and updated to 
reflect compliance status, service reliability, and systemic behavioral risk. The existing sys-
tem relies on centralized trust, which degrades scalability, with increased throughput de-
lay and infrastructure latency with practical deployment (Addae et al., 2024; Bamashmos 
et al., 2024). 

4. Fourth, existing solutions are largely vendor-centric and insufficiently interoperable 
across the heterogeneous IoT (Almadani et al., 2023). And exposes the ecosystem to greater 
vulnerability and risk of emerging threats such as weaker authentication, data/resources 
theft, corruption and tampering, ineffective data encryption, etc (Sinha, 2024).  

 
These collectively motivate the need for an adaptive and interoperable security framework 
tailored specifically for modern door access management and control systems, leveraging the 
IoT ecosystems. 
 
MATERIALS AND METHODS 
The study employs a quasi-experimental design that fuses the qualitative and quantitative 
schemes. The qualitative approach focuses on the deployment of a questionnaire derived via 
literature synthesis and expert consultation, whilst the quantitative scheme involves assess-
ment of research questions of selected MFA, blockchain, and emerging trends across the IoT 
ecosystem in lieu of the door access management and control environment. Feedback was 
retrieved from both experts and participants using the current system via a questionnaire for 
the construction of the proposed system as in Figure 1. 
 
The system implements a blockchain-based multifactor authentication strategy for the door 
access management and control system (Anthony-Akhutie et al., 2025). Thus, by definition 
and implementation, its security orchestration enforces the blockchain access policies with 
support for user/device verification via its business logic and smart contracts (Osilonya et al., 
2026). To mitigate insider threats, external breaches, and unauthorized access attempts – the 
existing system advances a tightly coupled framework (see Figure 1) that enables a fine-
grained, real-time authentication and adaptive authorization on the blockchain-based door 
access management and control system: (a) Door Access Control, (b) Authentication Model 
with Identity Access Management (OAuth 2.0), and (c) Blockchain Architecture (Geteloma et 
al., 2024; Okeke & Omojola, 2025). 
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Figure 1. Blockchain-based MFA Workflow for Door Access Management and Control 

 
Users are validated on the blockchain via its trust management policies that explore a hybrid 
cryptographic scheme using AES-256 for bulk encryption and RSA-2048/ECC for asymmetric 
key exchange. Furthermore, its distributed trust is propagated via an Ethereum Blockchain to 
enhance auditability and accountability via its smart contracts. Authentication events, access 
requests, and computation activities are immutably recorded to strengthen traceability and 
non-repudiation (Halder et al., 2024; Ugbotu, Ako, et al., 2025). Together, these components 
provide continuous verification and dynamic policy enforcement across distributed cloud en-
vironments. 
 
RESULTS AND DISCUSSION 
Results 
Table 1 yields the resulting questionnaire used to gather information from the experts, is an-
alyzed thus: 
 
Table 1. Expert’s Response from Questionnaire for the Blockchain-MFA solution 

Q Framework Expert’s Response 

1 2 3 4 5 

1 Does your organization utilize the most current and cutting-edge Multifactor 
Authentication Architecture? 

Yes No No Yes No 

2 Are regulatory compliance requirements (like HIPAA, GDPR, ISO/SAE 21434, 
or IEC 62443) a significant factor influencing your authentication architecture 
decisions? 

Yes Yes No Yes Yes 

3 Do you believe that seamless user experience (biometric authentication and sin-
gle sign-on) significantly improve end-user adoption of MFA systems? 

Yes Yes Yes Yes Yes 

4 Do you have challenges with MFA implementation due to BYOD policies, leg-
acy system compatibility, or network connectivity limitations in manufacturing 
environments? 

Yes Yes No Yes No 

5 Would security measures like honeypots, behavioural analysis, and threat in-
telligence integration significantly enhance your organization's authentication 
security posture? 

Yes Yes Yes No Yes 

6 Do you use progressive onboarding (gradually introducing authentication fac-
tors over time) and risk-based adaptive authentication to minimize user re-
sistance to the adoption of MFA-based solutions? 

No Yes No No Yes 

7 Is clear communication (explaining why additional verification is required), 
real-time feedback, and accessibility support essential for designing a user-
friendly MFA interface? 

Yes Yes Yes Yes Yes 

8 Are phishing attacks, session hijack, credential stuffing, and insider threats 
among the most significant security risks your organization faces with the cur-
rent MFA implementations? 

Yes Yes Yes Yes Yes 

9 Does your organization wish to explore alternatives such as Zero-Trust, en-
hanced homographic schemes, differential encryption, LRaft, etc 

Yes Yes Yes Yes Yes 
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The following explanations were reached owing from the Questionnaire: 
1. Q1, Q2, and Q4 seeks to establish the current state of MFA implementations, regulatory 

constraints, and technical challenges – as baseline against which the proposed blockchain-
based adaptive MFA solution is positioned. The 80% agreement on hybrid MFA usage 
and implementation challenges validates the need for an enhanced, decentralized ap-
proach. 

2. Q3, Q6, and Q7 seek to assess the factors that influence user adoption of the automated 
door access management and control. The unanimous agreement (100%) on Q3 and Q7 
confirms that seamless user experience and clear UI/UX design are critical for adoption. 
The lower agreement on Q6 (40%) reveals that progressive onboarding is underutilized, 
representing an opportunity for the proposed solution to differentiate itself through adap-
tive, user-friendly authentication workflows. 

3. Q4 directly addresses implementation requirements by identifying real-world challenges 
(BYOD policies, legacy compatibility, network limitations) that the solution must over-
come. The 80% agreement confirms these are widespread concerns requiring architectural 
solutions such as offline authentication support, API integration layers, and flexible de-
ployment models. 

4. Q5 and Q8 seeks to identify the attack/threat landscape (phishing, session hijacking, cre-
dential stuffing, insider threats) and security enhancement opportunities (honeypots, be-
havioural analysis, threat intelligence). The 100% agreement on Q8 confirms that the zero-
trust architecture and continuous validation mechanisms are essential security require-
ments. The 80% agreement on Q5 demonstrates expert recognition that advanced security 
measures are necessary. 

5. Q9 directly addresses the various implementation concerns as in the study vis-a-vis iden-
tifies real-world challenges (DIY policies, interoperability, legacy compatibility, network 
limitations) that the solution must overcome. The 90% agreement confirms it as wide-
spread concerns requiring architectural solutions such as offline authentication support, 
flexible deployment models, and API integration layers. The experts noted that the imple-
mentation of a zero-trust model/policy on the resultant blockchain-based MFA solution 
for the door access management and control will address inherent challenges herein ex-
perienced. 

 
DISCUSSION 

Key Findings from Expert Responses 
1. Strong Consensus on Critical Factors (100% Agreement): ll five experts unanimously 

agreed that seamless user experience significantly improves adoption (Q3), proper UI/UX 
design principles are essential (Q7), and phishing/session hijacking/credential stuffing 
represent significant threats (Q8). This unanimous consensus validates the study’s focus 
on adaptive MFA with user-friendly interfaces and comprehensive security measures ad-
dressing identified threat vectors. This agrees with Onoma et al. (2025) that the credential 
spoofing for data access can easily be detected via the utilization of enhanced voice dy-
namic warping scheme to track dynamic voice decibels (Onoma, Agboi, et al., 2025) as 
well as help to effectively track socially-engineered threats and coordinated subterfuge 
attacks as agreed by (Agboi et al., 2025; Ugbotu, Emordi, et al., 2025). 

2. High Agreement on Implementation Context (80%): Four out of five experts confirmed 
that their organizations use hybrid MFA (Q1), face regulatory compliance pressures (Q2), 
encounter implementation challenges with BYOD/legacy systems (Q4), and would bene-
fit from advanced security measures (Q5). This strong majority validates the practical rel-
evance of the proposed solution's features: permissioned blockchain for compliance, API 
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integration for legacy systems, and zero-trust architecture with advanced threat detection. 
The utilization of cross-border regulations even with the implementation of HIPAA and 
GDPR as agreed by Oladele et al. (2024) and Omede et al. (2024) was leveraged as provi-
sioning the legal framework and backdrop for permissioned blockchain compliance 
(Oladele et al., 2024; Omede et al., 2024).  

3. Gap Identification - Progressive Onboarding (40% Current Usage): Only two experts 
reported using progressive onboarding and risk-based adaptive authentication (Q6), de-
spite unanimous agreement that seamless UX improves adoption (Q3). This gap reveals 
an opportunity: organizations recognize the importance of user experience but have not 
yet implemented adaptive authentication mechanisms. The proposed blockchain-based 
adaptive MFA system directly addresses this gap by dynamically adjusting authentication 
requirements based on risk context, device trust level, and user behaviour patterns. Thus, 
the need for the fusion of the zero-trust approach over the blockchain model with multi-
cum-hybrid cloud-integration for improved device level trust with policies that help users 
adjust to next-level authentication and transaction validation as agreed by Aghaunor et al. 
(2026). 

 
CONCLUSIONS 
This study advances several notable theoretical and technical contributions as thus: (a) a uni-
fied blockchain-MFA solution that enhances security with zero-trust model, (b) advances an 
AI-driven threat detection, enabling improved anomaly detection and reducing insider-threat 
response latency, (c) an enhanced privacy-preserving computation pipeline for secure multi-
party computation and homomorphic encryption achieving data-resources utility retention; 
and (d) a blockchain-enabled identity management mechanism that leverages smart contracts 
to support authentication and demonstrates the practical viability of decentralized identity 
within adaptive federated environments. In terms of cryptographic performance, the pro-
posed homomorphic encryption pipeline demonstrates an average operation time of approx-
imately 450ms per operation under the evaluated configuration. This performance is sup-
ported by: (a) differential privacy configured at 𝜀 = 0.1 with 99.2% utility retention, and (b) 
a 34% processing speed improvement compared with conventional differential privacy im-
plementations. 
 
The study demonstrated significant improvements in security, and auditability compared to 
traditional centralized access control mechanisms. The implementation of blockchain-based 
multifactor authentication represents a breakthrough in securing physical access points, par-
ticularly in environments where data protection and unauthorized access pose critical risks. 
The decentralized structure and immutable records provided by blockchain address key lim-
itations in conventional access systems, including single-point failures and credential vulner-
abilities. This research has successfully demonstrated a working prototype of a 3-factor au-
thentication system – integrating the knowledge (PIN), possession (RFID), and inherence (bi-
ometrics) as secured by the blockchain architecture with zero-trust-fused IoT ecosystem. The 
system not only improves access control but also ensures forensic traceability of every authen-
tication attempt, making it a viable solution for institutions with high-security needs. 
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