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Abstract— The cryptocurrency wallet security has been among the hot issues concerning its adoption. It hinders most users and 

government from adopting crypto-market. There are several security issues reported by the study such as scams, hacks, and theft in digital 
coins particularly cryptocurrency. This study has deployed literature review techniques to bring awareness on the frequently used 
vulnerabilities and to suggest the way to mitigate and prevent such vulnerabilities. Numerous methodologies suggested by prior-literatures 
has been used to mitigate, detect, and prevent any security threats towards crypto-wallet. The study has found that the cryptocurrency 
wallet is subjected to several attacks which are born by the general internet protocols loopholes, those attacks born by the presence of 
security vulnerabilities awareness, and those attacks resulted from the nature of blockchain systems. Several users have been victimized 
by the scammers, hackers, and fake investment schemes due to lack of knowledge base concerning security vulnerabilities. This study 
recommends the usage of several security policies to combat those vulnerabilities which include usage of Insurance policies, Security 
scans policies, and deployment of AI systems to mitigate any security vulnerabilities. 
 

Keywords— Cryptocurrency Wallet, Security Vulnerabilities, Double Spending, Detection and Prevention Techniques..   

——————————      —————————— 

1 INTRODUCTION 

his security issues have been the main concerns in 
all networked computers. The users are needed to 
lock all doors and windows to secure the system 

against any security vulnerabilities meanwhile the 
attackers are always looking for one loop hole to attack. 
Several attacks have been reported recently in various 
professional fields such as healthcare systems (Silvestri, 
2023), Internet of Things (IoT) (Lone, Mustajab, & Alam, 
2023, Ahmad, et al, 2019), cloud computing (Alam, 
Shahid & Mustajab, 2024), social media (Parthiban, 
Rajeswari,  Ravichandran, 2024 and Raheed, et al, 2024), 
e-commerce (Albshaier, Almarri, Hafizur 2024), big data 
(Darwish, 2024 and Alhazmi, 2022), blockchain 
technology (Albshaier, Almarri, Hafizur 2024), and in 
cryptocurrency (Rai, Dubey, 2024). The attackers are 
taking advantages of security loop holes/vulnerabilities 
that may arise from time to time. The internet defense 
mechanism has been detecting new security 
vulnerabilities known as Common Cybersecurity 
Vulnerabilities (CVE) everyday (Mitre, 2024). According 
to  SecurityScorecard (2024) there was increase in CVE 
by more than 4000 issues from 48,196-CVE in December 
2022 to 52286-CVE in December 2023. Attackers are 
deploying these CVE to scams potential victims, for 
example in 2020 they have scammed crypto-markets 
customers and earned millions of U.S Dollars (Bartoletti 
et al, 2021). The purpose of this study is to explore the 
security issues concerned in cryptocurrency wallets that 
might be used by the fraudsters to scam the crypto-
market.  
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The network usage stakeholders are required to be 
aware of these security vulnerabilities so as to bridge the 
gap between the attackers and security counter 
measures. This study has researched all possible 
cryptocurrency wallet`s security vulnerabilities so as to 
bring awareness to stakeholders in order to minimize its 
impacts.  

Most victims of cybersecurity are aware of the presence 
of such vulnerability but they fail to take adequate 
precautions (Bartoletti et al, 2021). This is because they 
have been assuming that all doors are closed for any 
security threats but they end up being scammed. This 
study is helpful as it covers the content using latest 
literature of which the latest vulnerabilities has been 
cited in those literature and hence it includes wide range 
of security vulnerabilities that has ever been covered by 
any single article. The study has explored types of 
cryptocurrency wallet`s attacks and their respective 
counter measures to prevent such attacks.  

The rest of this study is distributed as follows, Section-2, 
describes the methodology used to select the literature to 
be used in this study, Section-3 outlines the background 
of cryptocurrency vulnerabilities that deemed necessary 
to cover all related security concerns in cryptocurrency 
wallet, Section-4 discuss the findings and suggest the 
best approach to be deployed in order to prevent any 
vulnerabilities found in cryptocurrency wallet, and 
finally the conclusion and recommendation are provided 
in section 5 of this manuscript. 

2. LITERATURE REVIEW 

This study explores the latest security vulnerabilities on 
cryptocurrency wallets. Numerous sources were used to 
extract information concerning the wallet security. These 
literatures have been used to answer two research 

questions as follows: Question-1: What are the 

categories of security vulnerabilities for wallet of  

cryptocurrency?

T 
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Question-2:  How to prevent those security 

vulnerabilities against crypto-wallet scams and 

hackers? 

The study has adopted the systematic literature review 
which has been published within 6 years from 2018 to 
2024. Those publication years were selected because 
currently emerged security issues and vulnerabilities are 
the ones used by the scammers and attackers. Those 
contents found in the sources published before 2018 
were thoroughly searched in all sources for replacement 
above 2017. Apart from contents reported from 
literatures, other sources such as security vulnerability 
databases were scrutinized to make sure the search 
results have covered any recently reported security 
incidents. The search procedure was performed in three 
steps: 

Step-1:  The search was performed using keywords found 

in the abstracts of a particular study. 

Step-2:  The abstract of those articles was thoroughly read 

to find out if it covers a lot concerning the wallet 

security. 

Step-3:  Those passed articles were downloaded and the 

researchers have read the full articles from abstract 

to references.  

2.1 SEARCH RESULTS FROM DATA SOURCES. 

The online data sources deployed in this study 
comprises of IEEE Xplore, ACM Digital Library, 
Springer Link library, Elsevier, and Google Schoolar. The 
table-1: below shows the summary of the search results 
articles used in this study. Several combinations of 
keywords were used for searching purpose from all 
sources. Google scholar was used as pilot search engine 
because all other sources can easily pop-ups in google 
scholar. This was followed by IEEE Xplore and Springer 
Library because most books concerning special security 
issues were easily found in those sources. In case the 
combinations resulted in no matched article or the 
search resulted found too old publications (before 2018) 
the search expanded to ACM and Elsevier libraries. The 
search procedures were divided into four categories: 
Cat1 (Google Schoolar), Cat2 (IEEE Xplore), Cat3 
(Springer), Cat4 (ACM and Elsevier). The keywords 
used are divided into three subcategories namely:  
Categ1: Cryptocurrency security vulnerabilities, security 

threats, Crypto-wallet security, double spending 

vulnerability, cybersecurity, and cryptocurrency 

wallets.  

Categ2: Internet scams, cryptocurrency attack, cybercrime 

```````````attack.  

Categ3: Defense mechanism against cybercrime, 

cybersecurity detection and prevention, security 

challenges, cybercrime, and cryptocurrency attack. 

All graphics will appear in print as black and white, but 
coloured equivalent might appear in online version. 
Ensure all graphics will shows correctly when printed in 
grayscale. 
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2.2 SEARCH RESULTS AND FILTERING 

TECHNIQUES 

The filtering techniques applied in three steps to 
remove some articles from this study as follows: 
Step-1:  The search was performed using keywords 

found in the abstracts of a particular study. In this 
category the study has found 2333 articles. In this step, 
there are some articles from google scholar were not 
published from peer reviewed journal were instantly 
discarded. 

 
 Table-2: Filtered Publications by Abstract Reading 

 
Step-2:  The abstract of those articles was thoroughly 

read to find out if it covers a lot concerning the wallet 
security. these filtering techniques help us minimize the 
study sources to 451 articles which was further searched 
in step-3 below. The results are shown in the table-2 above 
. 
Step-3:  Those 451 articles found in step-2 were 
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downloaded and the researchers have read the full articles 
from abstract to references. Some recently published 
articles were removed from this study because it refers 
way too old publications on their references. Others were 
filtered out due to having little coverage concerning the 
latest security and end up with 78 articles as shown in 
table-3 below. 
 
Table-3: Filtering and Removing Techniques: Full Text Reads 
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Total 39 17 13 5 4 78 

 
The 78 articles which has passed for contribution in this 
study has been summarized as shown in table-4 below. 
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The figure-1 below shows the summary of number of 

articles against year of publications 

Figure-1: Number of Publications Per Year 

 

3. BACKGROUND OF CRYPTOCURRENCY 

VULNERABILITIES 

Blockchain based cryptocurrency is composed of public 
keys and private keys. These keys are kept on 

cryptocurrency-wallet, unlike traditional wallets which 
keep real money, the crypto-wallet only stores the 
cryptographic records about the money instead of real 
currency values. There are two types of wallets which 
ranges from software/digital and hardware wallets 
(Suratkar et al, 2020). Digital wallets are further divided 
into online wallet (Ye, 2023) desktop wallet Popchev et 
all, 2023), and mobile wallet (Mirza, & Rahulamathvan, 
2023). Meanwhile the hardware wallet is sub-divided 
into two types, printed paper wallet and USB-storage 
based wallet (Sharad & Chavan, 2024). The printed 
paper wallet is the most secured wallet but if source is 
compromised there is no way to access the crypto asset 
(Dwivedi et al, 2023). The other wallets are susceptible to 
several kinds of online security risk such as identity theft 
(Anitha et al, 2024), Ransomware (Emary and Yagi, 
2024), phishing (Angafor et al, 2024), deanonymization 
(Houy et al, 2023), denial of service and channel 
amplification attack (Kish et al, 2024), long-range attacks, 
mining malware, and SIM swapping (Rao, & Suvarna, 
2023), SQL injection (Sommervoll et al, 2024) and other 
cybercrime. In addition, crypto-wallets are also 
vulnerable due to the nature of blockchain technologies 
transactions. These hacking activities including Defi 
hacks (Carlisle, 2023), SLAM attack (Bleeping, 2024), 
double-spending attack (Lokendra et al, 2024), majority 
attack (Gans & Halaburda, 2024), eclipse attack 
(Baninemeh et al, 2024), sybil attack (Xie & Yan, 2024), 
BGP hijacking attack (Li et al, 2024), Liveness attack and 
Balance attack (Xu et al, 2024). Furthermore, there are 
other scams that target crypto-wallet such as adversarial 
attacks (Ryu, & Choi, 2024) Ponzi schemes, fake crypto 
market, cross-site scripting, and cross-site request 
forgery (Shukla et al, 2023). These attacks take the 
advantages of some blockchain network structure and 
transactions protocols. Each cyber security issues uses 
specific security loopholes to under goes such attack, the 
details are discussed below. 

3.1 IDENTITY THEFT 

Identity theft is a criminal activity of which the personal 
financial information is stolen by another person to 
commit fraud or making unauthorized financial 
transactions. Users are redirected to malicious website 
that poses serious threats once accessed. These websites 
contain various forms of viruses such as Nimda, Morris 
Worm, ILOVEYOU, tuxnet, SQL, conficker, crypto-
locker, slammer, trojan virus, tinba, adware, and 
spyware which can infect the victims’ devices. Users 
tend to fall into these traps and loses monetary resources 
or potential personal monetary details like PAN, 
Aadhar, and Credit Cards (Alghamdi, & Nor, 2024). 
Sometimes personal identity is compromised through 
fake cryptocurrency exchange markets of which the 
websites comprise of all exchange futures necessary for 
daily transactions from one crypto-currency to another. 
Several other types of attack can be accomplished after 
comprising the victim’s identity.  

Identity theft has become prevalent cybercrime, and 
network users need to take preventative measures to 

minimize its impact. Some literatures have suggested 
deploying blockchain technology to minimize the 
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impacts of identity theft by storing information in 
several distributed servers (Pathare et al, 2022). The 
Cryptocurrency wallets should be distributed in small 
wallets of very low values to avoid major loss once 
victimized. Identity theft that are resulted from phishing 
attacks it can be prevented by avoiding anything that 
could lead to phishing attacks. 

3.2 RANSOMWARE 

Ransomware is a system designed to disable the data 
access of the victim's computer. There are several 
families of ransomware such as Cerber, Locky  and  
CryptoWall (O'Kane et al, 2018). The attackers are taking 
advantage of having accessible internet, infection 
mechanism, encryption options, abundant storage, and 
cryptocurrency payment systems. Attackers are 
normally avoiding detections by forcing their victim to 
pay through cryptocurrency (Obi et al, 2024).  

Ransomware can be prevented by avoiding all network 
vulnerabilities that could be used by the attackers. This 
include the blockchain based distributed storage of 
which the data are distributed to multiple data storage 
servers that share the load to enhance data security and 
storage efficiency (Silvestri, 2023). This would swat away 
any ransomware attacks as there is no data would be 
compromised due to lack of access from single device as 
the blockchain networked computers are accessible from 
all devices. It can also be prevented by taking several 
precautions such as regular data backup, report it, 
consult your antivirus provider, don’t take anything for 
granted, not install unknown software, and do not pay 
out any money to anyone (Vistro et al, 2024). 

3.3 PHISHING  

Attackers have been using phishing attempts to trick 
their victim to entails into giving the attacker private and 
sensitive information about them. They may disguise 
themselves as legitimate representative of a certain 
company that offers oneself to help you on your 
financial activities (Navaneethakrishnan et al, 2023). 
They sometimes pose as legitimate websites offers a 
certain service in order to acquire and stole users’ 
information. Also, criminals have been phishing by 
using malicious ads on targeted trusted sites to spreads 
the ransomware (Vistro et al, 2024). In addition to that 
phishers create a new website by imitating the original 
websites that stole users’ information for their own 
usage (Navaneethakrishnan et al, 2023). 

Most phishing victims are targeted through websites, 
which comprises of fake websites, malicious ads, and 
imitated websites which traps its users towards 
compromising their information. There are several 
methods used to detect phishing websites such as usage 
of deep learning empowered phishing URL detection 
(Subashini, & Narmatha, 2024), faster recurrent 
convolutional neural network (Nanda & Goel, 2024), 
long-term memory, support vector machine, and 
random forest (Tapsoba et al, 2024). The challenges of 
these methods are that the attackers are constantly 
changing the way to avoid these detections mechanisms, 
and therefore some precautions must be adhered by 
users well in advance before being victimized by 

scammers. Avoid phishing by taking precaution against 
spam, avoid using unsecured networks, avoid unknown 
mail attachment, and educate the officials to bring 
awareness on phishing activities (Angafor et al, 2024).   

3.4 DEANONYMIZATION ATTACK 

De-anonymization or deanonymization is a strategy of 
cross-referencing anonymous data with other data-
sources to re-identify the original data-source (Houy et 
al, 2023). Cryptocurrency wallet has been anonymous in 
that the wallet owner is kept secret during transactions. 
The private and public keys are utilized to authorize 
transactions but not user`s identity. This feature has 
been useful to protect customers from potential 
scammers. Deanonymization attacks has been 
performed to identify the crypto-wallet owners.  The 
deanonymization`s ultimate goal is to retrieve the 
possible relationships between any cryptocurrency 
transactions (or addresses) and physical IP-Addresses 
(Biryukov & Tikhomirov, 2019). Once the relationship is 
successfully matched, the attackers could use such 
information to scam the victims. 

In order to minimize this attack, the wallet owners are 
encouraged on the usage of different addresses on every 
coin storage (Kumar et al, 2023). Another alternative to 
mitigate deanonymization is to deploy new crypto-
techniques of which the address of each coin storage is 
generated automatically by the blockchain systems. This 
would help users from headache of usage of new 
address every time they want to store a coin. Normally 
IP addresses are not linked to personal identity but it 
could be used to locate the device and hence identify the 
registration details from Internet Service Provider (ISP).  

3.5 DENIAL OF SERVICE ATTACKS AND CHANNEL 

AMPLIFICATION ATTACKS 

Denial of Service (DoS) attacks have emerged to be the 
threats in cryptocurrency exchanges platforms. 
Blockchain systems are also vulnerable to the distributed 
denial of services (DDoS) attack. Unlike DoS which 
comprises of sending many requests from the same 
source, DDoS attacks deploys methodologies of which 
many requests are sent from several sources to make the 
victims web services not reachable by the reliable 
customers (Abhishta et al 2019). During such period the 
attackers uses those opportunities by performing fake 
exchange activities on the crypto-exchange platforms 
without any validations from the real vendors (Achary 
et al, 2023). Normally most DoS attackers deploys 
channel amplification attacks techniques to boost the 
number of request sent from specific channels. 

The Blockchain based exchange platforms act as third-
party which brings together the crypto-coins buyers and 
sellers from different cryptocurrencies. Deep learning 
techniques has been suggested for potential DoS attack 
detection before it effect the whole platform. This can be 
performed by evaluating experimental real request 
outcomes from networks level data acquisition and 
service level DDoS attacks in the Bitcoin system (Achary 

et al, 2023). This deep learning techniques act as defense 

mechanism beyond blockchain systems.   
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3.6 LONG-RANGE ATTACK 

Due to the presence of Proof-of-Stake (PoS) protocols in 
blockchain systems it creates a loop-holes on the 
limitations of the size of blockchain (Deirmentzoglou et 
al, 2019). Long-range attackers re-fabricate fake blocks of 
transactions to overpower the original chains (Sarah et 
al, 2020).  There are several strategies reported by the 
researchers to counter these attacks by strategically 
deploying Proof-of-Work (PoW) protocols into Proof-of-
Stake (PoS) in the same blockchain systems (Sarah et al, 
2020).  This would prevent any re-construction of 
malicious chain. 

3.7 MINING MALWARE 

In this attacking techniques the scammers use the 
malware to re-direct the incentive transactions sent to 
the victim’s wallet.In a traditional malware such as 
ransomware, it deploys similar approach of hijacking the 
systems but instead of acquiring large amount of money 
at once the mining malware collects small amounts in a 
particular period of time without being detected. These 
attackers use phishing, and malicious websites to lure 
their victims (Sayeed & Marco-Gisbert, 2018). It can be 
avoided by following several strategies deployed in 
phishing such as taking precautions against spam, avoid 
using unsecured networks, and avoid unknown mail 
attachment.  

3.8 SIM SWAPPING  

The access to the cryptocurrency wallet is mainly 
secured by using two factor authentications which 
comprises of strong password and mobile phones 
verification codes. The codes are normally sent to the 
customers registered mobile phones to verify any login 
attempt. The attackers hijacking the mobile phones of a 
victims to acquire full access of the desired account to 
exploit the accessible mobile service for perpetration 
purposes (Kim et al, 2022). Due to the presence of 
vulnerabilities in two factor authentication systems, 
there must be some mobile applications that can be used 
to communicate with the personal devices instead of 
sending real SMS to avoid SIM swapping (Jover, 2020).  

3.9 SQL INJECTION 

Structured Query Language (SQL) injections is a 
technique used by the attackers to acquire the access of 
unauthorized information from the websites such as 
passwords, credit card details, and Personal user 
information (Herskind et al, 2020). These attacks may 
lead to DoS attacks and eventually the victims could be 
losing huge amount of crypto-currency.  SQL injection 
can be detected and prevented by using machine 
learning techniques (Khare & Badholia, 2023). 

3.10  DEFI HACKS 

DeFi stands for Decentralized Finance, is a type of 
financial systems introduced by the blockchain systems 

using cryptocurrency of which no third party is required 
to authorize and validate DeFi services transactions. The 
DeFi services such as money lending, borrowing, and 
securities are offered automatically by using blockchain 
smart contracts which authorize the services. The 
hackers are utilizing this fully autonomous environment 

to steal the money from mostly crypto-finance 
companies which offers decentralized monetary lending 
services by deploying smart contracts (Li et al, 2022). The 
attackers are posing themselves as legitimate customers 
acquiring loan services in a crypto market and receive 
the loan which would never be recovered. Due to DeFi 
hacks the crypto-market has suffered a total loss of about 
3.24 billion USD in four years from April 30-2018 to 
April 30-2022 (Zhou et al, 2023). There are several tools 
used for detection and prevention of DeFi attacks such 
as smart contracts fuzzing, static analysis, symbolic 
execution, and formal verification (Zhou et al, 2023). 

3.11  SLAM ATTACK  

SLAM stands for Spectra based Linear Address Masking 
(SLAM). This attack capitalized on the vulnerabilities 
similar to the addressing mechanism of the Intel-Central 
Processing Unit (CPU). The attackers can have access of 
very sensitive data through SLAM attacks such as root 
password of a device which may lead to further losses. 
Once the login information is compromised everything 
in the computer are vulnerable which may include any 
financial information such as banks cards, crypto-wallet 
credentials, and other webpage login details.  

3.12   DOUBLE-SPENDING ATTACK  

Double spending attack is the attack directly related to 
the crypto-wallet protocols of which the consensus 
mechanism is based on the smart contracts. The coins are 
validated by the nearby servers before being spent or 
transacted to another account. This checking mechanism 
is slow process that gives opportunity for attackers to 
reconstruct the chain that would represent the same 
coins which were in the verification process in the 
decentralized systems. The attackers are capable of 
deploying sybil attacks to further increase the 
propagation delay for the legitimate customers so as to 
win the mining race (Tyagi, 2024). Double spending 
preventions can be carried out by introducing 
centralized validation and authorization systems that 
would double check the coins before executions. 
Sometimes sybil attacks is used to facilitate double 
spending activities thus by preventing this attack would 
automatically reduce the chance of these hackers to 
succeed.   

3.13   MAJORITY ATTACK  

The majority attack is achieved by the computing 
powers of certain group in the decentralized distributed 
ledger of which the proofs-of-works and smart contracts 
validations are conducted based on majority node`s 
votes (Gans & Halaburda, 2024). This attack is also 
known as 51% attack or >50% attacks of which the 
attackers have more computing power exceeding 50% of 
the mining powers in the crypto-market. The purpose of 
this attack is to commit double spending attack. The 
crypto-market are susceptibility to these attacks when 
corrupt version of the chain is introduced into the 
systems and totally isolated from real version to avoid 
detections (Sayeed & Marco-Gisbert, 2018). The 
deployment of Blockchain systems and Artificial 
intelligence in the crypto-market is regarded as the best 
ways to keep yourself safe from these attackers (Sayeed 
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et al, 2019). Artificial intelligence would act as a defense 
mechanism that detect any potential threats while proof-
of-works and proof of stakes act as consensus 
mechanism that can be useful to approve transactions.  

3.14   ECLIPSE ATTACK 

Eclipse attack is performed by isolating the victims from 
the rest of the network to avoid detection and 
accomplish double spending attacks (Sekiguchi & 
Tanaka. 2024). An eclipse attacker involves isolating a 
specific node within the network by redirects the target's 
incoming communications and outgoing connections 
away from neighboring nodes to other nodes that under 
the hacker’s control. In this process the attackers increase 
the chance of having more time to negotiate double 
spending by manipulating the request sent to the victims 
and generating new fake responses from their own 
corrupted nodes to represent the legitimate request. 
Unlike majority attack which involves creations of 
several fake nodes or IP addresses to outnumber the 
legitimate nodes to have computing power which most 
of the time seems difficulty, eclipse attack would use few 
nodes and freezing the victim’s node to perform double 
spending attack.  

3.15   SYBIL ATTACK  

The Sybil attack deploys similar techniques as that of 
51% attack. In a Sybil attack, the hackers develop a large 
number of fake nodes in the network to acquire 
computing power (Sayeed et al, 2019). The attackers use 
several devices such as virtual machines, and Internet 
Protocol (IP) addresses to pose as a large collection of 
nodes that have a huge say on smart contracts. Unlike 
51% attack which require physically more power than 
the crypto market which economically impossible, sybil 
attack would deploy fake nodes generation techniques to 
create more computing power than the market. The sybil 
attack, eclipse attack, and majority attack can be 
prevented by adopting mitigation techniques that can 
produce immunity to the hackers. These includes 
deploying a penalty system for delayed block 
submission, delayed Proof of Work (dPoW), utilizing 
PirlGuard Protocols, exercising Chain-Locks, and 
introducing Merged Mining Techniques (Sayeed et al, 
2019). 

3.16   BGP HIJACKING ATTACK 

Border Gateway Protocol (BGP) is a network protocol 
used by ISP specifically designed to route the traffic for 
the network packets to the desired network. BGP 
hijacking or routing attack is a network hijacking 
technique of which the internet routing is diverted for 
the benefits of the attackers (Sekiguchi & Tanaka, 2024). 
BGP exploits can be prevented by adopting recognized 
network routing tables and compare with fake route 
announcement, delayed BGP adoptions for 24 hours, 
listen and whisper techniques, and deploying improved 
BGP protocols (Morris et al, 2024). 

3.17  BALANCE ATTACK  

The Balance attack is the attack intended to gain the 
majority of the mining power by enforcing the delay on 
the subgroup of legitimate nodes (Li et al, 2020). This 
techniques is similar to eclipse attack which hide a 

certain node to communicate to other node, in balance 
attack several nodes are kind of hidden for a particular 
period of time by delaying its communications to other 
nodes (Pavithran et al, 2021). The balance attacks aims to 
exploit the ghost-protocol by separating the blockchain 
branch from the other nodes in the network (Li et al, 
2020). The balance attack can be prevented by deploying 
cyberbiophysical in the network systems which 
comprises of sensing, data processing, control, and 
networking (Shankar et al, 2023). 

3.18  LIVENESS ATTACK  

Liveness attack involves the delaying of confirmation 
time of targeted cryptocurrency transactions (Pavithran 
et al, 2021). It is achieved in three phases namely attack 
preparation phase, transaction denial phase, and 
blockchain retarder phase (Li et al, 2020). In this scenario 
the attacker will hold back any transactions from certain 
nodes until they have successfully built a longer block 
than public block. In this case the hackers would have 
commit double spending attack on the blockchain 
systems. Liveness attack can be prevented by shortening 
the time to taken to accept the blocks, introducing new 
procedure to slash mis-behaving block validators, and 
increase the stake needed to became legitimate validator 
(Mišić et al, 2024). 

3.19   PONZI SCHEMES 

Ponzi schemes is a fraudulent activity of which 
scammers generates returns for earliest investors using 
the money deposited from later investors. This scheme 
has reported in cryptocurrency exchanges markets as 
well (Virginia, 2024). The cryptocurrency wallet is 
regarded as another ponzi schemes of which it relies on 
the potential new buyers to buy the coin at higher prices 
and sooner the market would run out of new buyers 
which will make the price to remain constant Radanliev, 
2024 and Peter & Gabriela, 2024). Most crypto-wallet 
owner are attracted by the presence of price volatility to 
have capital gains.  

3.20   FAKE CRYPTO MARKET  

The presence of decentralized blockchain based crypto-
market has attracted scammers and hacker to lure the 
potential services users into their fake market. Most 
cryptocurrency exchange markets advertised in social 
media are fake crypto-markets that tries to scams 
potential customers into their traps (Sangal  et al, 2024). 
The fake market including the phishing websites, which 
comprises of fake websites, malicious ads, and imitated 
websites which traps its users towards fake-crypto 
market.  

3.21   CROSS-SITE SCRIPTING (XSS) AND REQUEST 

FORGERY (CSRF) 

Cross-Site-Request-Forgery (CSRF) attack is an attack 
that tricks the user to execute unwanted web application 
request while Cross-Site Scripting (XSS) attack is a kind 
of attack of which the malicious script is injected into the 
codes of legitimate website (Chimuco et al, 2023). The 
attackers force the victim to trigger the XSS codes by 
sending malicious link to be opened. The victims of this 
attack would compromise their financial information 
including cryptocurrency wallet information. Scammers 
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uses CSRF/XSS attack to obtain a cryptocurrency wallet 
login detail from the victim’s pages (Ivanov et al, 2021). 
The prevention techniques against CSRF and XSS attacks 
has been on the researchers table in several years. The 
attackers have been constantly changing different 
techniques to attack the victims (Khodayari et al, 2024). 
Sometimes prevention of XSS has been difficult to 
implement but detection and repair could be the only 
choice to mitigate these attacks (Shankar et al, 2024). 

4. RESULTS AND DISCUSSION 

The Cryptocurrency wallets can be classified into three 
main categories. The first category consists of safe 
storage tricky wallets, where cryptocurrencies are stored 
securely on a personal device this is the safest method. 
The second category comprises of hot wallets, such as 
Metamask and TrustWallet which is the software-based 
crypto-wallets accessed through internet which are 
vulnerable to security threats and the third category is 
the exchange wallets, such as Coinbase Wallets which is 
provided by Centralized exchanges systems (Radanliev, 
2024). The second and third types of wallets are the most 
vulnerable to the security threats.   

The study has found that these crypto-wallets are 
susceptible to both general internet security 
vulnerabilities and blockchain based security 
vulnerabilities.  

4.1 GENERAL SECURITY VULNERABILITIES 

There are numerous security vulnerabilities which has 
been affecting the cryptocurrency wallet. These includes 
identity theft, ransomware, phishing, deanonymization, 
denial of service attack, channel amplification attack, 
mining malware, SIM swapping, SQL injection, Ponzi 
schemes, fake crypto market, cross-site scripting, and 
cross-site request forgery. These attacks and scams have 
been affecting the internet world in several years. The 
attackers would deploy several security vulnerabilities 
either to acquire the access of the user’s computer or to 
block the access of the victim’s computers. They would 
acquire the restricted access and compromise the 
victim’s information so as to conduct cybercrime. 
Sometimes attackers would block the access of your own 
device and ask for the ransom. These general 
vulnerabilities can be divided into three groups: 

Group-1: First group including the intentional scams 
such as identity theft, fake crypto-market, and Ponzi 
schemes of which the victims are lured to some fake 
services and compromise their identity or convinced to 
join some fake investments schemes for the hope of huge 
returns. The victims in this case are willingly share their 
wallet information or performs cryptocurrency 
transactions to invest in fake business. This kind of 
vulnerabilities will never end but it can be minimized by 
the presence of awareness among users. If the general 
public are reporting their incidences frequently it would 
decrease the number of new victims every day. 

Group-2: This group including those scams and attacks 
such as phishing, ransomware, mining malware, SQL 
injections, cross-site scripting, and cross-site request 

forgery. In this category the victim’s devices or website 
is subjected to malware and services are rendered or 
secret information is accessed in the background. To 
avoid these vulnerabilities the users required to deploy 
vulnerability scans periodically, or updating security 
breaches, and uses artificial intelligence (AI) 
vulnerabilities detection and prevention technologies 
that would help to fend away any attacks. 

Group-3: In this category there are attacks such as denial 
of service (DoS) attacks, and Channel Amplification 
attacks. These attacks fabricate requests to 
overwhelming the website or devices capacity to block 
outs any legitimate communications. There are several 
AI techniques deployed to fend away such attacks. 
These include deployment of deep learning techniques 
which would uses AI to detect and prevent such attacks. 

4.2 BLOCKCHAIN SYSTEMS SECURITY VULNERABILITIES 

OF CRYPTO-WALLET 

The blockchain systems is a decentralized distributed 
ledger systems which require no third party to validate 
and authorize transactions. The smart contracts are used 
as a consensus mechanism before execution of 
transactions. The absence of a controlled central 
authority has been used as a vulnerability by the crypto-
scammers. The wallets are susceptible to 
deanonymization attacks, long-range attacks, mining 
malware, Defi hacks, SLAM attack, double-spending 
attack, majority attack, eclipse attack, sybil attack, BGP 
hijacking attack, Liveness attack, Balance attack, and 
Adversarial attacks. The block chain systems would be 
vulnerable to these attacks so long as it remains 
decentralized because the attackers have been constantly 
changing the way to skip the detections and bypass any 
security measures imposed by the users. The weakness 
in network protocols architecture also has been used by 
the attackers to perform some attacks such as BGP 
hijacking, and SLAM Attack. The usage of AI to detect 
and prevent these kinds of attacks could help to 
minimize its impact. 

4.3 VULNERABILITIES PREVENTION TECHNIQUES 

Since cryptocurrency wallets has been vulnerable to 
those kinds of attacks discussed in this research, there 
has been suggestions in place to mitigate its impacts. 
These detections and preventions techniques include 
introduction of Cyberbiosecurity, setup security 
requirements, adopt Cyber Insurance, deploy   Expert 
System for Security Assessment, and adopt AI for 
detections and preventions for all vulnerabilities.  

Cyber-biosecurity: In this scenario Cyber-Physical 
Systems (CPS) which is the collections of physical 
sensors and computer components integrated together to 
ensure safe operations. It includes sensing devices, data 
processing control which is connected to cyberspace to 
monitor, control, and prevents and cybercrime (Shankar 
et al, 2023).  

Setup Cybersecurity Requirements:  The organizations 
have to setup rules and principles regarding the systems 
usage to safeguard the systems against any security 
threats such as requirements for data processing, 
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privacy, data transfer, and third-party services which 
would help to perform security scans periodically in case 
of any breach (Alghamdi et al, 2024).  

Adopt Cyber-Insurance: The adoption of cyber 
insurance would help to gain users confidence in the 
usage of such services. The insurance company would 
help to force customers to adopt all security measures to 
be eligible for any damage incase of any security attacks.  

Expert System for Security Assessment: Deployment of 
expert systems for security assessment would enforce 
several methodologies to be used against the 
penetrations techniques, threats model, and attack plans. 
This would set the knowledge base concerning threats 
and risks assessment techniques that can implements in 
the organization security policies (Silvestri, 2023).  

5. CONCLUSION AND RECONMENDATIOS 

5.1 CONCLUSION 

The crypto-wallet security vulnerabilities are endless 
war against hackers and scammers. It needs frequently 
updated secured systems, technological awareness of 
presence of such threats, adoptions of updated security 
policies, and usage of Cyber-Insurance services. These 
are just mitigating techniques that would never 
eliminate these vulnerabilities from being utilized by the 
scammers but instead would minimize the impacts 
conceived by the individual customers or entities. The 
articles have articulated that crypto-wallet born by the 
exchange firms are the most vulnerable followed by the 
hot wallets which is software-based crypto-wallets 
accessed through internet.  

5.2 RECOMMENDATIONS 

There are several articles addressing the wallet security. 
Most of them attack common definitions of attacks 
causes, detections, and prevention techniques for 
example most attacks on blockchain systems could lead 
to double spending incurred in cryptocurrency. There 
are debates of whether the double spending is attacks or 
is the results of attacks. Therefore, this study 
recommends further studies to bring common 
understanding of all contracting security terminologies. 
Also, the study recommends crypto-wallets should be 
kept on individual storage devices and discourages any 
form of storages that would end-up on the exchange 
firms as they are most vulnerable to attacks. 
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