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Abstract

Reliable and effective wireless communication solutions are in more demand due to the fast expansion of
financial technology or fintech. This work aims to analyze and rank different wireless communication
technologies according to how suitable they are for fintech applications. Relevant wireless technologies
and their characteristics are identified in a literature survey and the important evaluation criteria for
financial deployment. The paper analyzed and ranked the alternatives using the multi-criteria decision-
making framework- Entropy-weighted Combinative Distance-based Assessment (CODAS). The findings
enable software developers and service providers to make well-informed decisions by offering
information on the appropriateness of each technology for fintech solutions. The study highlights the
trade-offs and strengths of different wireless technologies, enabling the selection of appropriate
communication solutions tailored to the specific requirements of fintech applications.
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Introduction

The rapid digitization of financial services and the growing need for practical, safe, and
effective financial solutions have propelled the financial technology (fintech) sector to
amazing development in recent years (Arner et al., 2015; Gomber et al., 2017). Among
the many uses for fintech include mobile banking, digital payments, peer-to-peer
lending, cryptocurrencies, and investment management (Schueffel, 2016). Fintech is still
developing, hence strong and dependable wireless communication technologies are
more and more important (Gai et al., 2018). Real-time financial transactions are made
possible, smooth and secure data transfer is made possible, and user experiences in
fintech apps are improved by the pivotal role of wireless communication technology
(Astanakulov & Balbaa, 2022). The delivery and use of financial services has been
transformed by technologies like Near Field Communication (NFC), Bluetooth, Wi-Fi,
cellular networks (4G/5G), Radio Frequency Identification (RFID), and Wireless Sensor
Networks (WSNs) (Larios-Hernandez, 2017; Ranjan et al., 2022). In addition to offering
ubiquitous connection, these technologies help fintech solutions be more scalable,
secure, and reasonably priced (Allen et al., 2021; Gai et al., 2018).

This work aims to assess and rank wireless communication technologies for their
applicability in fintech software development by means of a thorough multi-criteria
decision-making (MCDM) study. In particular, the research seeks to: (1) identify the
pertinent wireless communication technologies and their features in the context of
fintech applications; (2) identify the important evaluation criteria for choosing
appropriate wireless technologies based on fintech requirements; (3) use MCDM
techniques to analyze and rank the found alternatives based on the defined criteria; and
(4) offer fintech software developers and service providers insights and
recommendations regarding the choice and integration of wireless communication
technologies. In this work, security, data transfer rates, range, scalability, and user
experience are all considered while assessing wireless communication technologies for
their suitability in fintech software deployment. To support fintech industry decision-
making processes, the research intends to offer a thorough analysis and rating of
options. It should be remembered, although, that the particular needs and limitations of
different fintech applications might differ, hence the results should be evaluated and
modified appropriately (Arner et al., 2015; Gai et al., 2018; Gomber et al., 2017; Larios-
Hernéndez, 2017; Schueffel, 2016).

Literature Review

The term "fintech" (financial technology) refers to the integration of financial services
and innovative technology solutions, disrupting traditional financial systems and
business models (Chiu, 2016). Fintech has emerged as a rapidly evolving industry,
driven by the increasing demand for efficient, accessible, and personalized financial
services, leveraging cutting-edge technologies such as mobile computing, big data
analytics, artificial intelligence, and blockchain (Kayode, 2023). Fintech applications
span a wide range of domains, including;:
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Mobile banking and digital payments
Mobile banking and digital payments involve enabling secure financial transactions,
money transfers, and payment processing through mobile devices and digital wallets,
utilizing technologies like near-field communication (NFC) and biometric
authentication (Ahmed et al., 2021; Raina et al., 2012).

Peer-to-peer (P2P) lending and crowdfunding
Peer-to-peer (P2P) lending and crowdfunding involves facilitating direct lending and
investment opportunities between individuals or businesses, bypassing traditional
financial intermediaries, enabled by online platforms and distributed ledger
technologies (Cai, 2018; Jenik et al., 2017).

Cryptocurrency and blockchain
Cryptocurrency and blockchain application include decentralized digital currencies and
distributed ledger technologies that enable secure, transparent, and immutable financial
transactions, challenging traditional payment systems and financial intermediaries
(Javaid et al., 2022; Suprayitno et al., 2024).

Robo-advisors and automated investment management
Robo-advisors and automated investment management are Algorithmic platforms that
provide automated financial advice, portfolio management, and investment
recommendations based on customer profiles and market data analysis (Phoon & Koh,
2018; Shanmuganathan, 2020).

InsurTech
InsurTech involves the application of technology to streamline insurance processes,
improve risk assessment, and enhance customer experience through digital platforms,
telematics, and data analytics (Ali Albasheir, 2023; Volosovych et al., 2021).

Regulatory technology (RegTech)
Regulatory technology involves leveraging technology solutions to facilitate regulatory
compliance, risk management, and reporting in the financial services industry (Arner et
al., 2016; Olawale et al., 2024).

Wireless Communication Technologies in Fintech

Among the various wireless communication technologies, several have shown promise
in enabling fintech applications and facilitating secure, reliable, and efficient data
transfer. These technologies are discussed in this section.

Bluetooth

The latest version of Bluetooth technology offers improved data rates, range, and
energy efficiency compared to previous iterations (Tosi et al.,, 2017). Bluetooth 5.2
supports a maximum data rate of 3 Mbps and a range of up to 200 meters, making it
suitable for secure device pairing, data exchange, and peripheral connectivity in fintech
applications (M. A. Khan, 2022). Its low power consumption and compatibility with
Bluetooth Low Energy (BLE) make it an attractive option for mobile payments and
tfinancial applications on battery-powered devices (Headquarters, 2013).
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Wi-Fi 6 (802.11ax)

As the latest generation of Wi-Fi technology, Wi-Fi 6 offers significant improvements in
data rates, efficiency, and performance (Oughton et al., 2021). With a maximum data
rate of 9.6 Gbps and support for wider channel bandwidths (up to 160 MHz), Wi-Fi 6
can provide reliable and high-speed internet connectivity for mobile banking, trading
platforms, and other financial applications (Kassab & Darabkh, 2020). Its advanced
security protocols, such as WPA3, further enhance the security of wireless financial
transactions and data transfers (Al-Mejibli & Alharbe, 2020).

4G LTE:

As the predominant cellular network technology, 4G LTE offers ubiquitous connectivity
and high-speed mobile broadband for fintech services (Lehr, 2019). With a maximum
data rate of up to 1 Gbps and advanced security protocols, 4G LTE enables real-time
financial data access, mobile transactions, and location-based services (Garcia et al.,
2020). Its widespread deployment and compatibility with various devices make it a
viable option for enabling mobile fintech applications (Iman, 2018).

Sigfox

Designed for low-power, long-range applications, Sigfox is a proprietary wireless
technology that operates in the unlicensed industrial, scientific, and medical (ISM) radio
bands (Pérez et al., 2022). With a maximum data rate of 0.1 Mbps and a range of up to
50 km, Sigfox is suitable for applications that require infrequent data transmissions,
such as asset tracking and monitoring in the financial sector (Buurman et al., 2020).
However, its limited data rate and proprietary nature may pose challenges for more
demanding fintech applications (Islam et al., 2024).

Radio Frequency Identification (RFID) UHF

RFID technology, particularly in the ultra-high frequency (UHF) band, has found
applications in fintech for secure authentication, asset tracking, and inventory
management (Saeed et al., 2022). UHF RFID supports data rates ranging from 64 Kbps
to 640 Kbps and a typical range of 1 to 12 meters (Dobkin, 2012). Its ability to uniquely
identify and track assets and financial instruments makes it a valuable technology for
supply chain management and security in financial institutions (N. Khan & Valverde,
2014).

These wireless technologies offer various capabilities and trade-offs in terms of data
rates, range, power consumption, and security features, making them suitable for
different fintech applications and use cases (Whig et al.,, 2024). The selection and
integration of these technologies into fintech software solutions should be based on a
careful evaluation of the specific requirements, such as data throughput needs, security
considerations, and deployment scenarios (Allioui & Mourdi, 2023).
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Table 1. Wireless communication technologies and their features

Power Channel Maximum I?r;:)t:e ction Maximum Latenc
Technology | Consumption | Bandwidth | Data Rate (bits- Throughput (ms) y
(dBm) (MHz) (Mbps) CRQ) (Mbps)
pletooth 101020 2 300 24 300 <10
Wi-Fi 6 20, 40, 80,
(802.11a) 15 to 25 160 960 32 960 <10
4G LTE 23 20 1000 24 300 - 1000 50 - 100
. 1000 -
Sigfox 14 - 22 0.1 0.1 16 0.1 10000
0 - 30
RFID (readers), -20]0.5 0.64 16 0.064-0.64 |<10
(UHF)
to 0 (tags)

Features of wireless communications for Power Consumption (dBm):

Power consumption is a critical factor in wireless communication technologies, especially for
battery-powered devices and energy-efficient applications (Pentikousis, 2010). It is typically
measured in decibel-milliwatts (dBm), which represents the power level relative to one
milliwatt (Mokhtari et al., 2018). Lower power consumption values in dBm indicate more
energy-efficient operation, enabling longer battery life and reduced environmental impact
(Mahmoud & Mohamad, 2016).

Channel Bandwidth (MHz): Channel bandwidth refers to the range of frequencies or
the amount of spectrum allocated for data transmission in a wireless communication
system (Flikkema, 1997). It is measured in megahertz (MHz) and determines the
maximum achievable data rate, as well as the potential for interference and coexistence
with other wireless technologies (Wang et al.,, 2014). Wider channel bandwidths
generally allow for higher data rates but may also require more complex signal
processing and greater power consumption (Ghosh et al., 2014).

Maximum Data Rate (Mbps): The maximum data rate, measured in megabits per
second (Mbps), represents the theoretical highest rate at which data can be transmitted
over a wireless communication channel (Esmailian, 2003). It is determined by factors
such as channel bandwidth, modulation scheme, coding techniques, and signal-to-noise
ratio (Catreux et al., 2002). Higher data rates enable faster data transfer and support
bandwidth-intensive applications but may also require more complex hardware and
signal processing (Pane & Joe, 2005).

Data Protection (bits-CRC): Data protection mechanisms, such as Cyclic Redundancy
Check (CRC), are employed in wireless communication systems to ensure data integrity
and detect transmission errors (Koopman et al.,, 2015). The CRC is a mathematical
algorithm that generates a specific number of check bits based on the data being

5
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transmitted (Tsimbalo et al., 2016). The number of bits used for the CRC (e.g., 16-bit
CRC, 24-bit CRC) determines the level of error detection capability, with longer CRC
lengths providing better protection against errors (Georgakakis et al., 2011).

Maximum Throughput (Mbps): Maximum throughput refers to the actual data rate or
effective data transfer rate that can be achieved in a wireless communication system
under typical operating conditions(Ju & Zhang, 2013). It is often lower than the
maximum data rate due to factors such as overhead, protocol inefficiencies, and
environmental conditions (Awerbuch et al., 2004). Maximum throughput provides a
more realistic representation of the achievable data rates in practical scenarios (Oestges
& Clerckx, 2010).

Latency (ms): Latency, measured in milliseconds (ms), represents the delay or time it
takes for data to be transmitted from the source to the destination in a wireless
communication system (De Vito et al.,, 2008). Low latency is crucial for real-time
applications, such as voice and video communication, online gaming, and time-
sensitive financial transactions (Shukla et al., 2021). Higher latency can lead to
noticeable delays, degrading the user experience and potentially impacting the
performance of time-critical applications (Jiang et al., 2018).

Methodology
The study uses Entropy-weighted Combinative Distance-based Assessment (CODAS)
multi-criteria framework to evaluate and rank the wireless communication alternatives
identified for implementing fintech technologies. This section discusses the Entropy
method for weighing of the alternatives and the CODAS for raking the wireless
technologies.

Entropy Method
To determine the weights of the criteria using the entropy method, follow these steps:

1. Normalize the decision matrix:

Normalize the data to ensure all criteria are comparable. This can be done using the
expression:

Xij (1)

X.. =
Y i=1Xij

Where X;; is the normalized value, x;; is the original value, and m m is the number of

alternatives (5 in this case).

2. Calculate the entropy for each criterion:
Entropy E; for each criterion j is calculated using;:
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N (2)
E; = —kZ(Xij-ln(Xij))
i=1
Where k = @
3. Calculate the degree of diversification d;.
dj=1-£E 3)
4. Determine the weights for each criterion:
4 (4)

W] =< 4.

i=1"
where n is the number of criteria (6 in this case)

Combinative Distance-based Assessment (CODAS)

Eight (8) fundamental steps can be used to implement CODAS (Keshavarz Ghorabaee
et al., 2016). These steps are as follows:

Stage 1: Aggregation of the communication technologies (known as alternatives) and
the selected metrics (known as criteria) to form a decision-making matrix. This takes the
form of the expression presented in Equation 5.

Yii Y1z - Yip (5)
Y21 Y22 - Y2p
V=Dl =" " ¢
yql J’qz yqp
0=y

i€{12,...q}andj € {1,2,...p}
Stage 2: Estimation of the normalized decision matrix using linearization of the
performance values
( Yij . (6)
—_— €
!m axy; if j € Qp
9ij = ) miny;;

[ S ifjeq

ij
Q. and Q, are the non-beneficial and beneficial criteria, respectively.
Stage 3: Estimating the weight (w;) of the criteria and multiplying it with the

normalized decision matrix to obtain the weighted decision matrix. It takes the form of
Equation 7.

Tij = Wjqij )
1>w; >0
The weight w; is usually greater than 0 and does not exceed 1; also, the sum of the
weights of the criteria must be equal to 1. In this study, Entropy method was used in
estimating the weights of the criteria
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Stage 4: The negative ideal point is determined as:

ns = [nsf]1><p (8)
ns = minry; ©)
L
Stage 5: The Taxicab (T;) and Euclidean (E;) distances of the communication
technologies from the negative ideal solution are obtained as:

$ (10)
Ti = Z|Tij - TlSjl
j=1
& (11)
E; = Z(rij —ns;)?
j=1
Stage 6: The relative assessment matrix using the expression in Equation 12.
Ra = [(E; = Ex) + (((E; = Ex) X (T; = Ty)] (12)
Liflyl =27 (13)

o0 if Iyl <t
Where ¢ and k € {1,2,...q} represent a threshold function to recognize the equality of

the Euclidean distances of two alternatives, T denotes the threshold parameter.

Stage 7: The assessment score for each choice of communication technology is obtained
using Equation 14. The values of the assessment score are used to rank the alternatives.

1 (14)
H; = Z hix
k=1

Stage 8: Alternatives are ranked based on decreasing values of the assessment.

Results

The weights for every criterion were determined as follows using the entropy method:
0.0025 is the power consumption; 0.2965 is the channel bandwidth; 0.1541 is the
maximum data rate; 0.0089 is the data protection; 0.1541 is the maximum throughput;
and 0.3840 is the latency. These weights were determined by normalizing the data,
calculating the entropy for each criterion, deriving the degree of diversification, and
finally normalizing these values to obtain the weights. The findings show that, with the
greatest weights of 0.3840 and 0.2965, respectively, Latency (C6) and Channel
Bandwidth (C2) are the most important factors and have the biggest influence on the
decision-making procedure. By contrast, with weights of 0.0025 and 0.0089,
respectively, Power Consumption (C1) and Data Protection (C4) have the least effect.
The weights for Maximum Data Rate (C3) and Maximum Throughput (C5) are equal at
0.1541, indicating a moderate level of importance. There is a moderate degree of
significance shown by the equal weights of Maximum Data Rate (C3) and Maximum
Throughput (C5) at 0.1541. Since the total of these weights equals 1, the overall weight
distribution is precise and well-balanced.
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Multi-criteria decision-making requires normalization to provide direct comparison of
criteria with various units and scales. The result of the normalization of the original
data from table 1 is given in Table 2. This phase produced a normalized matrix in
which each criterion value was changed to range between 0 and 1, allowing for direct
comparisons. For example, Sigfox's channel bandwidth (a benefit criterion) was
significantly lower than others, resulting in a very low normalized score, indicating its
inadequacy in this aspect.

Table 2. Normalized decision matrix

C1 (Power c2 €3 . C4 (Data C5 . Cé

Technology Consumption) (Channel (Maximum Protection) (Maximum (Latency)
onsumptio Bandwidth) | Data Rate) otectio Throughput) arency

?12““0"“' 0.3303 0.0125 0.2929 0.5475 0.2929 0.5
Wi-Fi 6 0.4129 0.998 0.9372 0.73 0.9372 0.5
4G LTE 0.3803 0.1248 0.9765 0.5475 0.9765 0.005
Sigfox 0.3635 0.0006 0.0001 0.365 0.0001 0
RFID
(UHF) 0.4954 0.0031 0.0006 0.365 0.0006 0.5

Every criterion receives a weight after normalization (Table 3). The relative significance
of every criterion in the decision-making process is reflected in the weights. the weight
was obtained by the entropy approach. For example, out of all the criteria examined,
latency (C6) got the highest weight (0.38402). These weights are included into the
normalized decision matrix, which increases the significance of the normalized values.
In this study, Wi-Fi had high values in channel bandwidth and maximum data rate, but
the high weight of latency could offset its benefits due to its less significant
improvements in latency compared to Sigfox and 4G LTE.
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Table 3. Weighted Normalized Decision Matrix

C2 C3 C5

C1 (Power | (Channel (Maximu |[C4 (Data| (Maximum | Cé6
Technolog | Consumption | Bandwidth [ m  Data | Protection | Throughput | (Latency
y ) ) Rate) ) ) )
Stuetooth 10,0008 0.0037 0.0451 0.0049 0.0451 0.192
Wi-Fi 6 0.001 0.2959 0.1444 0.0065 0.1444 0.192
4G LTE 0.0009 0.037 0.1503 0.0049 0.1503 0.0019
Sigfox 0.0009 0.0002 0 0.0032 0 0
RFID
(UHF) 0.0012 0.0009 0.0001 0.0032 0.0001 0.192

Each criterion's Euclidean and taxicab distances from the negative ideal solution were
computed, as Table 4 illustrates. The poorest performance results for every criterion are
represented by the negative ideal solution. These distances measure the distance, for
every criterion, between each option and the worst-case scenario. For instance, Sigfox's
relatively low results for both distances suggest that it is close to the optimal
performance across the most important parameters.

Table 4. Euclidean and Taxicab Distances from the Negative Ideal Solution

Euclidean Taxicab
Technology | Distance Distance
Bluetooth 1) 5559 0.2916
52
Wi-Fi 6 0.3963 0.7266
4G LTE 0.1594 0.2774
Sigfox 0.0003 0.0003
RFID (UHF) | 0.2211 0.222

The assessment score for each alternative is given in Figure 2. The assessment score for
each alternative is the sum of its Euclidean and Taxicab distances. This score provides a
single metric to rank the alternatives. Lower scores indicate better performance relative
to the negative ideal solution. Given all criteria and their weights, Sigfox is the best
choice because it received the lowest assessment score (0.0006). This low score is mostly
due to its little power usage and latency. Wi-Fi is the least desirable choice in this
situation because, although having great bandwidth and throughput performance, its
higher power consumption and less effect on latency result in the highest assessment
score (1.1229).

10
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Figure 2. Assessment Score and Rank of the communication technologies

The last stage ranks the alternatives according to the assessment scores; the alternative
with the lowest score is the one that is the most preferred. Because it uses the least
amount of power, requires the least amount of bandwidth, and has the best latency,
Sigfox is rated top for wireless communications. 4G LTE is ranked in second place,
balancing high data rates and throughput with acceptable power consumption and
latency. RFID (UHF) comes third, showing moderate performance across criteria but
excelling in low latency. Bluetooth 5.2 is ranked fourth, offering balanced performance
but not excelling in any criterion. Finally, Wi-Fi 6 is ranked last due to its high-power
consumption, despite its excellent bandwidth and throughput.

Conclusion

This study employed a multi-criteria decision analysis approach to evaluate and rank
wireless communication technologies for their applicability in fintech software
development. The Entropy-weighted CODAS method was utilized, considering critical
criteria such as power consumption, channel bandwidth, data rates, data protection,
throughput, and latency. The analysis revealed that Sigfox, a low-power wide-area
network technology, emerged as the top-ranked alternative due to its low power
consumption, acceptable latency, and suitability for applications requiring infrequent
data transmissions. 4G LTE and RFID (UHF) followed closely, offering a balance
between high data rates, throughput, and moderate power consumption, making them
suitable for mobile banking, asset tracking, and secure authentication.

Bluetooth 5.2 and Wi-Fi 6 were ranked lower due to their higher power consumption,
despite their advantages in data rates and throughput. However, these technologies
may still be suitable for specific fintech applications with less stringent power
requirements or where high data transfer rates are prioritized. It is crucial to note that
the ranking and suitability of wireless technologies may vary depending on the specific
requirements and constraints of individual fintech applications. The findings of this
study provide a comprehensive evaluation framework and insights for fintech software

11
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developers and service providers to make informed decisions regarding the selection
and integration of wireless communication technologies in their solutions.
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