
	

		
				Main Navigation
	Main Content
	Sidebar


		

				

						





        
          
            
            
             


            
              
                  

                  

                
            

          

        

        
                                
              
                              

                
                  
                  
                  

                  
                


                  
                  
                  
                  

                  
                

                          

          
          

          		
				
					          Register
					
				
							
	
				
					          Login
					
				
							



        
         
            
              Toggle navigation
              
              
              
            

          

        




         




      
      

        	
            
              HOME
            
          
	
            
              JOURNALS  
            
            	
                
                  By Category
                                  
              
	
                
                  Alphabetically
                                  
              
	
                
                  By Country
                                    
                
              
	
                
                  By JPPS Rating
                                    
                
              
	
                
                  List All Titles
                                  
              
	
                
                  Free To Read
                                  
              


          
	
            HOW TO USE AJOL  
            	
                
                  For Researchers
                                  
              
	
                
                  For Librarians
                                  
              
	
                
                  For Authors
                                  
              
	
                
                  FAQ's
                                  
              



          
	
            RESOURCES  
            
            	
                
                  For Journals
                
              
	
                
                  For Researchers
                
              
	
                
                  For Authors
                
              
	
                
                  For Policy Makers
                
              



          
	
            SUPPORTERS  
          
	              





      
    


      

			






		





 


              
      

      
        
         
           
            
 

            

            
            
            
                        
            
                        
            
                                          International Journal of Information Security, Privacy and Digital Forensics
                            

              
              
                                
                  Journal / International Journal of Information Security, Privacy and Digital Forensics /
                                    
                                           Vol. 5 No. 2 (2021) / Articles
                                                                    
                                      
                                        
                    
                           
                    
                  

                                      
              
            
           

          

        

      

      


                         





      
                  
        
          
                      
                                        		
				
					          Current
					
				
							
	
				
					          Archives
					
				
							
	
				
					          About
											
					
				
										
									
										About the Journal
									
								
	
									
										Author Guidelines
									
								
	
									
										Editorial Team
									
								
	
									
										Privacy Statement
									
								
	
									
										Contact
									
								


							



          
          
            
          
                    
          

        
        
        
        
        
        
        
        
        
        
        
        
        
        
        
        
        
        
        
      





        


				
			

                

				
		

		


	

		

						Article Sidebar


						
						
			
			             
            			
			
			
							
																		
	
		
				





   download
				
		
							Requires Subscription
					
	
	PDF

	


																				

						
			
                  
      
      
      			
                
        
        
													
												Published:

						Sep 13, 2022
					

																								
																																						       

													
													Keywords:

						
								
																														Android; Cybercrime; Forensic Analysis; NIST; Telegram																											
						

					

							


		
    
    

                Article Details


                
                                      
                
          
            Issue
          

          
            
              Vol. 5 No. 2 (2021)
            

          

        


                  
            
              Section
            

            
              Articles
            

          

        
                          
            
                            Copyright © Nigeria Computer Society. All Rights Reserved.

            

          

        
                                                                                      
        

                
      

		
			

								Main Article Content





        
          
            Forensic analysis of android-based telegram messenger for cybercrime investigation using the NIST framework
                      

        





                
                          
                Elizabeth A.  Amusan

                                              

                          
                Alade M.  Oluwaseun 

                                              

                          
                Adubiaro Opeyemi 

                                              

                      

                




        									
						Abstract

						
							This paper presents a forensic analysis of Telegram messenger (running on Android) which is a popular instant messaging application that offers secure one-to-one, one-to-many and many-to-many communication services reportedly used for various criminal activities. Various works have been reported on forensic analysis of Instant Messaging (IM) applications, but there is the need to follow investigative standards treating all cases as if they would end up in court. Hence, this study used the National Institute of Standards Technology (NIST) methodology which has four (4) forensic stages namely, collection, examination, analysis and reporting. The results from this research are a comparison of evidence obtained in form of conversation database, direct and group messages, images and documents sent and received between a rooted smart phone and a non-rooted smart phone. The output of this research will be beneficial to forensic investigators and researchers in identifying and recovering digital evidence from telegram messenger on android devices which can form a reference in proceedings to combat cybercrime.
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