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Abstract

The deployment of digital systems in the delivery of public services by the Government of
Botswana has seen an increase in the generation of digital records. Without preservation efforts
over time, the continued availability of digital records is not guaranteed. The reverse side of this
is that a focused records preservation regime ensures access to and accurate digital records in the
long term, regardless of the challenges of media failure and technological change. Lack of an
adequate legal and policy framework on digital material preservation; gaps in human resources
in terms of knowledge, skills, and competencies to drive digital material preservation; lack of
appropriate standards for digital records preservation; and limited collaborative efforts towards
digital records preservation are some of the challenges in digital records preservation in
Botswana. Despite these challenges related to digital records preservation, developing countries
in Africa are increasingly embracing the use of cloud computing technology for the management
and preservation of digital records due to its benefits. In the developed world, cloud computing
has matured into a viable option for the management and preservation of digital records. This
study utilised a review of literature, supplemented by document analysis, to propose a framework
for digital preservation of records in the cloud in the context of e-government in the Botswana
public sector. It is guided by concepts from the Policy, Strategy and Resources troika model as a
lens to frame the study. The model provides the key elements of policy, strategy, and resources
as necessary for the preservation of records in Botswana’s public sector, using cloud computing
as a platform. The proposed framework for the preservation of digital records may benefit public
sector organisations that endeavour to adopt cloud computing for records preservation.
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1. Introduction

Globally, governments have embraced digital transformation of their public services to improve
administrative and operational efficiency. This has seen the introduction of online services in
what came widely known as e-government, which is dominated by the deployment of
information and communication technologies in the work and/or office environment (World
Bank 2020). According to United Nations (2022), the 2022 survey on digital government shows
that the evolution of e-government worldwide has transformed public administrations and
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institutions both structurally and in terms of dynamics between government and the consumers
of public services. Kalusopa (2022) notes that the terms e-government and digital government
are not distinct and only suggest an evolution in the use of ICTs to facilitate service delivery to
the public. Bwalya (2018) and the World Bank (2020) agree that these concepts are used
interchangeably. The global adoption of e-government has expanded over time, with countries
digitalising their business processes (United Nations 2022). What is common about the
deployment of e-government systems is that they generate digital records that need to be
managed and preserved over time if they are to support the e-government agenda. Bwalya and
Mutula (2014) aver that apart from e-government being the vehicle to catapult quality public
service delivery, e-government can also be used as an information provision and analysis
platform. The exponential growth of data, now referred to as big data, generated by different
business processes, makes a case for such information provision and analysis.

One technology revealed that assisted the proliferation of e-government was cloud computing.
Cloud computing is storing or accessing programmes, apps, and data via the internet, instead of
directly from a computer hard drive (Raza 2020). According to Rajeswari (2019), cloud
computing is referred to as the use of IT infrastructure for the provision of services to customers
using the internet. Cloud computing takes place through the internet (cloud) (Tomblin 2021).
According to McLeod and Gormly (2017), the proliferation of ICTs in work processes means
that organisations are bound to use cloud services such as storing records in the cloud, whether
by design or default. This raises the issue of trust in using third-party cloud service providers for
records storage and digital archival collections. According to Shibambu and Marutha (2022), one
offering of cloud computing is records storage. Digital records can be stored in the cloud where
they can be preserved for their continued access and use.

According to Bwalya (2018), many organisations transformed their data management roles to
include cloud computing as a progressive, reliant data and information platform. In addition,
cloud computing is cost effective and reduces costs of putting together an e-government
infrastructure, as cloud models can be integrated into the e-government design. Like other forms
of records, public records generated by e-government systems are vital to government staff,
citizens, businesses, and the legal community (Preservica 2020). Lack of their preservation and,
the consequent inability to produce them when required as documentary evidence of government
decisions, operations, and heritage leads to loss of public trust, non-compliance, risks to public
health and safety, fines and litigation, and the inability to re-use institutional knowledge to meet
evolving business needs (Preservica 2020). According to Kalusopa and Zulu (2009:99), digital
preservation is a “series of adapting management activities necessary to ensure continued access
to digital materials.” This includes born digital records and those that have been digitised (Perry
2014). Digital records need continual active management to maintain their authenticity,
reliability, integrity, and usability. This active management encompasses digital preservation
activities that ensure these characteristics of the records are maintained over time. Shibambu and
Ngoepe (2020) note that storing records in the cloud as preservation strategy has become an
increasingly viable storage option for organisations that cannot afford or maintain in-house,
private electronic infrastructure suitable for long-term preservation of digital records.
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1.1 Background to the study

The Government of Botswana adopted the utilisation of information and communication
technologies (ICTs) in delivering public services (Bwalya & Mosweu 2017; Keakopa 2018;
Kalusopa, Mosweu & Bayane 2021). There is a close relationship between digital preservation
and e-government, which is assisted by effective and efficient recordkeeping through which
citizens’ right to information is realised (Adu, Dube & Adjei 2016). The emergence of digital
records and how they should be preserved within government has been a subject of discussion by
some authors (Decman & Vintar 2013). Digital preservation is thus a key records management
undertaking as it ensures that records with value beyond operational use remain open and usable
(ICA/IRMT 2016). Through its e-government agenda, the Government of Botswana endeavours
to facilitate easier access to information with ICT-assisted services (Mosweu, Mutshewa &
Bwalya 2014). This drive towards e-government led to the implementation of software
applications specifically for managing records in government ministries and departments,
including state-owned enterprises. Table 1 shows EDRMS implemented in Botswana public
sector in different locations or organisations.

Table 1: EDRMS implemented in Botswana public sector

EDRMS implemented Location Source
Document Workflow Ministry of Investment, Mosweu (2014)
Management System (DWMS) Trade, and Industry (MITI)

National Archives and Records Ministry of Labour and Moatlhodi and Kalusopa
Management System (NARMS) Home Affairs (2016)
National Archives and Records Botswana National Keakopa (2018)
Management System (NARMS) | Archives and Records
Services
Court Records Management High Courts Motsaathebe and Mnjama
System (CRMS) Gaborone Magistrates (2009), Mosweu (2012);
Court Mosweu and Kenosi (2018)
HP TRIM Botswana Qualifications Motlhasedi (2012)
Authority (BQA)
EDRMS Tlokweng Land Board Shonhe and Grand (2019)
Alfresco Botswana Housing Botswana Housing
Corporation Corporation (2019)

This is not surprising, as records management is central to public administration (Dikopoulou &
Mihiotis 2010). Other than software applications focused on the management of records,
business systems have also been implemented for specific functions. The numerous business
systems implemented in Botswana’s public value chains cover several government functions
across different sectors of the economy. The resultant digitalisation of government business
process has seen, among others, the following business systems implemented in the government
sector (Government of Botswana 2012; Mosweu 2019a):
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e Human Capital System for government personnel data and records management

e National Identity Registration System for managing the registration process of citizens of
Botswana

e Vehicle Registration and Licensing System for managing processes related to vehicle
registration

e Driver Licensing System for driver’s licensing and management

e Central Medical Stores System for managing, storing, and distributing centralised
healthcare medicines to health facilities across the country

e Government Payroll, Pensions and Passages System for managing payroll, processing
gratuities and pensions, Electronic Funds Transfer to Bank of Botswana and pay-as-you-
earn tax forms processing

e Value-Added Tax System for managing value-added tax (VAT) in conjunction with
Botswana Unified Revenue Service

e Social Benefits and Reconciliation System paying old-age pensions

e Ministry Investment, Trade, and Industry’s Management Information System for trade
licensing, issuing rebate certificates and export/import permits and registration,
investigation and resolution of consumer complaints

e Fleet Tracking and Maintenance Management System for tracking the entire government
fleet

e Government Bookshop Online System to transact publication orders and sale of
government publications

In e-government, digital records preservation is a major records management function. The
increased deployment of e-government systems across several government agencies registered
some improvements in all indicators on technological readiness (Samboma 2019). This notable
infiltration among many government entities indicates that some of these systems may not have
archives and records management functionalities (Kalusopa et al. 2017). Digital preservation
remains a concern.

2. Research problem

The endeavour to improve public service delivery brought the deployment of business
information systems in the public sector (Kalusopa et al. 2021). This e-government practice
generates digital records that need proper management, like their paper counterparts. However,
digital records preservation faces numerous challenges such as lack of preservation policies;
inadequate policy framework for digital preservation; gaps in human resources in terms of
knowledge, funding difficulties, skills, poor awareness of digital preservation, lack of
collaboration, and competencies to drive digital material preservation; and the absence of
standards for digital preservation (Kalusopa & Zulu 2009; Adu & Ngulube 2016; Ngoepe &
Saurombe 2016; Mosweu & Bwalya 2022; Porogo 2022). The resultant digital records generated
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by implemented business systems face preservation challenges, which may be a disadvantage to
organisations that pursue cloud computing for its goodness.

3. Purpose and objectives of the study

The purpose of this study was to develop a framework for the preservation of digital records in
the cloud in Botswana’s public sector. The specific objectives were t0:

e determine the policy, strategy, and resources to support the digital preservation of public
records in the cloud in Botswana

e identify key stakeholders in the preservation of digital records in the cloud

e develop a framework for the digital records preservation of public records in the cloud in
Botswana

4. Literature review

The literature review for this study was guided by the research objectives which were turned into
thematic areas for the review.

4.1 Policies, strategies, and resources for digital records preservation

Digital records preservation must be guided by a policy and legal framework. According to the
National Archives of UK (2011), a digital preservation policy lays the foundation for a
sustainable digital preservation programme and acts as an authority for its implementation.
Among others, it articulates roles and responsibilities, defines a succinct set of success criteria it
can be measured against, and defines the coverage of digital preservation activities, including the
broad categories of records. Ngoepe (2017) investigated the post-custodial realities of digital
records management in South Africa and found that legislation that covers digital records
management such as Electronic Records and Evidence Act and ECTA does exist but lacks
guidance when it comes to preserving records in the cloud. Mutsagondo (2021) notes that in
Zimbabwe, one of the challenges that affect the effective management of digital records
negatively was a lapse in legal policy and procedural frameworks.

4.2 Stakeholders in the preservation of digital records in the cloud

The successful management of digital records and their preservation requires a combined effort
by various stakeholders, because the field of archival science has seen technological advances in
digital preservation, digitisation, database applications, and various preservation software tools
which changed archival practice. Such technological advances require a mirrored advancement
in skill sets and knowledge of archives and records management professionals to manage,
preserve, and make public records available in digital form (International Council on Archives
2016). Inadequate knowledge and competencies among archives and records management
professionals (Tsvuura 2022) mean they need to collaborate with other key stakeholders such as
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those from ICT. In South Africa, there is thriving collaboration between the National Archives
and Records Service of South Africa and the State Information Technology Agency (SITA).
SITA compiled a list of vendors and solutions that government agencies can choose from when
selecting vendors’ technical capabilities to implement electronic digital records management
systems (Keakopa 2016). In the context of the public sector in Ghana, Adu (2018) concludes that
a focused and appropriate dialogue is necessary between stakeholders and government for the
proper maintenance and preservation of digital records.

5. Theoretical framework for the study

The purpose of a theoretical framework is to provide a foundation from which all knowledge is
constructed in a research study. It informs the study rationale and purpose, problem statement,
significance, research questions, literature review, methods, and analysis in a study (Grant &
Osanloo 2014). According to Heale and Noble (2019:37), a theoretical framework logically
presents and represents the concepts, variables, and relationships related to a study. It helps to
clearly identify and order what is to be examined, described, or measured. A research study
comprises different components that should be glued together for successful completion
(Bryman & Bell, 2015). This study was guided by the Policy, Strategy and Resources (PSR)
troika model, which served as its theoretical framework (Davies 2000). The model has three
constructs, being the policy, strategy, and resources. These are all necessary for the preservation
of records in a cloud environment and are the key constructs under investigation. A policy as the
manifestation of considered judgment, plan, or tactics adopted by a government or an
organisation (Parsons 1995). Through policy, government commits to follow a specified path of
action. In the context of this study, BNARS issues policy guidance that supports preservation of
records. Strategy entails enacting a plan detailing what should achieved and how, as articulated
in a policy (Davies 2000). For a strategy to be achieved, resources such as funding, knowledge,
and appropriate human resource are required (Davies 2000). As a public sector body mandated
by the NARS Act to manage public sector records, BNARS is the authority to devise strategies
appropriate for the preservation of public records in Botswana. Resources include budget,
capacitated personnel, culture, time, and ICT resources (Davies 2000; Zlotin & Zusman 2005).
Resources enable the achievement of policy and strategy (Zlotin & Zusman 2005). The
Government of Botswana is required to provide the right resources to transition from manual
systems to cloud-based digital records preservation. According to Davies (2000), the three key
elements of PSR should be considered equally if an organisation is to achieve a sustainability
over time.

6. Methodology

This study adopted a qualitative research approach and utilised documentary analysis,
supplemented by available literature, to address the research objectives. According to Bowen
(2009), document analysis is a systematic procedure for evaluating documents with potential
information required to answer research questions. Examples of documents that can be analysed
to source information include personal documents, official documents derived from the state or
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private sources, mass-media outputs, virtual documents, reports, websites, photographs, letters,
and emails (Creswell & Creswell 2018). The researcher can discover patterns and themes that
can help resolve the research question (Leedy, Ormrod & Johnson 2019). In this study, data were
collected from documents such as legal and policy documents, reports, and blogs, and
supplemented by both published unpublished literature.

7. Findings and discussions of the study
The findings of the study are organised and presented in alignment with the research objectives.
7.1 Policy, strategy, and resources to support the digital records preservation in the cloud

The findings showed that policy framework is available in the National ICT Policy, which is 16
years old and may have been passed by ICT developments (Government of Botswana 2007,
Mosweu & Kenosi 2018). Old as the policy framework is, ICTs remain the focal point to
improve public service delivery through initiatives such as e-health, e-education, government
online, and an enabling environment for e-commerce by residents and citizen. Supportive
legislation is the ECTA and Electronic Records (Evidence) Act (Government of Botswana
2014a; 2014b). The current legislation has limitations in providing guidance for digital records
preservation (Ngoepe & Keakopa 2011) and preservation of social media records is lacking
(Mosweu 2021), although the government of Botswana’s social media use is prevalent.

The e-Government Strategy supports policy efforts by providing a platform for ICTs to propel
Botswana to be an active player in the knowledge economy. Some public services are delivered
online through deploying high-quality citizen-centric information systems (Government of
Botswana 2012; Mosweu 2019). Notably, the absence of a focused strategic document to provide
specific direction on digital preservation strategies to use such as migration, cloud computing,
emulation, and refreshing (Decman & Vintar 2013; Adu & Ngulube 2016; Magama 2018)
hampers positive strides achieved so far.

In terms of resources to support digital preservation, infrastructure in the form of records centres
and the national archives is available, but they cater more for records. Pockets of excellence in
digital records preservation exist but are not adequate when considering the magnitude of digital
records generated by e-government systems. Digital preservation requires ICT infrastructure,
which do exist but are inadequate to ingest digital records for custody (Ngoepe & Saurombe
2016; Mosweu & Bwalya 2022). Resource constraints for digital preservation are also a
challenge for digital records ingestion in archival custody in South Africa (Ngoepe 2017). The
competition for scarce resources leads to limited resources to fund preservation initiatives, hence
the need to spend wisely.
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7.2 Key stakeholders for the preservation of digital records

The preservation of digital records needs collaborative effort between key stakeholders. In
Botswana, they are BNARS, Department of Information Technology (DIT), academic
institutions, and the ICT industry. According to Keakopa (2016), BNARS has formed
collaborative partnerships with key stakeholders such as the ICT industry, which can be
convenient for the design and implementation of the systems that meet records management
requirements. However, BNARS collaborates regularly with DIT which coordinates government
computerisation projects (Moloi 2009). This resulted in the successful implementation of
EDRMS projects in the public service (Motlhasedi 2012; Mosweu 2014; Moatlhodi & Kalusopa
2016). Despite the computerisation of public sector value chains, which increasingly generate
digital records, BNARS has not yet created direct linkages with the ICT industry through which
it can provide advice related to the procurement and implementation of records and document
management systems (Keakopa 2018), and that meet records management requirements
(Keakopa 2016). Kalusopa et al. (2021) observe that although lack of collaboration is not yet
clearly defined in literature as problematic for Botswana, its presence in general literature
suggests it is an area for consideration.

8. Recommendations

Several recommendations emanate from the findings of this study. A review of archival
legislation is recommended to cater for social media records management. The current e-
government strategy use has been overtaken by time, so a new one, which includes aspects of
cloud computing, is recommended. Collaborative efforts by stakeholders towards digital records
preservation is recommended, as the national archives alone cannot resolve issues related to
digital records preservation. More funds are also needed from the Treasury to fund digital
records preservation initiatives such as the establishment of data centres. It is also recommended
that the national archives domesticate standards appropriate for digital records preservation.

8.1 Proposed framework for digital records preservation in the cloud
The third objective of this study was to propose a framework for the preservation of digital

records in the cloud. It shows how government can utilise the cloud for digital records
preservation. The framework can be customised by users to suit the operational environment.
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FRAMEWORK FOR DIGITAL RECORDS PRESERVATION IN THE CLOUD
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Figure 1: Framework for development of digital records preservation in the cloud

Figure 1 shows that a framework for development of digital records preservation in the cloud is
possible only with establishment of capacity building and data centres with appropriate financial
support. This would only be possible with sustainable funding to support implementation of
standards, collaboration, e-government strategies, and legal and policy frameworks. Specific
elements are discussed in the subthemes below.

8.2 Legislation and policy framework

This study showed the available legal and policy framework supports the management of digital
records although limited (Ngoepe & Keakopa 2011; Mosweu & Kenosi 2018). For example,
legislation covers the management of social media records (Mosweu 2021). The NARS Act
should be amended to include aspects of managing records in the cloud, including their
preservation. The policy framework can be enhanced to include digital records preservation
aspects. This includes the National ICT Policy (Government of Botswana 2007).

8.3 E-government strategy

The study revealed that there is an e-government strategy to support digital records management
initiatives. Notably, the strategy covered the years 2011 to 2016 (Government of Botswana

—

JOURNAL OF THE SOUTH AFRICAN SOCIETY OF ARCHIVISTS, VOL.56, 2023 | SASA© l 25

T




Mosweu

2012). It seems no follow-up strategy was formulated to build on the first one. An e-government
strategy is recommended, which would include digital records preservation strategies for cloud-
based records management. Positive digital preservation efforts were noted in seven Botswana
public service ministries whereby preservation strategies such as migration of data from the old
systems to the new updated systems, refreshing, and data backup were used (Porogo 2020;
Porogo & Kalusopa 2021). The recommended new e-government strategy can leverage on this
development and gain mileage and acceptance.

8.4 Establishment of a government data centre

Currently, semi-current government records are stored in three records centres in Gaborone,
Francistown, and the village of Kanye, serving the northern, southern, and western part of the
country. Notably, this BNARS infrastructure is principally for physical records, and is not
adequate for digital records preservation (Kootshabe & Mnjama 2014). This is like NARSSA,
which was also developed for manual records, resulting in focus being placed on paper records
management at the expense of cloud-based records management and preservation (Ngoepe &
Saurombe 2016; Shibambu & Marutha (2022). An appropriate ICT infrastructure is a key
component for digital preservation (Porogo & Kalusopa 2021). Technical components that would
operationalise infrastructure preservation capabilities are essential for digital preservation (Dollar
& Ashley 2015), including other infrastructure like network capabilities, stakeholders in
preservation, policies, and practices (Svard 2017). The government should establish a
government-controlled data centre (government cloud) to serve as records storage and
preservation facility. The data centre can reduce the expenditure that come with storing and
preserving records in the cloud in the long term. InterPARES (2018) checklist should guide
archivists and records managers when contracting cloud providers, including data ownership,
availability, storage, preservation, retention, and security.

8.5 Collaboration by stakeholders

The preservation of digital records in e-government can be a complex and mammoth task which
cannot be limited to a single entity. It needs collaboration (Adu 2015). BNARS can collaborate
on digital preservation with other information management services organisations like libraries
and museums and share knowledge, skills, and resources (Mosweu 2019c). Furthermore,
collaboration with the DIT, which manages government computerisation efforts from the
technical side, would enhance the technical capacity required. More collaboration is also needed
with higher educational institutions to revamp their curriculum and offer courses with
components on digital records preservation (Segaetsho & Moloi 2019; Porogo 2022). Further
collaboration with industry can enhance capacity for digital records management and
preservation (Keakopa 2021). Digital preservation issues overlap across organisations and
sectors, making collaborations worthwhile (Digital Preservation Coalition 2022). Pooling
resources together, including expertise and experience, can overcome digital preservation
challenges and implementation costs (Yarrow, Clubb & Draper 2008; Mosweu 2019b). Archives
and records management professionals in Africa are encouraged to undertake interdisciplinary
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collaboration, as they are isolated (Ngoepe, Maluleka & Onyancha 2014; Masenya 2020), and to
facilitate equal partnerships with ICT experts (Erima & Wamukoya 2012).

8.6 Capacity building for archives and records management professionals

Lack of skills and competencies for digital records management is a major challenge among
archives and records management professionals in Botswana (Mosweu 2019a; Kalusopa et al.
2021; Porogo 2022), which frustrates digital preservation efforts. This is an impediment for the
management and preservation of digital records in developing countries such as ESARBICA
member countries and beyond. This was seen in several studies such as in Botswana, Tanzania,
Zimbabwe, and South Africa (Kamatula & Kemoni 2018; Mosweu & Ngoepe 2019; Mosweu
2019; Chikomba, Rodriques & Ngoepe 2020; Mosweu & Bwalya 2022). According to Adu and
Ngulube (2016), it is worrisome that information professionals in Africa fare poorer than their
European counterparts in the acquisition of technical skills required for digital preservation.
Capacity building to acquire skills and competencies required for digital preservation and the
management of digital records in general is critical to preserve digital record and keep them
accessible and useable over time. This can be achieved through formal education in higher
education institutions and undertaking continuous professional courses to develop new skills and
competencies necessary for digital records management and preservation.

8.7 Adoption of standards

Lack of standards to support digital preservation is a major challenge in Africa (Osedo 2013).
This study revealed lack of standards for the management and preservation of digital records in
Botswana (Porogo & Kalusopa 2021; Mosweu & Bwalya 2022). Standards provide an essential
framework for organisations to benchmark their activities (Chikomba et al. 2020). They enable
access to, and discovery of, records. Their relevant use helps with organisational compliance and
interoperability between diverse systems within and beyond the sector (Digital Coalition
Preservation 2023). For example, the e-Governance Standard for Preservation Information
Documentation (eGOV-PID) of Electronic Records of India is applicable to guiding preservation
of digital records from 10 to 50 years, and beyond (Centre of Excellence for Digital Preservation
2013). The preservation of digital records in Botswana can benefit from the adoption of
standards that support digital preservation. Standards such as MoReq 2: Model Requirements
Specification for the Management of Electronic Records and ISO 16175-2: Guidelines and
functional requirements for records in electronic office environments can be used to guide the
preservation of records in the in the cloud.

8.8 Sustainable funding

Unsustainable funding for digital preservation efforts is an African challenge. Funding required
for purchasing hardware and software required for some preservation strategies such as copying
of data (refreshing), and construction and maintenance of data (emulation) to support old and
obsolete data is scarce (Adu & Ngulube 2016). Well-functioning organisations readily adopt new
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technologies and infuse them sustainably in their operations (Tsvuura & Ngulube 2021). The
ICT infrastructure required for digital records preservation is expensive and must compete with
other government priorities (Mosweu & Bwalya 2022). According to Keakopa (2004), records
preservation efforts need to be budgeted for and costed amid national budgetary constraints.
Lack of funding to accomplish archives and records management activities is also apparent in the
wider sub-Saharan Africa region and extends to efforts towards the preservation of audio-visual
archives (Adjin-Tetey 2016; World Intellectual Property Organisation 2018; Rakemane &
Mosweu 2021).

9. Concluding remarks

Available literature shows the preservation of digital records in Botswana’s public sector is still a
challenge for Botswana. This is generally consistent with other technology-assisted records
management initiatives, which suffer from challenges such as limited staff capacity, inadequate
legal frameworks, and insufficient funding. The proposed framework serves as solution to
address some of the said challenges. Although the proposed framework has never been
empirically tested, when put to test, it may positively contribute to the preservation of digital
records. This will require concerted efforts by stakeholders.
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