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Abstract

Scholarly discussions have recently focused on how technology is used by university archives
departments to manage historical data. The COVID-19 global pandemic pushed universities to
reconsider how best to manage archival materials efficiently and ensure the academic
community and the general public can easily view, preserve, and interact with these records.
Several universities are currently using the Internet of Things (IoT) as a technology to manage
preserved content efficiently. Nevertheless, managing historical or enduringly valuable records
has not received enough attention in South African university archives when it comes to
implementing [oT technology. This study aimed to investigate how loT-based technologies are
now being used in university archives to manage archived material. A systematic quantitative
approach was used to analyse the current literature on the applications of IoT technologies in
managing archival data in university archives. The study leveraged various databases,
including Google Scholar, IEEE Xplore, Science Direct, MDPI, and Scopus. The researchers
used these databases to collect the pertinent information. The research revealed that although
several university archives acknowledge the importance of IoT technologies in managing
archival data, only a few have adopted these technologies. This is mostly attributed to issues
like insufficient information technology infrastructure, exorbitant system expenses, poor
infrastructure, limited technical assistance, and a dearth of competence within university
archives. Therefore, the elements presented considerable obstacles for the university's archives
in acknowledging the benefits of adopting [oT technology for managing historical documents
in their institutions. Information is necessary for university archives to effectively influence
university policies and procedures that facilitate the preservation of university archival data.
The research suggests that South African university archives should implement IoT
technologies to improve their administration of historical materials. Diverse research and
development initiatives on [oT technologies should be undertaken within university archives.
This study addresses the shortage of knowledge within university archives on the capabilities
of [oT technologies in administrating archival resources.
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1. Introduction

University archives have multiple obstacles arising from issues such as inadequate archive
buildings, deficient technical infrastructure, absence of operational processes, lack of expertise
in archive layout, and insufficient professional capabilities (Ma et al. 2022). Due to the
constraints outlined above, university archives face difficulties in establishing comprehensive
standards for managing, organising, storing, classifying, and numbering historical items. [oT-
based technologies have become a solution for managing and overseeing university archives
by utilising various applications of IoT technology (Maceli, 2020). With the increasing
adoption of ToT-based technologies, university acknowledged as crucial for institution-level
information management. Implementing IoT technology significantly changed the
management of various universities' archive repositories from the traditional approach to a
modern approach to improve effectiveness and efficiency (Palanivel, 2019). Numerous
university archives in South Africa suffer from inadequate administration of their repositories.
The South African university archives lack standardised procedures or strategies for preserving
archival materials in their repositories. Current academic literature discusses the growing
reliance of university archival repositories on 0T technology for improved effectiveness and
efficiency (Wojcik, 2016; Maceli, 2020; Sinha & Brar, 2022).

However, university archives, especially in African countries, face challenges such as
inadequate technology infrastructure, expensive systems, and limited technical support,
insufficient funding, poor training in professional archival knowledge, and lack of
comprehension regarding the significance of archives, the necessity of archives administration,
and the poor awareness of archived collections (Ma et al. 2022; Martinus et al. 2022). Adopting
IoT-based technology was linked to the development of innovative solutions for solving these
challenges. University archives are increasingly adopting IoT technologies to address
challenges encountered in the archive’s environment, as indicated by the evidence.

Moreover, Ma et al. (2022) found that using [oT-based FRID technology decreases the need
for human labour, as university archives are now automatically digitised. Many archival
repositories utilise information technology to establish a fresh business model, enhance
corporate procedures, and minimise expenses and hazards (Rayes & Salam, 2019). IoT
technologies has significantly transformed the operational procedures of archives management
programmes within university archival spaces and they have significant potential for
effectively managing university archives across many business activities, including archives
facility management, archives collection preservation, and collection tracking (Wojcik, 2016).
Moreover, the [oT can oversee the management of university archival inventory control, access
and authentication, room configuration, accessibility, and navigation using loT-enabled
systems (Sinha & Brar, 2022). Furthermore, the IoT can monitor historical material, including
paper-based records, map collections, and audio-visual materials, using internet infrastructure.

Monitoring and controlling environmental conditions in archives involve using technologies to
regulate temperature, humidity, ultraviolet (UV) light, air quality, and other environmental
factors (Maceli, 2020:202). This research was motivated by the following research scholars:

e Initially, the United States of America (USA) implemented radio frequency
identification (RFID) technology in the transmission business and access control, but
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Europe utilised short-range monitoring RFID technology for animal monitoring
(Ramirez-Faz et al. 2020).

e To streamline the process of identifying information in university archives and
minimise the need for human resources, the current approach involves digitising college
archival tags using loT-based RFID technology (Ma et al. 2022:2).

e Aparicio et al. (2016) conducted research that investigated the use of an 10T method for
the development of lightweight wireless sensor networks.

e |oT-based technology has been implemented in many information management
systems, including museums and academic libraries (Grofmann et al. 2017).

e |loT-based technologies have the potential to be utilised as tools for managing
collections and enhancing information literacy (Pujar & Satyanarayana, 2015).

It is evident that loT-based technologies have reached a level of development where they can
be integrated into all aspects of university archives. The implementation of IoT-based
technologies has proven effective in monitoring and controlling archive buildings in the USA
(Maceli, 2020). This suggests that universities in the USA have progressively embraced [oT-
based technologies to enhance the administration of their archives in multiple ways. Despite
numerous obstacles relating to integrating technologies based on IoT, most university archives
are adopting and using them (Maceli et al., 2019). To fully understand the potential of IoT-
based technologies in university archives, a study of loT-based technology applications that
can enhance the efficiency and effectiveness of archive management must be conducted. This
study aimed to identify suitable applications of IoT technology that might improve archival
management at South African universities.

This study is a valuable addition to existing literature on the subject. Firstly, it conducted a
thorough examination of the literature pertaining to the use of IoT technologies in university
archives. It aids in applying and executing theory in the management of university archives.
The article demonstrates how university archives implemented the principle of disruptive
innovation and enhances the implementation of IoT technologies in university archives and
how their adoption can assist university archives in managing their commercial activities. It
further highlights key challenges associated with integrating IoT technologies into the
management of university archives, including the administration of repositories and decision-
making processes. Lastly, it recommends future research on the use of IoT technologies in
university archives management context.

The initial segment of this paper presents the theoretical framework on which the argument in
this work is based. In the next section, the difficulties faced by university archives and potential
prospects for enhancing the role of university archives are discussed, particularly in the context
of developing IoT technologies. We do so by emphasising the fundamental distinctions in the
advantages of using loT-based technologies for managing university archives.

2. Problem statement

Despite the use of IoT technologies as an advanced solution for managing archival institutions
and addressing difficulties in university archives, university archives still struggle with
inadequate management of historical resources. IoT technology has been employed to build
diverse archives management systems (Maceli, 2020). University archives management
oversees a variety of archival materials, encompassing papers, films, pictures, and maps (L1,
2022). Most university archival institutions worldwide have not yet fully implemented [oT-
based technology. This study aimed to fill this need by introducing the capabilities and
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potentials of IoT technologies in university archival organisations (Chen, 2023). In addition,
IoT-based technologies are in the early stages implementing in various public universities
worldwide. University archival institutions are crucial for supporting university teaching and
learning programmes. To ensure preservation and accessibility in these institutions, loT-based
technologies in the archival sector must be employed. Although IoT technologies have
improved archival institution services in several nations, it is uncertain whether these
technologies can successfully transform university archival institutions from conventional
methods to modern technology without encountering substantial obstacles.

The lack of clarity in this situation emerged from literature examining the reciprocal connection
between archival institutions and [oT technologies (Shammar et al. 2019). Although utilisation
of ToT technologies is expected to enhance the quality of services provided by archival
institutions, it is uncertain how and to what extent university archival institutions are utilising
[oT technologies in their archive repositories. Therefore, a comprehensive and extensive
understanding of the capabilities and impact of [oT technology in archival institutions must be
developed.

South African university archives encounter various comparable challenges in the management
of archival records (Anderson & Hart, 2016; Netshakhuma, 2019). South African university
archives are actively seeking strategies to effectively handle archival records. This paper
proposes implementing IoT technology to effectively manage historical records in South
African university archives. Adopting IoT technologies in university archives has been
implemented as an enhanced method for managing archival records. Thus, the utilisation of
IoT technologies has improved the management of archival records in South African and other
countries' university archives. These technologies have the potential to completely
revolutionise South African university archives, seamlessly replacing traditional methods with
modern technology. This study aimed to identify the specific requirements of university
archives in South Africa regarding the management of archival records. It also proposes the
use of [oT technologies as a solution to address these identified needs with the aim of enhancing
the proper management of archival records, particularly in terms of preservation and facilitating
user access. This will ultimately support teaching and learning activities at university archives
in South Africa.

3. Research purpose

The purpose of the study was to investigate the utilisation of IoT technology for managing
archives of public universities in South Africa

4. Research objectives

The objectives of the study were as follows:
e To examine current uses of 10T technology in the management of archival records in
academic archives.
e To identify resource requirements for the implementation of 10T technologies for
university archives management in South Africa.
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5. Literature review
This section presents a literature review for the study.
5.1 loT technology in managing academic archival records

According to Ma et al. (2022), IoT encompasses various devices and technologies, including
information-sensing devices such as sensors, RFID technology, global positioning systems
(GPS), infrared sensors, laser scanners, and gas sensors. They contended all these devices and
technologies can gather any object at any given moment or location. Furthermore, [oT devices
and technologies can actively observe, establish connections, and engage in immediate
communication while gathering diverse forms of data, including sound, light, heat, energy,
mechanics, chemistry, biology, and location. These data may be integrated with the internet to
create an extensive network. According to Rayes and Salam (2019:2), IoT can be defined as a
network of devices equipped with software intelligence, sensors, and seamless internet
communication, allowing for easy identification of each element. These authors contended that
the IoT enables the interchange of data between devices or things through manufacturing
operators and other connected devices, utilising the communications infrastructure of the
internet.

The 0T is a technology-driven framework used to enhance service delivery and efficient
management. It aims to save time, costs, and human involvement in the tracking, monitoring,
and control of archived documents in university archives. [oT-based technologies can connect
physical objects, including as sensors, devices, machines, people, and processes, to the internet.
This allows for monitoring and regulating their operation from anywhere. The linkages extend
beyond information sites. These links are tangible and enable users to access and assume
control over "things" as required. By implementing IoT technology, numerous university
archives have enhanced their organisational service delivery. University archives have
streamlined their service delivery operations by leveraging automation support from loT-based
technology applications. This resulted in reduced time and personal engagement required for
their services.

This study adopted the framework proposed by Khan and Ismail (2017), who defined the IoT
as an interconnected network utilising many sensors connected through information and
communication infrastructure to deliver high-quality services to customers and other
stakeholders. This innovative technique has the potential to assist in monitoring and regulating
environmental conditions in the public university archives of South Africa. According to Shi et
al. (2019), IoT encompasses artificial devices used to mitigate the effects of climate elements,
such as natural light, temperature, and humidity, to regulate the surrounding environment.

5.2 University archives

Hiddle (2010) explains that university archives function as the authorised institutional
repository responsible for preserving specific information generated during operational
activities. They store a wide range of archival materials for different departments within the
university, including archival documents, meeting minutes, institutional reports, annual
financial statements, portraits of notable individuals, audio-visual images, and other records
that provide insights into campus life (Siddell, 2018). These archives offer a reading room
where students and researchers can access and examine archived materials.
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Archival resources facilitate research, education, and knowledge acquisition by offering
original sources. According to Chrysanthopoulos et al. (2021), university archives serve as the
institutional repository responsible for managing information from various departments inside
a university. According to Siddell (2018), the archive material is more advantageous for staff
and faculty than for students. The archival material is utilised to support teaching, learning,
administrative references, and research material in various universities. According to Ly and
Shi (2020), university archives are considered historical records. Therefore, the researcher
adopted the perspective of Hiddle (2010) in examining university archives, which are
institutions responsible for managing archival materials belonging to universities. Jenkinson
(1996) contends that archives consist of correspondence and duplicates of the actions carried
out by departments and organisations. Every department within the organisation generates
archival records. Based on this context, all institutional archived records represent the
institution’s major decisions, transactions, and activities.

5.3 10T technologies used in university archives

IoT has converted the university archives repository into a digital platform in numerous
archives management projects. loT-based technologies can gather data from many systems,
such as smart classrooms, and store it as large-scale data for future utilisation (Kuppusamy,
2019). For instance, 0T technology utilises sensor-equipped devices installed in the doorways
of archives, which are connected to the identity card holders of both the archives staft and
consumers.

[oT technologies have been utilised in multiple applications within university archives. Ma et
al. (2022) found that certain university archives employed [oT-based RFID technology to
automate operations and minimise human intervention in managing university archives.
Implementing loT-based RFID technology can enhance the management of archival collection
items by utilising archival tags. Archival tags are crucial components of an intelligent security
system designed for storing archival collection materials in storage rooms and serve as
instruments for safeguarding classified archives (Tian et al. 2022).

Ma et al. (2022) created an IoT-based cloud computing application to digitise historical items
in universities. University archives labels employ RFID technology. Nevertheless, the security
mechanism of the filing cabinet ensures the protection of confidential papers. Implementing
IoT technologies in archives environments, specifically in collection tracking and archives
collection preservation, has been widely implemented in many nations for many years (Wojcik,
2016). Moreover, the [oT can oversee inventory control, room arrangement, access,
authentication, availability, and navigation using IoT-enabled systems (Sinha & Brar, 2022).
The [oT can oversee and track archival materials of many types, including paper-based records,
map collections, and audio-visual materials, by utilising internet infrastructure. Essentially, the
IoT can monitor the surroundings of archival materials. Maceli (2020) states that [oT-based
technologies have been used to analyse visitation patterns and crowd levels, create interactive
exhibitions, and provide location-specific information to users and academics. In addition, the
IoT employs a various sensors to enhance security in reading rooms by detecting any instances
of theft of archival documents. In certain countries, [oT technology is employed across multiple
applications to enhance services. The potential of IoT technology to enhance services and
performance across multiple industries is acknowledged. Various university archives have
employed the IoT monitoring system to oversee their facilities’ environmental conditions and
the collections they house. The university archives employ an IoT monitoring system that
utilises sophisticated sensor devices to identify regions within the buildings that experience
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problems with air conditioning and water supply. They further utilise a smart environment-
monitoring solution to ensure the cleanliness and safety of the building (Verma et al., 2022).

The IoT-based environmental monitoring system provides the ability to monitor archival
material at archival institutions. An IoT-based system for environmental monitoring is crucial
in minimising unnecessary environmental conditions that could affect the preservation of
historical materials in archives administration (Harvey & Mahard, 2014). These precautionary
procedures are advised for controlling temperature and humidity levels in various types of
historical holdings, including manuscripts, films, pictures, and maps. British Standard
Institution (2018) states that the generally acceptable temperature range is from 50 to 70
degrees Fahrenheit, while a recommended relative humidity range of 30% to 50% is advised.
Using IoT-based technologies can oversee and regulate environmental circumstances in
archives. These conditions encompass temperature, humidity, UV radiation, light intensity, air
quality, and other pertinent environmental attributes (Maceli, 2019). 10T technologies have a
vital function in monitoring archival entities. The IoT paradigm offers significant methods for
administering and monitoring archival entities, which safeguard and maintain the collective
knowledge and experiences of an institution. The loT-based monitoring and control system is
used in archival buildings (Gonzalez et al., 2020). An IoT-enabled cloud computing application
can digitise the labels of university archives stored in the university archives repository.
Archivists in certain universities choose to utilise digital environmental monitoring devices as
a component of [oT technology (Maceli, 2019).

5.4 Resource requirements for managing academic archival records

Several South African businesses embraced [oT technologies several years ago. loT-based
technology has a significant impact on the majority of South African public and private sectors,
although ToT-based technology is a recent innovation in specific industries. For almost a
decade, the information management sector in South Africa, including archives, libraries, and
museums, has been using [oT technology to preserve and provide access to archived material
for consumers and academics (Masenya, 2020). Several university archives implemented IoT-
based and RFID technology to streamline the management of business activities related to
archives.

The Free State has implemented IoT-based technology in the higher education sector. The
Central University of Technology is a prime example of a university that has successfully
implemented IoT-based technologies. The primary motivation for installing IoT-based
technology was to mitigate the financial burden incurred by the university due to the theft of
equipment, including manuscripts, letters, photographs, moving image and sound materials,
artwork, books, diaries, artefacts, and digital material, within its facilities. Mhlaba and Masinde
(2015) found that the Central University of Technology (CUT) incurs significant expenses
annually on purchasing new equipment for staff and students. This expenditure is necessary to
replace stolen laptops, data projectors, cellphones, and tablets which students, different
departments, and other staff offices reported missing. The CUT has experienced the loss of
both equipment and significant corporate and student data, which has the potential to
compromise the integrity of the institution if accessed by unauthorised individuals.

An application utilising IoT technology is used to monitor the environmental conditions of
university archives. The monitoring of environmental conditions with IoT involves the
utilisation of sophisticated sensor devices to precisely identify contaminants present in the air
and water. The IoT monitoring system implemented a smart solution for monitoring
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environmental conditions (Verma et al., 2022). Intelligent environmental monitoring
technology serves a crucial role in monitoring the university’s archives entities. The device
monitors the atmospheric conditions and ensures that the air is clean and suitable for
respiration.

6. Theoretical argument
This section presents a theoretical argument for the study.
6.1 The Disruptive Innovation Theory

University archives remain a compelling area of study, as indicated by Ma et al. (2022).
Nevertheless, expansion depends on the adoption of theoretical frameworks developed by other
disciplines (Li, 2022). Given the distinctiveness of the chosen research environment, it was
crucial to employ the disruptive innovation theory. Bower and Christensen (1995) were the first
to develop the theory of disruptive innovation (DIT), which is considered a competitive model
according to Stromberg and Thorman (2019). The researchers employed DIT to provide a
theoretical explanation for the observed occurrence. DIT promotes the integration of
contemporary technology in the field of university archives to enhance the quality of university
archives services. DIT intends to modify the latest technological advancements and is
influenced by multiple elements, including cost, quality, customer demands, regulatory
requirements, and availability of resources (Terry, 2020). The researchers argues that new
technology is crucial for enhancing university archives and facilitating their effective
management.

The notion of DIT centres on the transformative effects of embracing modern technology,
which can revolutionise the functioning of institutions and enhance their service delivery
(Stromberg & Thorman, 2019). Fundamentally, when an institution transitions from an obsolete
traditional approach to a modern procedure utilising new technologies such as [oT, it becomes
capable of evolving into a competitive entity that enhances service delivery and the overall
environment. Terry (2020) proposed that DIT aims to reform particular industries following
instances of service delivery failure within those industries. Following the difficulties posed by
air conditioners, heat, and the COVID-19 pandemic, DIT successfully introduced a solution in
the information management industry, which can also be implemented by South African South
African university archives. The majority of information management sectors in South Africa
have implemented IoT technologies to address issues impacting their institutional environment.
These criteria compel many sectors to embrace new technology to achieve success in their
respective domains. DIT assists all institutions to adopt new technologies across several
sectors. These new technologies encompass automation, the IoT, digital twinning, digital
currency interaction, and the augmentation of smart technology (Terry, 2020). Emerging
technologies are crucial for enhancing the efficiency of service provision.

7. Methodology

An analysis of academic and intellectual research on the use of IoT technology for maintaining
archives of public institutions in South Africa was published from 2017 to 2024. The objective
of this study was to gain a comprehensive understanding of existing literature regarding the
factors that attract application of the IoT to university archives in South Africa. This was
accomplished by employing a systematic quantitative approach devised by Pickering and
Byrne (2014) for searching and screening. The systematic nature of this review is attributed to

e
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the specific and reproducible methodology employed to survey the literature and subsequently
choose papers for inclusion.

This study used a systematic quantitative approach and adopted a positivist theoretical
framework (Lee & Kamler, 2008). Despite the prevailing focus of IoT literature on the
information systems sector, the interdisciplinary character of IoT research necessitates
researchers to explore areas beyond the information systems field (Webster & Watson, 2002).
Consequently, the search was not constrained by any specific field of study to prevent the
omission of any potentially useful material. The studies were selected based on their focus on
university archives in South Africa and their utilisation of IoT for business purposes. The
appropriate scholarly articles were obtained to encompass all pertinent topics, and the search
phrases used were “loT technology”, “Archive management”, and “loT applications”. The
search across five popular online databases, namely Google Scholar, IEEE Xplore, Science
Direct, MDPI, and Scopus, yielded 165 research items, including peer-reviewed published
articles, conference papers, theses, and book chapters. These items were identified based on
the presence of relevant keywords in their abstract titles. Afterwards, 44 items were eliminated,
resulting in 96 items that were eligible for full article reading. In addition, 43 items had to be
eliminated, and complete text access to them was not available. Consequently, a total of 53
publications underwent thorough evaluation for all study objectives.

Consistent with the guidelines of Pickering and Byrne (2014), the study followed the five stages
of the systematic quantitative approach to thoroughly search, evaluate, and analyse relevant
journal articles, institutional reports, websites, and book chapters, as indicated in Table 2, to
answer the research question. Pickering and Byrne (2014) proposed a research methodology
that focuses on a sequential five-step process, as indicated in Table 1, which encompasses the
following:

e Topic definition
Developing the research inquiry
Identifying key terms
Database identification and retrieval
Reviewing and evaluating publications

The systematic quantitative approach was utilised in previous research conducted by Bikefe et
al. (2020), Musa et al. (2021), and Mohammed and Bello (2022), facilitating the production of
reproducible reviews (Pickering & Byrne, 2014). Therefore, employing the aforementioned
approach, the researchers methodically chose and eliminated papers utilised in the present
investigation (Pickering & Byrne, 2014).

JOURNAL OF THE SOUTH AFRICAN SOCIETY OF ARCHIVISTS, VOL.58, 2025 | © SASA 29




Zolile Myeko and Edward Dakora

Table 1. Description and application of systematic quantitative approach

Step
Define topic

Application of study
What are the uses of IoT technologies in
managing archival records in South African
Universities?

Formulate research question

Which 10T applications/technologies are
suitable for managing archival documents of
South African universities?

Identify keywords
Identify and search databases

10T, university archives
Google Scholar

Read and assess the publication

An initial content scan was conducted to

evaluate the literature identified during the
search. Subsequently, the work underwent
scrutiny and evaluation to determine its
pertinence to the discourse surrounding the
use of [oT technologies in the administration
of archival records in university archives in

~ South Africa.
Source: Pickering and Byrne (2014)
Table 2. Literature source
Type of Sources Quantity

Journal articles — Google Scholar 36
Institutional publication reports 1
Theses 2
Books/Book Chapter 5
Website 10
Total _ 53

Source: Authors (2025)

8. Discussion of the findings
This section provides a discussion of the findings.
8.1 Current uses of 10T technology in managing academic archival records

This research aimed to investigate the utilisation of IoT technology to aid in managing
university archives buildings and collections. It examined the factors that motivate university
archives to adopt IoT-based technology to enhance effectiveness and efficiency in the
university archives environment. The use of loT-based RFID is a viable instrument for effective
university archives management (Makori, 2017). There is evidence indicating that loT-based
technologies can revolutionise university archives, shifting them from a traditional and
outdated approach to a modern and technologically advanced one. Despite various opinions on

e
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the potential application of loT-based technologies in university archives, these arguments offer
a chance to comprehend the capabilities of [oT-based technologies in this setting. Using IoT
technology is the most effective method for overseeing university archives facilities and
maintaining collections (Chelliah, Sood & Scholfield, 2005). When discussing this subject, it
is essential to ask the following question: “What are the suitable uses of IoT technologies that

can be suggested for managing archival documents in academic archives?”

Using IoT technology in university archives is gaining popularity in the Western region. The
university archives facility in the USA employs IoT-based technology to monitor and regulate
various environmental factors such as temperature, humidity, access control, ultraviolet (UV)
light, air quality, and other associated aspects (Maceli, 2020). IoT-based technologies
implemented in university archives can evaluate visitors' behavioural trends and levels of
congestion, thereby enabling interactive exhibits and offering location-specific information to
patrons. RFID technology offers the capacity and potential to deploy electronic chips, inductive
cards, contactless cards, electronic labels, and electronic barcodes. These electronic chips
transform university archives into automated procedures. Numerous organisations employ [oT
systems for various purposes within the context of archives and records management. In
contrast, Europe employed short-range monitoring RFID technology to track and monitor
animals (Ma et al. 2022; Ramirez-Faz et al. 2020). For this, the IoT plays a crucial role in
effectively maintaining university archives and facilitating the transition to embrace
contemporary technology. Using [oT-RFID technology is effective implementing advanced

technology in university archives.

IoT-based RFID technology has diverse uses, including the automation of operations and
minimising of human intervention in the maintenance of their archives. Ma et al. (2022) states
that IoT systems are used by several university archives to convert conventional university

archives into contemporary ones.

RFID is a superior instrument for preserving and providing accessible information services to
users and is ideal for managing the collection of services provided by the archives (Chelliah et
al., 2005). The RFID system can enhance collection management through the efficient
optimisation of check-in, check-out, and inventory tracking processes. In addition, the IoT
employs a various sensors to facilitate the monitoring of rooms and prevent the theft of archival

documents.

Nevertheless, certain establishments implement RFID systems to prevent theft (Husain &
Nazim, 2015). These authors contend that implementing IoT has a detrimental effect, as it
necessitates a reduction in worker numbers resulting from the adoption of this novel
technology, and that IoT-based RFID technology can oversee archival collection materials by
utilising archival tags. They suggest archival tags are crucial components of an intelligent
security system designed for archival material and storage rooms in the higher education
environment. Tian et al. (2022) contended that archival tags serve as instruments for

safeguarding archival material, which encompasses confidential archives.

The IoT-enabled environmental monitoring system mitigates undesirable environmental
conditions while maintaining records (Harvey & Mahard, 2015). IoT technologies can be used
to monitor the air quality, lighting, and temperature, which can impact the preservation of
archival materials in archival institutions. They can further safeguard and conserve archive
assets by implementing system monitoring approaches. The researcher contends that using an
IoT-based environment-monitoring system can mitigate the potential damage to archival items
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in university archives repositories. Essentially, the loT-based environment-monitoring system
safeguards archival institutions that store historical material or collections (Wojcik, 2016). An
IoT-based environment-monitoring system can utilise internet infrastructure to monitor diverse
archive resources, including paper-based records, pictures, map collections, and audio-visual
material. In addition, the university archives house a variety of historical items, including
minutes, annual reports, policies, strategic plans, financial statements, research output, and
equipment (Herwahyudi et al., 2020; Li, 2022 & Ma et al., 2022). Using IoT technologies is
crucial in the surveillance of archives within structures. The IoT paradigm offers significant
methods for controlling and monitoring buildings, including archives. Archival repositories
help to safeguard and maintain the collective knowledge and historical records of institutions.
Gonzalez et al. (2020) state that the utilisation of IoT monitoring and control systems has been
widespread in archival buildings.

An IoT-based cloud computing solution has been utilised to digitise the labels of university
archives. The intelligent security system of the filing cabinet, as described by Ma et al. (2022),
safeguards secret records. This programme is used to convert university archives tags into a
digital format using loT-based RFID technology. loT-enabled cloud computing applications
offer an intelligent security system that can be utilised as digital filing cabinets to safeguard
confidential records. However, the entire RFID system comprises only a reader and a
transponder.

The successful implementation of loT-based technology transformed university archives in the
USA from a traditional method to a modern approach, as highlighted by Maceli (2020).
Moreover, the use of [oT technology is highly valued for its ability to effectively manage and
provide opportunities for universities to transition to modern technology in their business
processes and archival systems. Implementing loT-based technologies has enhanced university
management in various areas, as evidenced by a wide range of publications.

8.2 The roles of 10T technology in enhancing university archives services

University archives can leverage a various loT technologies in their environment. This is an
opportunity for university archives to enhance their service provision and their overall
management. Maceli et al. (2019) suggest that effectively managing and delivering services in
university archives rely on the implementation of new and sophisticated technology. University
archives have embraced cutting-edge technologies to handle the diverse difficulties in their
archival repositories. Academics concur that university archives have numerous obstacles in
managing their archives (Ma et al., 2022). Studies have demonstrated that university archives
encounter distinct obstacles, including the organising archival collections, absent standardised
classification, lack of enforced norms, and unscientific processing of archives. University
archives have additional obstacles, such as the need for a robust system to oversee and regulate
the environmental conditions of archived collections, as well as the maintenance of archival
entities (Maceli, 2020). Current technologies do not sufficiently support environmental
monitoring conditions (Maceli, 2019). University archives, along with numerous other
institutions, are rapidly adopting RFID technology to enhance the efficiency of information
services and improve service quality (Makori, 2017). IoT-based RFID technology employs
radio waves to precisely and distinctively identify items within university archives.

University archives employ various IoT technology tools, including geographic information
systems, GPS, variable rate technology, optical satellite imagery, near infrared (NIR) satellite
imagery, aerial imagery, sensor technology, cloud computing, and actuators, to safeguard and
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preserve archival materials by mitigating potential damage caused by factors such as sunlight,
humidity, acidity, light, and heat (Yadav et al., 2018). Ma et al. (2022) found that [oT
technologies are effective in university archives as they enhance management, service delivery,
and efficiency while reducing time, cost, and human participation in various processes.
Essentially, IoT technologies streamline the automation of university archival functions. An
exemplary application of [oT technology in university archives is the employment of archival
tags to enhance an advanced security system (Ma et al., 2022).

8.3 Uses of 10T in line with requirements for managing academic archival records

Crucial factors for successfully implementing IoT technology in university archives involve
addressing the difficulties related to accessing, navigating, and utilising loT-based apps for
archival purposes. In their study, Maceli (2020) examined the utilisation of IoT technologies to
monitor and manage university history and buildings. [oT-based technology was utilised as a
tool to enhance management and service delivery. In addition to confirming findings, using
IoT-based technologies resulted in favourable professional and institutional advantages,
particularly in university archives. The investigation uncovered that numerous university
archives lacked knowledge regarding the means and sources to acquire cost-effective and
superior options. Despite their financial constraints and lack of knowledge in managing the
complexities of IoT-based technologies, they were unable to acquire and navigate loT-based
technologies. This suggests university archives are hesitant to adopt loT-based technologies
due to their lack of knowledge of how to initiate the use of these applications. Additionally,
they are concerned about the potential lack of return on investment.

Furthermore, similar to other university archives, it is necessary to establish a conducive
regulatory framework that facilitates convenient access to superior financial resources, as well
as technical expertise and support services to strengthen organisational capacities. This will
enable businesses to fully leverage the advantages of implementing an IoT-based technology
strategy. Using loT-based technology has the potential to oversee and regulate university
archives. This can be achieved by implementing diverse IoT applications.

Using IoT-based devices in university archives involves applying IoT-based technology.
Positioning devices are frequently utilised in this context to ascertain latitude, longitude, and
altitude. The university archives extensively employ loT-based equipment such as cameras and
wireless networks for information analysis. The system operates on a wireless sensor network.

The implications of university archives require comprehending the application of IoT
technologies in the process and procedures of managing university archives. Using IoT
technologies aids in notifying management about the necessity to enhance inadequate
management practices. Managers and policymakers should prioritise specific applications of
IoT in university archives, including monitoring systems, regulating systems, and tracking
systems. Records managers and archivists can prioritise the utilisation of IoT technology in
university archives. Implementing these applications can enhance inadequate management of
historic content. Implementing IoT technology in university archives is considered the optimal
solution for effectively managing university archives.

9. Conclusion and recommendations

This study presents conclusions regarding the appeal of [oT technologies for university
archives. The findings highlighted two essential IoT technologies employed by university
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archives: controlling and monitoring their archives. This study demonstrated the advantages of
utilising [oT technology to address a various difficulties faced by university archives. However,
it is still a relatively unexplored area in many university archives. Using IoT-based
technologies helps to overcome the difficulties associated with managing university archives.

The study aimed to persuade policymakers to implement the use of IoT technology in university
archives in South Africa. Implementing [oT technologies in South African university archives
aims to enhance service delivery and facilitate efficient management. DIT was identified as a
framework to use [oT technologies in university archives in South Africa. The idea was to
promote the utilisation of IoT technology to convert university archives from a conventional to
a contemporary method. Implementing new technology is expected to enhance efficiency and
effectiveness of service delivery and management in university archives, and implementing
[oT technology is anticipated to enhance outdated operational procedures in diverse
information management systems, including university archives.

The study recommends that South African university archives adopt IoT technology to enhance
their management of archival records. They should conduct various research and development
projects related to IoT-based technologies in university archives. Furthermore, they should
share benchmark information with other university archives to develop innovative solutions
and link their policies to loT-based technologies.
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