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Abstract

Science and technology have become essential components of healthcare. The emergence
of Artificial intelligence (AI), Blockhain, mobile techs, Internet of Things (IoT) and Semantic
Web Technologies (SWTs) etcetera have amplified the growing influence of technology in
global health systems. IoT and SWTs in particular are seen as the next-generation
technologies that can revolutionize global health systems. Thus, this paper examines the
various potentials of IoT and SWTs in the health sector, with a view to creating more
awareness regarding its prospects and associated risks, and also to assist stakeholders to
maximize its possibilities to enrich healthcare delivery. We deduced that both IoT and
SWTs harbour promising features that are now being deployed in the health sector to
enhance quality service delivery, medical research and innovations, smart health,
telemedicine, communications, patient care and effective health outcomes just to mention
but a few. We conclude that the adoption and implementation of IoT-based devices and
SWTs will be significant in sustainability and improvement of healthcare systems in the
future. However, privacy and medical data security remains a major source of concern to
many stakeholders.

Keywords: Internet of Things, Semantic web technology, e-health, Telemedicine,
Ontology, Healthcare
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Introduction being adopted globally to improve
The internet revolution has brought healthcare. Diagnostic imaging, Electronic
about tremendous changes to every Medical Record (EMR) and clinical
aspect of human lives, particularly the decision support systems help doctors to
health sector. The use of the internet and diagnose, treat and track patients
many other emerging technologies such through their journey to recovery
as IoT, SWTs, Artificial intelligence (AI), (Mahadevaiah, 2020). Onyema et al
nanotechnology, blockchain, machine (2020a) opined that technology such as
learning and mobile technologies are now Internet of Things (IoT) presents more
driving medical innovations that are opportunities for medical educators and
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researchers to their

performances.

improve job

The Internet of Things is an emerging
technology that encompasses many
networked devices that can easily
communicate and share resources with
each other. IoT provides enhancement
and better solutions in the medical field,
like proper medical record-keeping,
sampling, integration of devices, and
causes of diseases (Mohd and Ibrahim,
2021). IoT represents a network of
billions of connecting devices with
intelligence and flexibility to communicate
and exchange data that can then be
analyzed to wunlock a wealth of
intelligence useful for planning,
management and decision making in the
health sector (Patel and Patel, 2016).
IoT is used for health analytics by
physicians and hospitals for years in
different areas, including temperature
and heart rate monitoring, data
protection, and communication. Some of
the important services offered by IoT in
healthcare include: telemedicine, contact
tracing, robotic sanitisation, diagnosis
emergency alert, data privacy and
storage. Both Non-wearable IoT devices
as ingestible sensors and wearable IoT
devices like smart watches can provide
necessary information about the patient’s

heart rate, blood sugar level, blood
oxygen level, and so on thereby
minimizing human interference or

assistance. With IoT and Semantic web
technologies, health institutions or
physicians can now interact better with
patients, keep track of their health
continuously and make prescriptions or
decisions accordingly. Umair t al (2021)
stated that users find it hard to adopt IoT
systems for healthcare due to energy
requirements, lack of skills, security and
privacy issues.

Meanwhile, semantic web technologies
define an enrichment of the syntactic
web where information is contained with
its meaning. Semantic Web (SW) consists
of documents as well as data on the
World Wide Web that can be assembled,
executed, and transformed by machines
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more efficiently (Tiwari et al, 2019). The
Semantic Web is very similar to the
World Wide Web (WWW), though it
appears to be an advancement that gives
the Web far greater utility. Semantic web
presents many  opportunities  in
healthcare, particularly as it relates to
automated medical decision support
system; rule-based healthcare system,
Interoperability and use of ontologies in
healthcare delivery. Semantic web
enhances the quality of health
information available to patients giving
them the ability to choose from a list of
quality health providers.

The objective of this paper is to examine
the potentials of IoT and Semantic Web
technologies in transforming services and
outcomes in the health sector. The paper
is organized into the various sections
under the following headings as follows:
Introduction, Review of related work,
Application of IoT in healthcare,
Limitations of 1IoT in healthcare,
Application of Semantic web technologies
in healthcare and then closely followed
by conclusion and future perspectives to
overcome the wvarious limitations
confronting the adoption of IoT and
SWTs in the health sector.

Review of Related Work

Emerging technologies are being applied
in different aspects in health settings. For
instance, technology proved very useful
in medical research, treatment, diagnosis
education and tracking of patients
during the recent wave of COVID-19
pandemic (Onyema et al, 2020b).
According to Islam et al (2015) the aim
of the application of IoT healthcare
services is to provide an improved user
experience at low cost and enhanced
access. Wearable IoT technology devices
like smart watches and real-time position
systems such as Radio Frequency
Identification (RFID) bracelets were very
useful in personalized health services,
contact tracing and monitoring of
patients under different conditions as
seen in figurel.
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Figure 1: IoT-enhanced Remote Monitoring in wearables and personalized

healthcare (Islam et al, 2015).

David and Kyle (2015) suggested that
IoT-enabled healthcare would provide
digitalized patient data to aid e-health

(remote  patient  diagnostics  and
monitoring, telehealth and more effective
treatment that is affordable and

accessible). Partha (2014) presented an
IoT-based model named Home Health
Hub IoT (H3IoT), for tracking health of
elderly persons. The model contains
connected  biosensors,  applications,
internet, and the hardware platform,
which give physicians and relatives of
elderly patients to interact with them and
also track their health conditions
remotely from their homes. Umair et al
(2021) examined the impact of COVID-19
pandemic on IoT adoption. They
concluded that the huge demand for
effective healthcare driven by
overwhelmed health system due to
COVID-19 has accelerated IoT adoption
in the health sector. A study conducted
by Yap and Tan (2020) examined the
acceptance of IoT-enabled healthcare in
Malaysia using Technology Acceptance
Model (TAM) model and questionnaire.
Their findings showed that 79% of the
respondents accepted IoT-enabled
healthcare applications, but many of
them were limited by various barriers
such as poor infrastructure and
regulation issues. Eero et al (2008)
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provided e-health portal based on shared
metadata schema and ontologies. The
system has features that enhance
updated health information across board
and search technique to ease the search
for medical data or record using semantic
web technologies.

Ali and Samina (2009) designed an
ontology-based system for automating
clinical pathways. The system describes
the integration of multiple localized
clinical pathways to unify diseases for
prostate cancer management system.
Similarly, Verma et al (2017) introduced
a coud-centric IoT-based student
healthcare monitoring framework that
consists of three phases. The Verma et
al (2017) model enabled smart wearable
body sensors, heart sensors, gastro
sensors and Electrocardiogram ECG to
monitor and collect health condition data
and diagnose patients to determine their
heart rate, blood pressure and blood
glucose level. The model enabled
students to submit answers relating to
their health status using their mobiles
phones which are later saved in the
created cloud repository for action or
reference. Shah et al, 2019 carried out a
review of the role played by mobile
computing in IoT-enabled healthcare.
They concluded that mobile computing
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expands the application of IoT in
healthcare through the concept of
mhealth. Pathak et al (2012) evaluated
the use of SWT in Electronic Health
Record (EHR) phenotyping by changing
EHR data from multiple sources into
Resource Description Framework (RDF)
graphs. The created RDF graphs were
then queried via a single SPARQL end-
point in order to assess research cohort.
With the high penetration of mobile
technologies and other smart devices
(Onyema, 2019), smart health can be
made possible by use of smartphones for
collection, storage, and exchange of
relevant health data among hospitals,
health practitioners and patients via
connected devices.

Application of Internet of Things
(IoT) in Health Sector

IoT is a generic name for network or
connection of physical things that are
embedded with sensors, software, and
other technologies to facilitate the
sharing of resources with other devices
and systems over the internet. IoT is
about leveraging the power of the
internet to link or bring several physical

things, people or even computing devices
together to achieve seamless
communication and exchange of data
between people, processes, and things.
The emergence of sensor, mobile
phones, cloud, machine learning
algorithms, Artificial intelligence (AI) and
cloud computing technologies have
increased the development and influence
of IoT devices. The features of Iot and Al
have brought about the concept of Smart
and interactive health (Onyema et al,
2021). IoT-enabled technologies offer
flexibility for system automation, data
mining/ analytics and production of smart
medical devices and smart diagnosis. The
application of IoT in healthcare helps to
bring about excellent support systems for
physicians and patients especially during
emergencies and provision of real-time
medical information (Mohd and Ibrahim,
2021). IoT-enabled devices have made
remote monitoring in hospitals and other
health centres possible, unleashing the
potential to keep patients safe and
healthy, and empowering health workers
to enhance their efficiencies (Wipro
website, 2021).
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Figure 2: Framework for Application of IoT in Healthcare (Hossain and Muhammad,

2016).

As seen in Figure 2 above, the framework
for application of IoT in healthcare is
depicted. The Connected objects (Things)
sense and collect the health data (Data)
of patients (People) and then send it to
cloud (private or public cloud). Those
data will be analysed (Process) and
become a wuseful health information
(Data). Useful health information will be
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presented (Process) to caregivers
(People) in the form of report or
monitoring graphic user interface (Yap
and Tan, 2020). IoT-based smart medical
devices work by tagging technologies like
RFID tags, barcodes, QR codes, etc. to
obtain data (Hadeel et a/, 2021).
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The growing influence of IoT in
healthcare brought about the formation
of the concept “Internet of Medical
Things (IoMT). IoT is changing the space
of devices and pace of patients-doctor
interactions in providing healthcare
solutions leading to automation and
mobility health solutions. The application
of IoT in the health sector is growing day
by day and it has been projected that the
market for IoT in healthcare will grow to
$260.75 billion in 2027
(https://www.reportsanddata.com). Also,
research has shown that IoT-related
healthcare revenues will climb to more
than $135 billion in 2025 with 75 billion
actively-connected devices across the
globe (https://medium.com). IoT
technologies can potentially enhance
healthcare delivery by connecting
patients to health workers, and enabling
the collection and analysis of data that
can improve patient care. IoT’s sensor-
based technology provides an excellent
capability to reduce the risk of surgery
during complicated cases and helpful for
COVID-19 type pandemic (Mohd and
Ibrahim, 2021). IoT portables assist
people to better understand their own
health and allow physicians to remotely
monitor patients (Shariq et al, 2021).
Companies are now taking advantage of
IoT to track the health and safety of their
employees, which is especially useful for
workers employed in risky environments.
There is no doubt that effective adoption
of IoT would help the global health
systems to achieve more robust
physician-patient engagement, lower cost
and improved health service delivery.
According to wipro.com website (2021),
the benefits of IoT in the health sector
could be summarized as follows:

= (Cost Reduction: 10T enables
patient monitoring in real time, thus
significantly cutting down
unnecessary human-human
interactions or queues at the
hospital.

= Drugs and Equipment

Management: Management of drugs
and medical equipment is a major
challenge in a healthcare industry.
Through connected devices, these
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are managed and utilized efficiently
with reduced costs.

= FError Reduction: Data generated
through IoT devices not only help in
effective decision making but also
ensure smooth healthcare operations
with reduced errors, wastes and
system costs

= Improved Treatment: It enables
physicians to make evidence-based
informed decisions and brings
absolute transparency and improves
treatment outcomes.

= Speedy Disease Diagnosis:
Continuous patient tracking and real
time data helps in diagnosing
diseases at an early stage or even
before the disease develops based
on symptoms. This was applied
during the peak of COVID-19
pandemic.

»  Proactive Treatment: Continuous
health monitoring opens the doors
for providing proactive medical
diagnosis and more  hospital
engagements with patients.

»  Smart Health: The concept of
smart health is being engineered by
IoT and Artificial intelligence (AI).
With the aid of IoT and AI, many
smart health platforms are now being
developed to render smart and
innovative health services to different
categories of patients. Telemedicine
are also being enhanced using smart
IoT-based mobile devices.

= Dental Health: Some emerging
IoT-based technology devices such
as Bluetooth-enabled Toothbrush
with the help of smartphone apps
can record patients’ brushing
information to study their brushing
habits and share the statistics with
the dentist (Vermesan and Friess,
2014).

»  Patient Monitoring: IloT-based
devices enhance the provision of
timely data that can be applied in
patient surveillance. This helps to
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reduce the burden and frequency of
visit to the hospitals. Health workers
and physically challenged patients
can leverage on this benefit to

—

Medical

tablet \

Physician

Patient

Health, Cloud

Desktop
manager

—

l

receive medical care from any
location without being physically
present.

Biobanks
clinical trials

Wearables

Figure 3: An IoT-powered hospital Scenario ((Dimitrov, 2016)

Figure 3 shows how IoT can be applied in
a hospital environment. The patient will
have an ID card, which when scanned,
links to a secure cloud which stores their
electronic health record vitals and lab
results and medical and prescription
histories (Mohammed and Ahmed, 2019).

Limitations of IoT in Healthcare

Privacy —Critics of IoT have expressed
concerns about the privacy of hospital or
patients’ sensitive data since the
technology often provide or share
extreme details of data without the
knowledge of the user.

=  Complexity -=IoT systems and
devices often appear very
complicated in terms of design,

deployment, and maintenance given
their use of multiple technologies and
a large set of new enabling
technologies. Not all healthcare
settings or hospitals can afford the
resources needed to implement IoT
technologies in their systems. This
tends to limit its application and
deployment.
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Compliance — IoT in healthcare
cannot be deployed without
complying with medical ethics and
regulations. This could pose a
challenge to healthcare sector
because, its complexity and linkage
with other enabling technologies
makes it more difficult for users to
meet both professional and software
compliance standards.

Security — Security remains a major
concern in many technologies and
IoT is not an exemption. IoT creates
an ecosystem of  constantly
connected devices communicating
over networks. It offers little control
despite any security measures. This
could expose users or medical data
to cyber threats and attacks that may
prove very costly.

Flexibility — Stakeholders in the
health sector are concerned about
the flexibility of an IoT system to
integrate easily with another. Many
are perturbed about finding
themselves with several conflicting or
locked systems.
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»  Shortage of Specialist: The adoption
of IoT in the health sector demand
specialists who are currently in short
supply in many health systems and
institutions. This limits the ability of
hospitals or health practitioners to
implement IoT-driven systems and
technologies. Unlike advanced
countries, many health systems in
developing countries still lack the
required expertise to integrate IoT-
related devices and enabling
technologies.

= Network Issues: 10T is internet based
which requires systems or users to

connect to reliable networks to
enhance its operation and
performance. This presents a

challenge particularly for rural areas
or developing countries where the
problem of bad network still persists.
Until access to the internet is
guaranteed in these areas, the
adoption of IoT could prove difficult.

= Power supply issues. The usage of
IoT devices in healthcare requires
constant power supply to keep the
interconnected devices working. This

may not be readily available
especially in developing countries or
rural areas.

Application of Semantic Web
Technologies in Healthcare

Semantic Web Technology helps to
annotate data via common ontologies,
then interlinks the data on the web and
allows effective and easy query of web of
knowledge (Erdogan, 2009). This means
that SWTs facilitates easy access to
medical data on the web. SWT has
been gaining a lot of attention in the
medical sector in recent time. SWT is
designed to provide efficient solutions for
the management of complex and
distributed data, and to achieve standard
interoperability and implementation of
web-based knowledge bases (Erdogan,
2009). Semantic Web technologies have
the potentials to enhance the storage
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and sharing of medical knowledge and
skills and promote interoperability among
healthcare systems (Mahtab and Azin,
2019). Some of the fundamental blocks
used in SW are as follows: URI (Universal
Resource Identification); XML (Extensible
Markup Language); RDF (Resource
Description Framework); RDFS (RDF
Schema); SPARQL (SPARQL Protocol and
RDF Query Language) and OWL
(Ontology Web Language). These
technologies broaden similar software
technologies that underlie the World
Wide Web itself.

SWTs are indeed changing medical
research and being applied to more
general situations like Science Commons,
which now aid researchers to openly post
data on the internet thereby making their
researches more available and accessible
to wusers. Studies have shown that
Ontologies provide a conceptual basis for
the information exchange; standards
create consistency in the information
exchange between different systems and
allow interoperability between systems.
Also, ontologies can facilitate the finding
of context-based medical research
information so that it can be integrated
and used as a foundation for future
research and also to create context-
based rules for appointments,
procedures, and tests so that the quality
of healthcare is improved (Mahtab and
Azin, 2019; Hristidis, 2010). However,
the main standard for the interoperability
in the SWT is the Resource Description
Framework (RDF). It is an object-
oriented and XML -based standard
developed to describe concepts and
create documents in semantic web
(Mahtab and Azin, 2019).

SWT needs IoT-based solutions for
delivering sensor-based services and
remote monitoring through association
among entities and will provide
comfortable and efficient services to the
end users (Tiwari et al, 2019). Semantic
techniques have demonstrated to be the
most pertinent for comprehending and
solving a lot of difficulties and challenges
which face the healthcare big data
community (Rafat et al, 2020). With
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semantic  technique, clinical data
modelling and integration can be
achieved and data can be easily stored,
extracted and queried from various
sources. For instance, Kang et al. (2014)
used HBase repository, ontologies, and
data mapping to build a semantic big
data model. Similarly, Cheung et al
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Figure 4 illustrates how a high-level view
of how semantic encoder could be used
in healthcare workflow to enhance
efficiency, including complex event
processing (CEP), in which sequence of
data are analyzed in search of events in
real time using ccomplex event
processors, common data models and
machine learning algorithms (Daniel and
Cody, 2019). Many communities have
benefited greatly from the usage of
Semantic web technologies in healthcare
especially in the areas of big healthcare,
smart medical devices and access to
customized healthcare (Rafat et al,
2020). Both IoT and SWT provide
opportunities for smooth relationship
between patients and healthcare
providers via seamless and secure
connectivity across patients, clinics, and
healthcare. They (IoT and SWTs) can
both make personalized medicine
possible due to their ability to provide
smart medical databases and documents
on the web. According to Lee et al
(2007) “SW functions more behind the
scenes than WWW, but its impact can be
felt easily. Semantic web will continue to
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Figure 4: Semantic Engine Use in Clinical Workflow (Daniel and Cody, 2019)
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(2005) implemented a web-based
prototype that permitted interoperability
between different types of yeast genome
data that have different formats. SWT
initiates novel method to create and
manage data based on semantic
metadata which often gives description of
data about data.
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play more critical role to redefine the
ability of human and machine to work
together in the health sector and also
improve the semantics or quality of
health information on the web.

Conclusion

The chapter highlights the potentials of
IoT and Semantic web in healthcare
sector. It shows that IoT and SWT have
become significant medical tools with the
capacity to improve health analytics and
predictions, patient-physician
communication, relationship and medical
service and product delivery. With IoT-
powered devices, report and response to
critical health emergencies can be better
managed. Also, medical data will be
better stored and health workers can
easily share relevant data needed to
reduce errors and enhance effective
treatment and other medical decisions.
We conclude that IoT and SWT will play
more prominent role in the future of
healthcare if more investments are made
to expand its availability, functionality
and accessibility. However, apt security
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measures need to be implemented by
stakeholders to enhance clinical data
integrity and security. Thus, there is the
need for authorities and hospitals to
invest more in heath technologies such
as IoT to enhance their capacities to
respond to emerging health realities. In
the future, we intend to examine the
readiness of the health sector towards
the adoption and implementation of
smart health technologies like IoT-based
devices in Nigeria.
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