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ABSTRACT

Human fingerprints are rich in details called minutiae, which can be used as identification marks
for fingerprint verification. This paper presents the development of a real time fingerprint
authentication system built as an application of an optical fingerprint scanner ("SecuGen”) and its
free software developers’ kit (SDK). To achieve good minutiae extraction in fingerprints with
varying quality, Gabor filter was designed and incorporated for image enhancement. The
matching algorithm used in the SecuGen’s SDK is capable of finding the correspondences between
input minutia pattern and the stored template minutia pattern without resorting to exhaustive
search. Gabor filter is used to enhance the unique features of the fingerprint before these features
are compared for authentication and recognition of a person. The result shows the improvement
in accuracy level of the fingerprint authentication system when the enhanced (filtered) image is
used as compared to when a noisy image is used.

Keywords: Biometrics; Fingerprint Recognition,;
Fingerprint Identification

1. INTRODUCTION

Biometrics is the most widely used area which helps
in the identification and verification of a person based
on his physiological and behavioral characteristics.
The most common and accepted biometric system is
the fingerprint recognition system [1]. A fingerprint is
the pattern of ridges and valleys on the surface of a
fingertip [2]. Fingerprints are unique across
individuals and even identical twins having similar
DNA, are believed to have different fingerprint [3].
The uniqueness of a fingerprint can be determined by
the overall pattern of ridges and valleys as well as
the local ridge anomalies [4]. Fingerprint
identification is commonly employed in forensic
science to support criminal investigations and in
biometric systems, such as civilian and commercial
identification devices. Hence, there is a widespread
use of fingerprints [5]. Fingerprint recognition is
being widely applied for personal identification with
the purpose of high degree of security [6] by
matching processes between two human fingerprints.
However, some fingerprint images captured in variant
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applications are poor in quality, which corrupted the
accuracy of fingerprint recognition [7]. A fingerprint
recognition system is essentially a pattern recognition
system that can be deployed in two different modes:
(1) verification and (2) identification. Verification
refers to authenticating the claimed identity of a user,
while identification refers to establishing the identity
of a wuser. Identification (one-to-N matching) is
inherently a more difficult pattern recognition
problem as it involves an N-class classification
problem, where N is the number of users enrolled in
the system. Verification (one-to-one matching) is a
relatively easier problem that can be formulated as a
simple two class hypothesis testing problem (accept
or reject). The pattern matching consists of two
stages: Authentication and Verification. For
enrollment, the fingerprint of the user is captured
and the extracted features are stored in the
database. Then during authentication, the fingerprint
of the user is taken again by the scanner and the
extracted features are compared with the ones
already stored in the database to determine a match.
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The user is accepted or rejected depending on if his
or her record could be fetched from the database. In
the case of identification, fingerprints of unknown
individuals (search prints) are compared with
fingerprints of individuals with known identities
(reference prints) in order to positively determine the
identity of the unknown individual. In the case of
verification, one or more fingerprints of an individual
(query prints) are compared with fingerprints of the
person on file whose identity is claimed by the
individual submitting the query prints, in order to
verify the claim of identity.

In an ideal fingerprint image, ridges and valleys
alternate and flow in a locally constant direction and
minutiae are anomalies of ridges, that is, ridge
endings and ridge bifurcations. In such situations, the
ridges can be easily detected and minutiae can be
precisely located from a binary ridge map. For
automatic fingerprint identification, only the two most
prominent local ridge characteristics, ridge ending
and ridge bifurcation (called minutiae), are widely
used. A ridge ending indicates the location where a
ridge ends abruptly. A ridge bifurcation indicates a
location where a ridge forks or diverges into branch
ridges.

A critical step in automatic fingerprint matching is to
automatically and reliably extract minutiae from the
input fingerprint images. However, the performance
of a minutiae extraction algorithm relies heavily on
the quality of the input fingerprint images. A Gabor
filter oriented in a particular direction gives a strong
response for locations of the target images that have
structures in this given direction. Gabor filter is
structured in such a way that it can take care of
different shapes, sizes and smoothness levels in the
image. This paper addresses  Fingerprint
authentication using Gabor filter for the enhancement
process of fingerprint image quality with acceptable
performance.

2. RELATED WORK

This section presents the work done by other
researchers related to Fingerprint Recognition
Techniques. In this section, description about all
reference papers are summarized.

Wang, et al. [8] proposed a real time fingerprint
recognition system based on novel fingerprint
matching strategy. In this paper they present a real
time fingerprint recognition system based on a novel
fingerprint minutiae matching algorithm. The system
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is comprised of fingerprint enhancement and quality
control, fingerprint feature extraction, fingerprint
matching using a novel matching algorithm, and
connection with other identification system. Here
they describe a way to design a more reliable and
fast fingerprint recognition system which is based on
today's embedded systems in which small area
fingerprint sensors are used.

Shunshan et al [9] presented an Image
Enhancement Method for Fingerprint Recognition
System. In their proposed technique a refined Gabor
filter, is presented. This enhancement method can
connect the ridge breaks, ensures the maximal gray
values located at the ridge center and has the ability
to compensate for nonlinear deformations. It includes
ridge orientation estimation, a Gabor filter processing
and a refined Gabor filter processing. The first Gabor
filter reduces the noise, provides more accurate
distance between two ridges for the next filter and
gets a rough ridge orientation map while the refined
Gabor filter with the adjustment parameters
significantly enhances the ridge, connects the ridge
breaks and ensures the maximal gray values of the
image being located at the ridge center. In addition,
the algorithm has the ability to compensate for
nonlinear deformations. Furthermore, this method
does not result in any spurious ridge structure, which
avoids undesired side effects for the subsequent
processing and provides a reliable fingerprint image
processing for Fingerprint Recognition System. A
refined Gabor filter was applied in fingerprint image
processing, then a good quality fingerprint image was
achieved, and the performance of the Fingerprint
Recognition System has been improved.

Mil'shtein et al [10] proposed a fingerprint
recognition algorithm for partial and full fingerprints.
In this study, they propose two new algorithms. The
first algorithm, called the Spaced Frequency
Transformation Algorithm (SFTA), is based on taking
the Fast Fourier Transform of the images. The
second algorithm, called the Live Scan Algorithm
(LSA), was developed to compare partial fingerprints
and reduce the time taken to compare full
fingerprints. A combination of SFTA and LSA provides
a very efficient recognition technique. The most
notable advantages of these algorithms are the high
accuracy in the case of partial fingerprints. At this
time, the major drawback of developed algorithms is
lack of pre-classification of examined fingers. Thus,
they use minutiae classification scheme to reduce the
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reference base for given tested finger. When the
reference base had shrunk, they apply the LSA and
SFTA.

Manvjeet, et al [11] proposed a fingerprint
verification system using minutiae extraction
technique. Most fingerprint recognition techniques
are based on minutiae matching and have been well
studied. However, this technology still suffers from
problems associated with the handling of poor quality
impressions. One problem besetting fingerprint
matching is distortion. Distortion changes both
geometric position and orientation, and leads to
difficulties in establishing a match among multiple
impressions acquired from the same fingertip.

Anil et al [12] proposed Pores and Ridges:
Fingerprint Matching Using Level 3 Features.
Fingerprint friction ridge details are generally
described in a hierarchical order at three levels,
namely, Level 1 (pattern), Level 2 (minutiae points)
and Level 3 (pores and ridge shape). Although high
resolution sensors (~1000dpi) have become
commercially available and have made it possible to
reliably extract Level 3 features, most Automated
Fingerprint Identification Systems (AFIS) employ only
Level 1 and Level 2 features. As a result, increasing
the scan resolution does not provide any matching
performance improvement [13]. They develop a
matcher that utilizes Level 3 features, including pores
and ridge contours, for 1000dpi fingerprint matching.

3. DESIGN METHODOLOGY

This chapter presents an overview of the system
design. In this phase, the design adapted was broken
down into core functional blocks to simplify its
development thereby allowing a more in-depth study
of the system as a whole. This is often called the
Input to output approach. The functional blocks are:
e Image acquisition

e Preprocessing

e Feature extraction
e Pattern matching

Based on established specifications, a block diagram
was drawn through analytical modelling of the
system to generate and evaluate concepts for the
execution and interfacing of the functional blocks.
Figure 1, shows the block diagram of a real time
fingerprint authentication system.

3.1 Fingerprint Image Acquisiton

Image acquisition is the first step in this approach.
Based on the mode of acquisition, a fingerprint image
may be classified as off-line or live-scan. An off-line
image is typically obtained by smearing ink on the
fingertip and creating an inked impression of the
fingertip on paper. A live-scan image, on the other
hand, is acquired by sensing the tip of the finger
directly, using a sensor (scanner) that is capable of
digitizing the fingerprint on contact. Live-scan is done
using sensors like optical sensor (fingerprint
scanner). Fingerprint scanner captures a digital image
of the fingerprint.

Secugen hamster plus is the life scanner used in this
work. It is a USB 2.0 optical fingerprint scanner that
comes with free software developer kits (SDK) that
can be tailored by the user for building leading-edge
biometric applications. It is designed to capture
fingerprint with a size of 260x300pixels at a
resolution of 500 dot per inch (DPI).

3.2 Precesses Involed in Fingerprint
Recognition

Fingerprint images contain unnecessary information

such as scars, moist or areas devoid of valuable

ridges and furrows, and in order to eliminate the

redundant information from the useful information, a

pre-processing stage is usually required.

Image
20 Pre-
acquisiti > . > Featu_re >
on Processing extraction

. Accept
Comparison or
Pattern .| of matching - !
X . » Reject
matching score with ;
set threshold claimed
A identity
Database

Figure 1: Real time fingerprint authentication block diagram
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In fingerprint recognition, the quality of the
directional image used is very essential. Therefore,
enhancement algorithms are used to adaptively
improve the clarity of ridge and valley structures
based on the local ridge orientation and ridge
frequency. They also identify the unrecoverable
corrupted regions in an input fingerprint image and
mask them out, which is a very important property
because such unrecoverable regions do appear in
some of the corrupted fingerprint images and they
are extremely harmful to minutiae extraction. The
accuracy of ridge direction ensures successful
fingerprint image enhancement. A two-dimensional
Gabor filter (a frequency and orientation selective
filter) can be used to enhance the quality of the
fingerprint image. Fingerprint matching refers to
finding the similarity between two given fingerprint
images. The choice of the matching algorithm
depends on which fingerprint representation is being
used. Feature extraction refers to the extraction of
the fingerprint discriminating features (minutiae).
The features extracted are then used for matching.
Currently the most widely used and the most
accurate  automatic  fingerprint  identification
techniques use minutiae-based automatic fingerprint
matching algorithms. Reliably extracting minutiae
from the input fingerprint images is critical to
fingerprint matching. On the final analysis the level of
similarity between two fingerprints is expressed in
terms of a matching score which is given by [24]

MS(qr) = m’ x m" 1
q,?" - n? X ng ( )
Where m" is the number of matched minutiae

points, n? is the total number of points in the query
print and n} is the total number of minutiae in the
reference print.

3.1.2 Gabor Filter

A Gabor filter has been known as a very useful tool in
image processing, pattern recognition, computer
vision, and machine learning especially for texture
analysis, due to its optimal localization properties in
both spatial and frequency domain; it was named
after Dennis Gabor. A two-dimensional Gabor filter is
a linear filter whose impulse response is represented
as a complex sinusoidal signal modulated by a
Gaussian function and can be described as follows
[14 - 18]:
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G(x,y,¢) = exp (—E(X—z + Y—2> +j@nfX + <p)>
VAN

=g"(xy) +jg'(x,y) )
X =x.cos6 +y.sinf and Y = —x.sin6 + y.cos 6. (3)
Where g"(x,y) is the real component and g'(x,y) is
the imaginary component of complex Gabor filter; j is
the imaginary line number, o, and o, are the scaling
parameters of the Gaussians envelopes along x-axis
and y-axis respectively and describe the
neighborhood of the pixel where weighted
summation takes place, f denotes the central
frequency of the complex sinusoid and 6 € [0, ] is
the orientation of the normal to the parallel stripes of
the Gabor function and its Fourier transform is given

as
1[(u—F)* v?
G(u,v) = Aexp {_E[T+O‘2 ] } 4)

20,0y

Comparing the real Gabor filter with other filters,
including Gaussian steerable filters and the complex
Gabor filters, the real Gabor filters produce the best
performance in terms of ability to detect the
presence of oriented features as well as in terms of
accuracy in the estimation of the angles of
orientation [19]. The real Gabor kernel, g"(x,y),
oriented at 0°¢ radians, corresponding to the real
component of the function in equation 1, is:
1/x% v?

20y, exp <_E (? + ?>> cos(2nfx) (5)
The Fourier transform of the Gabor filter defines its
frequency domain representation and specifies the
modulation of each frequency component of the
input image. As g¢"(x,y) is real and even, the
corresponding Fourier transform is also real [20]
given as:

g (x,y) =

_ 2 2
9r(u,v) = exp {—%[(uaTuO) + :T] }

1[(u+uy)? v
X exp {_E[iazu +02 ] } (6)

v

1 1
Where ¢, = Gron) and o, = @roy) The values of g,

and o, determines the extent of the filters in x and y
direction respectively, which can be linked by the
elongation parameter L. The thickness parameter z,
controls the scale of the filter.

The parameters in equation (1), can be derived from
the following design rules:

oy = Loy @)
o, =1/(2V2In2) =1/2.35 (8)
f=1/t 9
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2 (xy)

(2)

(b)

Figure 2: (a) Real Gabor kernel oriented at (P radians, witht = 6 pixels and L = 4 and (b) the corresponding
frequency representation [19].

Figure 2a and b. shows a spatial representation of
the real Gabor filter with image resolution of 128 x
128, oriented at 0° radians, with thickness
parameter t = 6 pixels and elongation parameter L =
4 Fig. 2b, is the Fourier transform of the above filter.
Gabor filter act as a local bandpass filter. A specific
bank of Gabor filters contain multiple individual
Gabor filters adjusted with different parameters
(scale, orientation and central frequency).
Using the Gabor filter an enhanced image E can be
obtained through spatial convolution using following
equation [23]:

Yoo VY

E(i,j) = h(w,v: 0@, ), F(i,)))
u="Y/Hv=""/,
XGA—uj—v) (10)

Where h is the Gabor filter kernel, u and v kernel
coordinates, O(i, j) and F(i, j) is the orientation and
frequency at image points (i, j) respectively while G is
the normalized image and w is the Gabor filter size.

3.3 Proposed System

The proposed system specification is as follows

e Enable the administrator and other authorized
user to register

e Enable the administrator to store data on the
database

e Enhancement of fingerprint using Gabor filter and
feature extraction after enhancement

e Generating of result for verification and
authentication

Figure 3 shows the proposed systems overall

architecture in form of a block diagram. The system

provide for (four) possible usage scenarios, namely:
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(1)Registration of a candidate;

(2)Viewing the details of a candidate’s records in the
database;

(3)Verification of a candidate’s claimed identity;

(4)Identification of a candidate based on s
fingerprint.

3.6.1 System Flowchart

Registration module: It opens a form requiring
details from the user/student. After imputing the
required details, an image capturing sensor is used to
acquire the raw biometric data of the person by
clicking “capture” while the finger is placed on the
sensor. Figure 4 shows the registration flow chart

Authentication/Verification module: 1t opens a
page that performs pattern matching through either
verification or authentication. The verification
employs a one to one comparison. This means that it
retrieves the student previously stored fingerprint
from the database and the user/student places
his/her finger on the sensor to capture his/her
biometric data which is compared with the retrieved
data to produce a matching result. This is preferable
and faster. Figure 5 shows the flow chart for
authentication module.

Identification module: Identification module
accepts as input a candidate’s fingerprint without a
claimed identity and proceeds to find a fingerprint in
the database that matches the query fingerprint and
shows the particulars of the matching fingerprint.
Figure 6 shows the flowchart for the identification
module.
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Input desired action
{1} Register a student;
(2] Visw 3 student’s detail;
(3] Authenticatz 3 claimad identity;
{4) Identify a student based on his fingerprint.

(1) 2) 3)
v
Take subject’s v v
details and capture Takea Input student
fingerprint subject’s detail and
name capture
fingerprint
! :
Storein search l
o database for
patatase similzr name Compare
captured
fingerprint with
the one in
databass
4
v
4 v Qutputa
Output Output matching or
fingerprint and “Record not suthentication
other records found” decision

{4)

v
Input
subject’s
fingerprint

I

Compare captured
fingerprint with the evary
fingerprint in databass

!

Determine 3 set of most
similar fingerprintin
databass

.

Output name of studants
for further investigation

Figure 3: Proposed System Architecture

[ Input Student Details ]

-

Scan
¢| Fingerprint

h 4

Extraction of Image Features

e (lasses

e Ridges Bifurcation
e Ridge Ending

e CorePoint

Database

Figure 4: Registration flow chart
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4. RESULTS AND DISCUSSION

Our real time fingerprint authentication system is a
system designed with facilities for registration,
authentication, identification and viewing student
details.

The system provides a guide for the proper use of
the system. The registration feature collects the
students’ data and also stores this data in an online
database. The data required include; matric number,
name, college, department, level and the captured
fingerprint image.

Figure 7 shows the main page. It is designed with
three functions. Each menu serves as a reference
point that links all modules required for the
fingerprint authentication/identification system to
function as expected. The application was developed
using visual studio software.

For image enhancement, a bank of 8 even-symmetric
Gabor filters was designed and implemented in C#
and used to filter the image. The filter bank was
made up of a two-dimensional (2D) Gabor filter
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design in spatial domain with o, and o, set to 4.0

based on empirical data for fingerprints [21]. The
Gabor filter used has a kernel size of 11x11.

The average inter-ridge distance for 500dpi
fingerprint images was assumed to be 8 pixels as
used in [22], therefore, for our implementation a

constant value of 0.125 (f = é) was used for all the
filters but tuned to 8 different orientations; 0, 7T/8 ,

T g for /g, 37/, "T/g radians with
respect to x-axis.

The image was first normalized using the algorithm in
[21], in order to reduce the variations of gray level
values along fingerprint ridges and valleys. Thereafter
the normalized image was divided into blocks of
16x16 pixels and an average orientation value
computed for each block. For enhancement of the
fingerprint image; at each point in the image a Gabor
filter tuned to the orientation of the corresponding
blocks is convolved with the image. If the value
obtained is greater than zero the pixel at that point
was given the value 255 or left as zero if otherwise,
leading to an enhanced binary image.

/ * Input Student Details.

\d

® Scan Fingerpring;

3

from database.

Fetch a Claimed fingerprint with a tag no.

Scanned Fingerprint ; Fetched Fingerprint

Match found?

Yes

Display “Fingerprint found in database”

Dispiay “Student Details”

No

Display “Verification failed”

‘ Stop ,

Figure 5: Verification /Authentication flowchart
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/ * Input Total No. of Students fingerprint in Database i.e. N /

y

®  Scan Fingerprint;
e Setn=1

W

Fetch a fingerprint with atag no. n

from the database.

Compare

Scanned Fingerprint : Fetched Fingerprint

/Display “Fingerprint found in database” /

n=n+1

Not Match N :Tagno. (i.e. n)

Display “Finger print not in

database”

\
‘ Stop '

Figure 6. Identification flowchart

Real Tane Finger Frint Authentacabon

Tl ges b ulicn Authwntsc wSom/Iduntification

View

Figure 7: Main page

Figures 8 (a) and (b) show a noisy fingerprint image
and the enhanced (filtered) fingerprint image
respectively.

Nigerian Journal of Technology

(a ) N0/sy fir ingerprint image (b) Enhanced
(Gabor-filtered) fingerprint image

Figure 9 shows the registration page. The registration
page is the first recommended stage for all first time
users. It is designed to collect all data required for
the student to be properly registered. Required data
include: name, college, matric number, department,
level and the captured fingerprint image. Each
section must be filled for the user to be properly
registered.
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Verification feature validates the student to know if
the student has been registered by comparing his/her
data with a particular data already stored in the
online database using their fingerprint. Minutiae
extraction and matching of the fingerprints were
done using the accompanying SecuGen’s SDK library
routines. On successful verification, a matching score
with the student data is displayed. In our experiment,
for a false accept rate (FAR) of zero the optimal
matching score threshold was found to be 35 on a
scale of 0 to 200 as such the threshold value for a
successful match was set at 35. Figure 10, shows the
authentication of a user using noisy image and Figure
11, shows the authentication of the same user using
filtered image. As shown, it also displays a matching
score that is higher in numeric value for a filtered
image. As shown in Figure 10 and 11 the inclusion of
Gabor filtering for image enhancement before the
matching stage increased the matching score by 47
implying a 23.5% improvement in the matching
score. As such for a very poor quality fingerprint this
increase in the matching score can greatly improve
the false reject rate (FRR) of our system.

The identification stage is a one to many comparison
stage that requires the input of the fingerprint of the
user to be compared with all the fingerprints in the
database. Identification was done with noisy image of
a fingerprint as shown in Figure 12 and with the
filtered image of the fingerprint as shown in Figure
13, where the matching score increased by 10.5%
(from 161 to 182).

The ‘view student’ feature is an administrative feature
that displays the data of every student whose details
are already stored in the online database. As stated
earlier, matching scores are displayed upon
successful authentication/verification of a student.
The matching scores for authentication/verification of
the student was higher for filtered fingerprint image
than for a noisy fingerprint image. On the whole, the
developed system, when ran with registered users
gave improved results for filtered or enhanced
fingerprint as compared with the case of a noisy
fingerprint.

5. CONCLUSION

A real time fingerprint verification/identification
system using Gabor filter for enhancement of
fingerprint image quality is presented in this paper.
Fingerprint enhancement, contributed significantly to
improving fingerprint image quality. Performance of
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the developed system was evaluated on a database
with fingerprints from different users. A bank of
Gabor filter was designed and implemented in C#
programming language for enhancement of the input
fingerprints. The result showed improvement in
accuracy level when the enhanced (filtered) image
was used, as compared to when a noisy image was
used.
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