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Abstract  
Leveraging on the provisions of the internet enhances the productivity of Micro and Small Enterprises (MSEs), increases industrial 

growth and their contributions to national prosperity. Every cyber-attack against their businesses should be reported to the requisite 

incident response body through the appropriate channels for quick recovery from attack. This research examines how the MSEs in 

Nigeria report cybersecurity incidents. This study surveyed 100 MSEs. The outcome of the research shows that 72% of the MSEs is 

unaware of the channel of reporting cyber incidents and does not report cyber incidents. Participants totaling 90% believe that the 

Sectoral Computer Security Incident Response Team (CSIRT) could improve on reporting of cybersecurity incidents through 

sensitisation. Amongst others, we recommended the Sectoral CSIRTs were to develop an Incident Report and Response Plan (IRRP) 

for managing cybersecurity incidents in MSEs. 
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1.0 INTRODUCTION 

The computer-driven information era has made 

communication and transactions across the globe easier, 

facilitate, and enhance business growth. It steers up vast 

opportunities for the prosperity of the MSEs to thrive, 

which enhances national, economical, and industrial 

development. Although the cyber-age provides ease for 

MSEs in doing business, it is also prone to rising issues of 

cyber-attacks, which could negate the sustainability of 

productivity and developmental contribution to the 

national growth process [1, 2, 3]. Attacks would be 

possible when vulnerabilities on the networks, operating 

systems, users, and processes are exploited [4]. When 

attacks against MSEs are not reported to the 

establishments that are responsible for cyber incidents 

response and mitigation, the Government may not know 

the nature and trend of such incidents, therefore, marring 

adequate planning, response, and mitigation strategies [5]. 

The Federal Government of Nigeria (FGN) established the 

Nigeria Computer Emergency Response Team (ngCERT) 

to coordinate incident response and mitigation strategies 

for the prevention of cybersecurity incidents in Nigeria. 

Also, it enacted the Cyber-crimes (Prohibition, Prevention, 

Etc) Act, 2015, and formulated the National Cybersecurity 
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Policy and Strategy (NCPS) 2021 [6]. The policy 

document provides a blueprint for designated sectors to 

develop their CSIRT or Security Operation Centre (SOC) 

for organisations [2]. Consequently, all enterprises are to 

report cyber-incidents to their Sectoral CSIRT or SOC. 

The continual widespread of internet usage in Nigeria’s 

MSEs Operation with increasing cyber-attacks could ruin 

unsuspecting enterprises, lead to poverty and devastation if 

necessary measures are not emplaced [7]. Cyber-attacks 

can impede the output of enterprises, lead to business 

collapse, loss of patent rights, and would negatively affect 

their contribution to economic growth [8, 9]. In order to 

sustain its growth and contribution to the economic growth 

value-chain system, it is required that MSEs report any 

cybersecurity incidents that occur in their business 

operations to the CSIRT or SOC in their sector. However, 

many MSEs are seen to have a very weak defence against 

cyber-attacks and lack the importance of cybersecurity; 

thus, they do not have good knowledge of the precautions 

to adopt in the face of cyber incidents [8-11]. For 

cybersecurity incidents to be reported, stakeholders of 

MSEs need to know the medium of reporting, and the 

organisations they should report attacks to. In order to 

sustain business growth and increase productivity, we are 

compassionate in eliminating unawareness in reporting 

cybersecurity incidents against MSEs, which could 

increase the national Gross Domestic Product and enhance 

development. There are some existing works about the 
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cybersecurity incidents on MSEs in Nigeria cyber-attacks. 

However, these studies are theoretical; the researchers do 

not have real data to support their study. There are no 

individuals or groups of people that have conducted 

research on this topic in the past. Consequently, we 

consider it crucial to gather our data from MSEs for the 

originality and all-inclusiveness of the research. Therefore, 

the aim of this research is to investigate the opinions of 

MSEs on cyber incidents reporting channels and identify 

their views on the need for improving on existing 

mediums.  

This paper is structured as follows: Section 2 is the 

related work; Section 3 is composed of the basic concepts 

in this paper. Section 4 will discuss the research model and 

then section 5 clarifies the methodology. Thereafter, 

section 6 will discuss and analyse the findings of this 

study. Finally, Section 7 will conclude the paper. 

 

2.0 RELATED WORKS 

In Saleem, [12], the authors stressed the 

importance of applying mitigation strategies in deterring 

cyber-attacks. They posited that one of the ways to 

mitigate cybersecurity incidents is to ensure that all 

devices connected to the internet run on the latest patch 

update of the software and hardware manufacturer. 

Similarly, [13] argued that hackers usually evaluate 

patches following the pronouncement by the vendors and 

exploit vulnerabilities faster than organisations could fix 

them. Therefore, early dissemination of vulnerability 

disclosure to MSEs will help to improve cybersecurity in 

the Nigeria cyber space. However, these studies did not 

identify the types of computer systems that MSEs use for 

their daily business transactions. Identifying the types of 

systems being used by the MSEs would make it easier to 

be specific in disseminating information such as 

cybersecurity advisories regarding the kind of systems that 

require such patches instead of generalising it. Some types 

of systems commonly used by MSEs are: Desktops, 

LaptopS, Servers, Phones, and Printers  

In [2, 14], the researchers alluded that many MSEs 

are unaware of cybersecurity incidents against their 

businesses; hence do not raise concerns regarding the 

incidents. Similarly, the MSEs in Nigeria lack adequate 

awareness of cybersecurity and information security 

policy; therefore, implementation could be a mirage [14]. 

In another development, many MSEs believed that they 

face fewer attacks by cyber criminals compared to big 

enterprises [14]. Therefore, they could ignore attacks on 

their cyber platforms and sometimes consider them as 

issues from Internet Service Providers or malfunctioning 

of the computing devices. The situations that that could 

make cyber criminals succeed in attacking MSEs are 

numerous with variations. The variations make it 

complicated for organisations to have a holistic knowledge 

about cyber-attacks. In this era of business dependence 

online with increasing attacks, naivety in the implementing 

cybersecurity principles needs to be reduced. Thus, there is 

a need for FGN to educate all stakeholders of MSEs on 

cybersecurity policy across Nigeria, particularly the 

regulating body of each sectors that would cascade it to the 

grassroots with a view to enlighten them on the reporting 

channel. [15].  

However, understanding of the fundamentals on 

which attacks could take place, organisations can minimise 

the chances of cyber-attacks and any related danger. MSEs 

access the internet through their Mobile Network 

Operators using any of the following: 

  

a. Access points such as Wireless Fidelity (WiFi) 

b. SIM Cards 

c. Internet Modem 

d. Routers 

 

Cybersecurity sensitisation is another aspect that 

researchers have studied in the past. It refers to the act of 

engaging stakeholders to know what to do and taking 

actions in protecting enterprises’ information systems. 

Cybersecurity sensitisation is designed to involve 

stakeholders in deliberations for them to understand the 

threats, the impacts of attacks on business, and the actions 

required to prevent cyber criminals from penetrating into 

their computer networks and systems; thereby potentially 

reducing risks [16-17]. In this era of business dependence 

online, naivety in the application of technology needs to be 

reduced. Thus, there is a need for FGN to sensitise all 

stakeholders of MSEs on cybersecurity across Nigeria, 

particularly the regulating body of each sectors that would 

cascade it to the grassroots with a view to educating them 

on cyber incidents reporting channel.  

In [18], the authors asserted that MSEs are among 

those who contribute to the nation’s economic 

development. Therefore, they emphasised the need to 

sensitise MSEs on information security. Amongst others, 

they discussed the use of social media platforms, which 

include Facebook in conducting sensitisation. In [1, 13], 

the writers affirmed that most cybersecurity incidents in 

Nigeria are not reported; thus, it is difficult to ascertain the 

nature and the extent of attacks. According to the survey 

conducted by [16, 19], the majority of those who 

participated were unaware of how and where to report 

cybersecurity incidents. Therefore, [16, 19] connotes 

increasing sensitisation of the public on where and how to 

report cyber-attacks. While it is important to beef up 

sensitisation, we recommend sector-based workshops for 
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organisations and community campaign for the public with 

Key Performance Indicators that will measure impact. 

 

2.1 Basic terminologies  

MSEs are business ventures that respectively 

employ less than 10 people with assets worth less than 

NGN50 Million, from 50 to 49 staff having assets worth of 

NGN5 Million but less than NGN50 Million with the 

exclusion of land and building [10]. In Nigeria, high 

percent of the entire businesses are MSEs [8]. Therefore, 

they are regarded as the pivot for the growth of the 

nation’s economy [4]. The MSEs play a remarkable role in 

the growth of Nigeria’s economy including job and wealth 

creation. To this regard, the Nigeria government has put in 

place the policy and strategy for reporting cyber incidents 

to protect their business operations against attack for 

enhancing cybersecurity [2].  

Cyber refer to the components of computer, virtual 

reality as well as information and communication 

technology. Similarly, cyber-attacks mean the exploitation 

of the vulnerabilities on any of the components or devices, 

processes and technology [5]. The rate of cyber-attacks 

against MSEs is increasing by the day. Despite the 

increase, many MSEs seem to be ignorant that they are 

primary targets of cyber-attacks [5, 10]. It is therefore, 

necessary for CSIRTs to sensitise every MSEs under their 

purview on the reality of cyber-attacks with a view to 

taking measures to preventing attacks against their 

systems. 

Cybersecurity refers to the protection of the 

confidentiality, integrity, and availability (CIA) of 

information systems as well as data in the face of attacks 

[18]. It also means a combination of rules emplaced in 

order to protect the cyber domain [12]. Confidentiality 

entails protecting information and data from disclosure to 

unauthorised individual or group of persons and parties. It 

means ensuring that information could be accessed by only 

those who has been authorised to do so. Integrity of data 

refers to protection of data from alteration. While 

availability is when information, data and services are 

accessible to those who have the authority access it 

whenever they need it [4, 12]. Cybersecurity attempts to 

ensure that users or enterprises’ information infrastructure 

and assets are protected against all related risks.  

Cybersecurity Incident Response (CIR) refers to 

actions undertaken when compromise exists or is 

suspected on interconnected systems such as computer 

networks. Actions of CIR involve organising capabilities, 

handling incidents and post incidents activities [20, 21]. It 

is the responsibility of the incident response bodies such as 

national CERT, sectoral CSIRT, and organisational SOC 

to detect and prevent all MSEs from cyber-attacks. Those 

affected by cyber-attacks should report to the appropriate 

authority. However, the efficacy of these bodies hinge on 

the capabilities of the technologies and manpower [2].  

Policy is a set of principles proposed by an  

organisation. Implementing cyber security policy is a great 

challenge to every nation. However, the FGN have 

developed its cybersecurity policy in order to promote 

business growth through digitalisation, protect the privacy 

of their citizenry and prevention of cybercrimes [7]. The 

existing cybersecurity policy effort of the FGN in 

addressing cybersecurity issues has not satisfactorily 

tackled the urgent challenges threatening its cyberspace [7, 

22, 23]. When policies are implemented accordingly, it 

will enable MSEs and their relevant stakeholders to reduce 

threats on their computer systems, enforce security 

programs according to standards and effectively 

communicates security measures to all stakeholders [24, 

25, 26]. Improving cybersecurity incidents reporting 

through policy enforcement could be achieved when 

coordinating bodies and organisations adopts most suitable 

approach to reach the target audience [25, 27, 28].  

Some approaches that could be adopted by 

Sectoral CSIRT to improve reporting of cybersecurity 

incidents in MSEs include: 

a. Sensitisation  

b. Developing Information Security Policy (ISP)  

c. Enforcement of ISP  

 

Cybersecurity threat mitigation connotes the 

application of security policies and procedures for 

reducing the impact of cybersecurity threats in 

organisations, nations and worldwide [29, 30]. At the 

present times, mitigating cybersecurity threat is an 

essential concern to every organisation that is internet 

savvy and operates digitally online [3, 31]. Cybersecurity 

incidents mitigation is challenging for the organisations 

even as they put in efforts to prevent threats against their 

information systems [3, 9, 32]. MSEs may not have the 

capability that could fight complex cybersecurity concerns, 

but compliance to cybersecurity policies will mitigate 

some threats associated with their cyber systems. 

 

2.2 Research Model 

This Section highlights the approach of the 

research. It generated questionnaire to investigate 

respondents’ opinion on cybersecurity incidents reporting 

in MSEs. The paper collated data from every respondent, 

which are presented in tabular form. Participants’ 

opinions, which form the data, were evaluated for 

recommendations that would improve on mitigating cyber-

attacks. Respondents were required to provide answers to 

five (5) questions as follows:  
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a. Which computer system does your organisation use 

mostly?  

b. Has cyber incident occurred in your organisation’s 

computer/network systems?  

c. How does your organisation reports cybersecurity 

incidents?  

d. What is the main reason responsible for non-reporting 

of cyber-attacks in your organisation?  

e. How would cybersecurity incidents reporting in MSEs 

be improved through Sectoral CSIRT? 

 

3.0 METHODOLOGY  

The study used primary and secondary sources of 

methodologies. It physically administered questionnaires 

in hard copy paper format to participants in 100 MSEs. 

Microsoft Excel application was used in analysing the 

feedback from the respondents. These questions were 

administered to employees of MSEs. These MSEs were 

chosen for this study because they use information systems 

for their daily business transaction including file and 

documents transfers, place order for goods and services. 

Others include browsing the internet, learning, buying and 

selling amongst others. Additionally, the chosen MSEs 

render services that cut across all sectors of the Nigeria’s 

economy such as telecommunications, aviation, defence, 

security, education and power. The relevance of their 

services in these sectors and their contributions to the 

economy was another reason why the research chooses the 

MSEs for the investigation. For example, if the MSEs’ 

cyber platforms are massively attacked, the country will 

experience the impact of colossal losses. Physical 

distribution of questionnaires was considered because 

some micro and small enterprises would need elaborate 

explanation on cyber terminologies used in the 

investigation. Where necessary, we used our findings to 

juxtapose opinions from previous researchers, which form 

secondary sources from literature including books, 

journals as well as publications relating to cyber incidents 

and ways of reporting incidents. The survey, which was 

conducted in the Abuja Municipal Area council of Abuja 

in Nigeria, investigated the opinions of participants that 

are 18 years and above. It is our opinion that as adults, 

they are capable of providing information from informed 

and uninfluenced knowledge. The study carefully 

considered the participants bearing in mind their job 

functions and the authority they have in disseminating 

company’s information. From the pilot the questionnaire, 

we found that the managers, Information Security Officer, 

Information and Communication team would be suitable 

for the survey as these categories of employees are 

responsible for making decisions and handling issues of 

cybersecurity matters in their organisations. 

 

4.0 FINDINGS AND ANALYSIS  

The findings will be illustrated in Tabular form 

while some of them will be further shown in graphical 

format. 

 

4.1 Popular computer systems used in organisations  

In Table 1 and figure 1, we established that the 

100 MSEs investigated have phones for their business 

transactions while 60, 40 and 20 organisations respectively 

owns desktops, laptops and printers. Furthermore, 15 

organisations each have servers and other computing 

devices. Also, it was gathered that 60% of the MSEs use 

phones more than any other computer systems. While 22% 

of the respondents affirms that their organisation use 

desktop than other devices, 18% of the participants opined 

that their organisations depends on laptops than any other 

computer systems in their businesses. 

 

4.1.1 Analysis on popular computer systems used in 

organisations  

The findings regarding the type of computer 

 systems used in organisations revealed that all the 

investigated MSEs have phones that they use for running 

their businesses. This is a reflection that the generality of 

MSEs rely on the usage of phones more than any other 

computer systems in the conduct of their businesses. These 

phones could be the desk or mobile type. However, the 

survey observed that mobile phones are mostly deployed 

by MSEs in their businesses. The reason for this could be 

due to the capabilities and services those mobile phones, 

particularly the GSM offers.  

 

Table1: Popular systems used in organizations 

Which of the following computer systems does your organisation have? 

 Desktops Laptops Servers Phones Printer Others 
Number of Organization 60 40 15 100 20 15 

Which of the systems is mostly used by your organisation? 

 Desktops Laptops Servers Phones Printer Others 
Responses (%) 22 18 Nil 60 Nil Nil 
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Figure 1: Types of computer systems used in organisation 

 

Additionally, mobile phones are handy, smart and 

they have different price ranges making it easily affordable 

by users. This may in no doubt allow increase in the 

number of devices that engage the use of mobile phones 

for businesses leading to increasing MSEs connected to the 

internet. To this regard, stakeholders and employees of 

MSEs should be exposed to the fundamental practices for 

safe online presence via phone connectivity. More so, 

there is need for further investigation into phone 

applications that are commonly used by MSEs with a view 

to addressing vulnerabilities associated with them. 

 

4.2 Cybersecurity incidents occurrence in 

organisations  

In Table 2 and figure 2, 25% of the respondents 

affirmed that their organisation has experienced cyber-

attacks.  

 

Table 2: Cybersecurity incidents occurrence 

Have your organization ever experienced attack on its 
computer/network systems? 

 Yes No Unknown 
Responses (%) 25 60 15 

 

 

 
Figure2: Cybersecurity incidents occurrence 

On the other hand, 60% had never experienced attacks 

while 15% respondents were unknown to attacks. 

 

 

4.2.1 Analysis on Cybersecurity incidents occurrence 

The findings in Table 2 as illustrated in figure 2, 

clearly shown that majority of the MSEs investigated have 

never been attacked. This corroborates the viewpoint of [2] 

that some MSEs are ignorant of cybersecurity incidents 

against their companies. Weighing this result, it raises the 

concerns that they may have been attacked but they did not 

know about the incident occurrence. With the increase in 

the number of devices connected to the internet, regulatory 

authorities must ensure a corresponding increase in the 

level of cyber incidents awareness among the MSEs; 

otherwise the organisations will be increasingly exposed to 

the dangers associated with the internet. Consequently, the 

regulatory bodies; especially the ngCERT and all Sectoral 

CSIRTs would be required to develop and implement 

awareness program to educate MSEs on how to identify 

cybersecurity incidents.  

 

4.3 Cybersecurity incidents reporting  

Table 3 represented the investigated views of 

respondents on cybersecurity incidents reporting based on 

three questions. Firstly, respondents were asked if they 

knew any channel for reporting cybersecurity incidents. 

 

 

 

Table 3: Cybersecurity incidents reporting 

Do you know any channel/medium of reporting 
cybersecurity incidents? 

 Yes No 
Responses (%) 25 75 

Do you know the organisation to report cybersecurity 
incidents? 

 Yes No 
Responses (%) 30 70 

Does your organisation report cybersecurity incidents? 

 Yes No 
Responses (%) 15 85 

 

While 75% of the participants were not aware, 

25% of them were aware of the channel for reporting 

cyber-attacks. In another instance as depicted in figure 3, 

70% did not know the organisation to report attacks. 

However, 30% knew the organisation to report attacks. 

Similarly, Fig. 4 graphically illustrated the investigation 

that revealed 15% of the MSEs report cybersecurity 

incidents while 85% do not.  
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Figure 3: Awareness of organisation in reporting incidents 

 

 
Figure4: Cybersecurity incidents reporting 

 

4.3.1 Analysis on cybersecurity incidents reporting  

The response from the participants on cyber attack 

reporting revealed that 75%, which represent the majority 

were of the opinion that they do not know any channel for 

reporting the cyber attack. Essentially, transactions occur 

in MSEs on daily basis. During the transactions, 

occurrences of attacks on computer networks of companies 

are inevitable. However, the knowledge of the attacks and 

how to report such attacks is headway to proffering 

solutions that will mitigate its future occurrence. We, 

therefore, recommend all major stakeholders at the 

strategic level; the ngCERT and Sectoral CSIRT at the 

operational level to continually sensitise stakeholders on 

their roles in implementing the NCPS 2021. Also, 70% of 

the respondents are unaware of the organisation to report 

incidents when attacks occur in their organisation’s 

computer and network systems. Similarly, 85% of the 

MSEs do not report attacks occurrence in their business 

cyber infrastructure. The foregoing could be due to the 

lack of the implementation of NCPS 2021 by the Sectoral 

CSIRT. However, for some sectors where implementation 

exists, there may be issues of cascading it down to the 

MSEs. Therefore, it is important that ngCERT enforce 

implementation and compliance with the MSEs.  

4.4 Reasons for non-reporting of cyber attacks  

In Table 4, which is shown in figure 5 graphically, 

we examined the reasons why MSEs do not report cyber-

attack. A total of 72% of the respondents were unaware of 

cybersecurity incidents reporting channels, and 28% were 

ignorant of organisation to report attack.  

 

 

Table4: Reasons for non-reporting of cyber attacks 

What do you think is the main reason why MSMEs do not report 
cyber-attack? 

 Unaware of 
reporting channels 

Ignorant of organization to 
report attack 

Responses (%) 72 28 

 

 
Figure5: Reasons for non-reporting of incidents 

 

4.4.1 Analysis on reasons for non-reporting of cyber 

attacks  

Two criteria were used to investigate the opinions 

of respondents on the reasons why MSEs do not report 

cyber-attacks. The first criterion (unaware of reporting 

channels) had 72% opinions while the second criterion 

(ignorant of organisation to report attack) recorded 28% 

views. This outcome might not be unconnected to the fact 

that many Sectoral CSIRTs have not done enough in 

cascading the NCPS 2021 implementation to the various 

MSEs under their various industries.  

More so, ngCERT could collaborate with the 

relevant Law Enforcement Agencies to implement 

compliance policy by enforcing Section 21 of Nigeria 

Cybercrimes (Prohibition, Prevention, ETC) ACT, 2015. 

This Section of the Acts mandates all operators and users 

of the computer system to report any cyber incident within 

the period of 7 days to ngCERT, which is the national 

CERT. As stipulated therein, failure to report such 

incidents will be penalised accordingly. If this Section is 

enforced, users, operators, MSEs will learn lessons and be 

responsible for all their actions regarding cyber-attack 

reporting. In this regard, ngCERT should consider the 
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enforcement of Section 21 of the Nigeria Cybercrimes 

(Prohibition, Prevention, ETC) ACT, 2015.  

Collaboration between ngCERT and Sectoral 

CSIRTs in developing an Incident Report and Response 

Plan (IRRP) could be an effective way of managing 

cybersecurity incidents in MSEs. To this end, MSEs could 

report incidents through their regulatory Sectoral CSIRTs. 

For example, MSEs under telecommunications sector are 

required to report incidents through the Nigeria 

Communications Commission’s CSIRT while those in the 

Defence sector are to report cybersecurity incidents to the 

Defence Space Administration’s CSIRT. 

 

4.5 Improving cybersecurity incidents reporting in 

MSEs through Sectoral CSIRT  

Table 5 demonstrates the opinions of respondents’ 

view on the role of Sectoral CSIRT for improving 

reporting of cybersecurity incidents in MSEs. In the 

findings, 10% said no while 90% affirmed yes as shown in 

Figure 6. 

 

Table 5: Improving cybersecurity incidents reporting in 

MSMEs through Sectoral CSIRT 

Do you think Sectoral CSIRT could improve reporting of 
cybersecurity incidents in MSMEs? 

 Yes No 

Responses 
(%) 

90 10 

Which approach do you think would be most effective for 
Sectoral CSIRT to improve reporting of cybersecurity 
incidents in MSMEs? 

 Sensitization Developing 
Information 
Security 
Policy (ISP) 

Enforcement 
of ISP 

Responses 
(%) 

70 10 20 

 

 
Figure 6: Improving cybersecurity incidents reporting 

Additionally, respondents totalling 70% affirms 

that sensitisation would be the best approach to improve 

reporting of cybersecurity incidents in MSEs. Furthermore, 

developing and enforcing ISP respectively pulled 10% and 

20%.  

 

4.5.1 Analysis on Role of Sectoral CSIRT in 

cybersecurity incidents reporting in MSEs  

In Table 5, majority of the respondents believed 

that Sectoral CSIRT could improve the reporting of 

cybersecurity incidents in MSEs through sensitisation 

approach. Therefore, Sectoral CSIRTs should collaborate 

with all stakeholders including ngCERT, ISPs, 

organisations in their sector to conduct sensitisation 

programs every quarter. An efficient way of sensitising 

those in the academia and the public is to incorporate 

cyber education curriculum across all the levels of 

education in Nigeria. Furthermore, Sectoral CSIRTs 

should consider taking cybersecurity awareness campaigns 

to organisations and employees under their domain. For 

measuring the effectiveness of the sensitisation, Sectoral 

CSIRT could develop an Impact Assessment Framework 

(IAF). 

 

5.0 CONCLUSION  

This study discussed cybersecurity incidents 

reporting in Nigeria’s MSEs. It highlighted the 

consequences of non-reporting of incidents. It further 

stresses the measures that the Nigerian government has put 

in place to ensure safe cyberspace that is resilient to 

attacks. For clarity and easy comprehension, vital 

terminologies and concepts were explained in the paper. 

They include cyber-attacks, policy, and cybersecurity 

mitigation amongst others. Questionnaires were 

administered to participants on a face-to-face approach to 

enable us to exploit the views of employees of 100 MSEs 

regarding cybersecurity incidents reporting. Thereafter, we 

analysed the data collected, made deductions and 

recommendations accordingly. The research advocates 

many MSEs are unaware of the channels and organisation 

to report cybersecurity incidents. With the opinion of the 

participants, it is believed that Sectoral CSIRT are capable 

able of improving the reporting of cybersecurity incidents 

in MSEs through sensitisation approach in Nigeria. The 

contributions, future works and recommendations drawn 

from the study are highlighted subsequently. 

 

5.1 Contributions 

a. The study enriches cybersecurity in Nigeria.  

b. As MSEs become more aware of the how and 

where to report cybersecurity incidents, it will help 
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the FGN in identifying the prevailing type and 

trend of cyber attacks.  

c. As ngCERT, Sectoral CSIRT and other 

stakeholders play their roles; the Nigeria 

cyberspace would be more resilient and safer for 

MSEs to conduct transactions. 

d. It strengthens the security of the global cyber 

space. 

e. It contributes a novel literature to the academia.  

f. It exposes incident reporting more realistic to the 

academic world.  

g. Future researchers could consider researching into 

the most common phone applications used by 

MSEs in order to unravel the vulnerabilities that 

exist in such platform and thereafter develop a 

solution that will eliminate the weakness.  

 

5.2 Future Works 

This study did not consider medium and large 

enterprises as well as cloud computing. In future, research 

could consider investigating cybersecurity reporting in the 

medium and large enterprises both in the traditional and 

cloud computing. Future works could research on the costs 

of cyber attacks on MSEs and Nigeria both in monetary 

value and materials. 

 

5.3 Recommendations 

From the research analytical deductions, we 

recommend as follows:  

a. The ngCERT should consider enforcing 

implementation and compliance of Section 21 of 

the Nigeria Cybercrimes (Prohibition, Prevention, 

ETC) ACT, 2015 in MSEs.  

b. Sectoral CSIRTs should collaborate with ngCERT 

to develop an IRRP for managing cybersecurity 

incidents in MSEs. 

c. Sectoral CSIRTs should conduct sensitisation 

programs for MSEs every quarter. 

d. Sectoral CSIRTs should consider developing IAF 

to measure the effectiveness of the sensitisation 

program. 
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