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Abstract 

This study aims to construct a comprehensive conceptual framework that 

elucidates the critical human factors influencing cybersecurity culture among 

online banking users in Nigeria. The research methodology is grounded in a 

meticulous examination of existing literature in the cybersecurity culture 

domain, serving as the foundation for this framework. The literature review 

reveals a conspicuous absence of academic research on cybersecurity culture 

within Nigeria and underscores the importance of comprehending its unique 

nuances. Key findings from the literature review highlight the prominence of 

“cybersecurity awareness,” “cybersecurity policy,” and “cybersecurity 

education” as influential factors. “Cybersecurity awareness” emerges as the 

most pivotal factor due to its recurrent emphasis and recognized centrality. 

“Cybersecurity policy” and “cybersecurity education” secure the second and 

third positions, respectively, due to their acknowledged significance in 

cultivating a security-conscious mindset among online banking users. 

Furthermore, the literature review exposes a research gap concerning the 

requisite “cybersecurity knowledge” that should permeate organizations and 

individuals to augment cybersecurity culture. Additionally, it reveals the 

underexplored influence of “social norms” and “interpersonal trust” in molding 

cybersecurity culture. This research accentuates the dearth of cybersecurity 

culture research within Nigeria and underscores the importance of 

understanding its unique facets. The proposed conceptual framework provides 

a valuable resource for designing tailored cybersecurity strategies and 

programs in Nigeria’s online banking sector. It advocates for prioritizing 

cybersecurity awareness, education, and policy, empowering users with the 

knowledge and skills needed to safeguard themselves against cyber threats. The 

model also highlights the relevance of recognizing the role played by social 

dynamics, interpersonal trust, and social norms in shaping cybersecurity 

behaviours. 
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1.0  INTRODUCTION 

In recent years, the growth of online banking has been 

remarkable, transforming the way individuals and 

businesses conduct financial transactions. Online 

banking has become a key player in the realm of 

business activities, offering unparalleled convenience, 

accessibility, and a wide range of services [1]. The 

banking industry has embraced this digital shift, 

adopting uninterruptible banking services to reduce 

operating costs and enhance customer experience [2]. 

Online banking in Nigeria has gained significant 

momentum, fuelled by the dramatic increase in e-

commerce applications and the numerous benefits it 

offers, including fund transfers, checking account 

management, and bill payments [3]. 
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However, alongside the immense advantages of online 

banking, the banking sector in Nigeria faces persistent 

cybersecurity challenges. Despite substantial 

investments in securing data, networks, and cyber 

defines systems, the occurrence of cybersecurity 

breaches and vulnerabilities is on the rise [4]. The 

prominence of human factors in contributing to these 

cybersecurity risks cannot be overlooked. Human 

behaviour and actions often introduce inconsistencies 

and errors, posing substantial threats to information 

assets. Consequently, a comprehensive understanding 

of the human factors that influence cybersecurity 

culture is essential for effective risk mitigation [5]. 

 

Cybersecurity culture is the collective mindset, 

attitudes, and behaviours of individuals, 

organizations, and society as a whole towards 

ensuring and promoting the security of digital systems 

and information. It encompasses a shared 

understanding of the importance of cybersecurity, a 

commitment to implementing best practices and 

protocols, and a proactive approach to identifying and 

mitigating cyber risks. A strong cybersecurity culture 

fosters a security-conscious environment where 

cybersecurity is integrated into daily practices and 

where individuals are vigilant and proactive in 

protecting against cyber threats [6]. 

 

While the significance of human factors in shaping 

cybersecurity culture has been recognized, there 

remain notable gaps in the existing literature. 

Specifically, limited research has been conducted to 

identify and explore the specific human factors 

influencing cybersecurity culture among online 

banking users in Nigeria. The available literature 

primarily focuses on assessing the state of 

cybersecurity in Nigeria, with insufficient attention 

given to cybersecurity culture, standards, 

interpersonal trust, and social norms. As a result, there 

is a pressing need to bridge this gap and develop a 

comprehensive conceptual model that addresses the 

unique Nigerian context [7]. 

 

This study aims to fill the gaps by providing a well-

grounded conceptual model that identifies and 

examines the key human factors influencing 

cybersecurity culture among online banking users in 

Nigeria. This research will contribute to the 

enhancement of cybersecurity practices, risk 

mitigation, and the overall cybersecurity culture in the 

Nigerian online banking sector. The systematic 

literature review will serve as the foundation for 

developing a robust conceptual model that 

encompasses the identified human factors and their 

interrelationships. By distilling and analysing the 

literature, this research aims to provide valuable 

insights into the specific human factors influencing 

cybersecurity culture. The model will shed light on the 

complexities and dynamics of these factors, 

facilitating a comprehensive understanding of their 

impact on cybersecurity behaviour among online 

banking users. 

 

Also, it is crucial to highlight the limitations of 

previous milestone works in this field [8-9]. Although 

previous works have contributed significantly to the 

understanding of cybersecurity culture and behaviour, 

their focus on developed countries with distinct 

demographic, cultural, and infrastructural settings 

raise questions about the universality of their findings. 

Moreover, the limited research conducted in Nigeria 

primarily focused on assessing the state of 

cybersecurity, rather than delving into the realm of 

cybersecurity culture. Therefore, this study seeks to 

rectify these limitations and contribute novel insights 

specific to the Nigerian context. 

 

By addressing the gaps in the existing literature, this 

research endeavours to provide a comprehensive 

understanding of the human factors that influence 

cybersecurity culture among online banking users in 

Nigeria. The findings will serve as a foundation for 

designing targeted interventions, policies, and 

educational programs to promote responsible 

cybersecurity practices and mitigate cyber threats. 

Ultimately, the aim is to foster a strong cybersecurity 

culture that safeguards the interests of online banking 

users, protects sensitive information, and ensures the 

sustainable growth of online banking in Nigeria. 

 

2.0  METHODOLOGY  

The methodology employed for developing the 

conceptual model involved a systematic review of 

previous cybersecurity frameworks and research 

papers relevant to cybersecurity culture. This process 

aimed to identify and analyze the key factors 

influencing cybersecurity culture. The gathered 

literature underwent a qualitative content analysis, 

whereby relevant documents were identified and 

classified. This approach allowed for a systematic 

examination of the variables and constructs proposed 

in previous research within the cybersecurity culture 

domain. 

 

3.0  CONCEPTUAL MODEL DEVELOPMEN-

T 

The development of a robust cybersecurity culture 

model requires consideration of existing frameworks 

in the field. A thorough review of previous 

cybersecurity frameworks was conducted, leading to 
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the formulation of the current conceptual model for 

cybersecurity culture. The primary objective of this 

comprehensive evaluation was to provide a 

comprehensive summary and analysis of variables 

proposed in previous researches within the 

cybersecurity culture domain, thereby supporting the 

conceptual model of the present study. Extensive 

literature searches were conducted across prominent 

digital databases, including Emerald, AIS, Elsevier 

Science Direct, ACM, Springer, and Google Scholar, 

focusing on papers published between 2018 and 2022 

and employing keywords such as “Cybersecurity 

Culture” and “human factors.” Through qualitative 

content analysis, relevant documents were identified 

and classified. In total, 44 papers specifically 

addressed Cybersecurity Culture, with 28 papers 

(representing 64% of the total) aligning with the 

Cybersecurity Culture framework, in line with the 

study’s objectives. The remaining papers covered a 

range of topics, including definitions of cybersecurity 

culture, distinctions between organizational culture 

and national culture in relation to cybersecurity 

culture, strategies for developing national and 

organizational cybersecurity culture, and the goals of 

cybersecurity culture development. 

 

Table 1: The Summary of key Human Factors. 
Research  Constructs  

[11] Knowledge, assumptions, norm and value, artifact. 

[12] Management commitment to information security, 

security policy and policy enforcement, security 

Awareness, security training and education, security 
risk assessment, security compliance, ethical conduct. 

[13] , security, top management, ecurity complianceS

., job satisfactionommunicationc  

[14] Security behaviour, security awareness, social norm, 
enforcement of information security policy. 

[15] Security and  SETA program, Security policy

.tymonitori  

[16] Organizational level: 

Assets, continuity, trust, operations, defense, securi-

ty governance. 

Individual level: 

Awareness, attitude, behaviour, competency. 

[17] Organizational culture model: 

Cybersecurity culture has three layers: 

Corporate Politics: 

Cybersecurity policy, organizational structure, reso-

urces. 

Management: 

Implementation of cybersecurity policy, bench-

marks, responsibilities, qualification, and training. 

Individual: 

Attitude, communication, and compliance. 

[18] -nowledge, education, awareness, risk managemK

.value normativece, ent, monitoring, complian  

[19] Top Management Security, 

Security Policy, security education and Training, 

security awareness, 

Security Ownership, 

Security risk analysis and assessment, ethical 

conduct, security compliance. 

[20] ecurity awareness, security knowledge, top S
 security educationcy security polimanagement 

.norms, security compliance, trust  

[21] Organizational level: 

Policy and procedure, risk analysis, budget, 

benchmarking. 

Group level: 

Management, interpersonal trust. 

Individual: 

Awareness, ethical conduct. 

[22] Managerial: 

Policy and procedures, risk analysis, budget, 

response, 

Behavioural: 

Responsibility, integrity, trust, norm and value, 

orientation, motivation 

Individual: 

Training, education, awareness 

[23] Top Management. 

Information security policy, information security 
awareness and education, information security 

behaviour, information security acceptance 

[24] ybersecurity c, communication, Management support

cybersecurity   cybersecurity awareness, knowledge
neguideli  

[25] External environmental factors, national culture 

(social norm), political and legal factors, economic 
factors,  socio-cultural  factors, technical and 

technological factors, management factors, 

management and governance, information security 
policies and procedure, cybersecurity risk 

management, ining, awareness asecurity education tr

, cybersecurity behaviour, and communication
cybersecurity , ybersecurityknowldege of c

compliance 

[26] Security knowledge, security policy, security 
awareness 

[27] , cybersecurity compliance, social norm, rustT

, cybersecurity awareness, cybersecurity knowledge

cybersecurity eduaction 

 

Table 1 summarizes the list of previous cybersecurity 

culture research constructs for each study. The first 

column of the Table 1 represents various 

cybersecurity culture research frameworks. The 

second columns represent constructs and findings for 

each relative cybersecurity culture frameworks. 

 

Eighteen studies were retrieved in Table 1. The 

process used to develop the conceptual model was to 

extract research in existing information security 

culture frameworks and models in order to develop an 

understanding of current information security culture 

phenomena. For each study, all the proposed 

constructs were extracted and counted in Table 2. The 

purpose for counting constructs for each study is to 

identify top constructs as potential candidates because 

it is simply impossible to examine every factor that 

could help conceptualize a security culture. Because 

of the scope limitation, the current paper will only 

consider the top constructs where there is strong 

agreement between academic researchers as to their 

importance for cybersecurity culture. Table 2 presents 

top key constructs for that influence cybersecurity 

culture among online banking users. 

 

3.1  Scenario Design  

https://doi.org/10.4314/njt.v42i3.13
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In Table 1 above, the review of previous research and 

the adopted constructs from each study were analysed. 

The key constructs that influencing cybersecurity 

culture and led the development of conceptual model 

are summarized in Table 2. In the section that follows, 

we lay out the basic framework for modelling 

cybersecurity culture (see Figure. 1) and hypothesize 

about the link between cybersecurity cultures and 

influencing factors. Based on our review of the 

research, we selected the following top seven key 

variables as show below: 

 

Table 2: Summary of the Key Constructs  
Constructs Number of cited Ranking 

Interpersonal trust 5 7 

Social norms 7 4 
Cybersecurity awareness 14 1 

Cybersecurity education 9 3 
Cybersecurity knowledge 7 4 

Cybersecurity policy 11 2 

Cybersecurity compliance 7 4 

 

3.1.1 Justification for ranking of conceptual 

factors 

To determine the ranking of key constructs that 

influence cybersecurity culture among online banking 

users, the proposed constructs from each study were 

counted and analyzed. The purpose of ranking was to 

identify the top constructs with strong consensus and 

importance among academic researchers. The ranking 

of key constructs was based on the frequency of their 

appearance in the reviewed literature and their 

recognized significance in influencing cybersecurity 

culture. The ranking of conceptual factors in the 

proposed cybersecurity culture framework was 

determined through a systematic and evidence-based 

approach. This ranking process aimed to identify the 

most influential factors based on their frequency in the 

reviewed literature and their recognized significance 

in shaping cybersecurity culture among online 

banking users in Nigeria. 

 

Cybersecurity Awareness (Ranked 1): The top 

ranking of "cybersecurity awareness" is grounded in 

its consistent and prominent emphasis in the reviewed 

literature. Multiple studies and academic research 

papers consistently underscored the critical role of 

cybersecurity awareness in cultivating a security-

conscious mindset among online banking users. It 

emerged as the most frequently cited and emphasized 

factor across the selected literature, signifying its 

central importance in influencing cybersecurity 

culture. 

 

Cybersecurity Policy (Ranked 2): "Cybersecurity 

policy" secured the second position due to its 

recognized significance in guiding and enforcing 

cybersecurity practices. Numerous studies highlighted 

the importance of well-defined policies in setting the 

foundation for cybersecurity culture. It was 

consistently cited and emphasized in the literature as 

a pivotal factor in promoting security-conscious 

behavior. 

 

Cybersecurity Education (Ranked 3): "Cybersecurity 

education" claimed the third rank based on its crucial 

role in equipping online banking users with the 

knowledge and skills needed to navigate the digital 

landscape securely. While slightly less frequent than 

awareness and policy, education was consistently 

recognized as a fundamental factor in enhancing 

cybersecurity culture. 

 

The ranking reflects the prevalence and importance of 

each construct as evidenced by the reviewed literature. 

Notably, “cybersecurity awareness” emerged as the 

top-ranked factor due to its consistent emphasis and 

recognition in the field, highlighting its central role in 

shaping cybersecurity culture. 

 

This approach ensures transparency and objectivity in 

the development of the conceptual model, as the 

ranking is grounded in a systematic review of existing 

research rather than subjective opinions. 

 

3.2  Conceptual Model  
The conceptual model human factors that 

influencing cybersecurity culture among online 

banking users in Nigeria. 

 

 
Figure 1:  Conceptual Model 

 

3.3  Hypotheses 

Based on Figure 1, we can hypothesize the 

followings: 

1-  H1: Interpersonal trust significantly influences 

cybersecurity culture. 

2- H2: Social norms significantly influence 

https://doi.org/10.4314/njt.v42i3.13
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cybersecurity culture 

3- H3: Cybersecurity awareness significantly 

influence cybersecurity culture 

4- H4: Cybersecurity education significantly 

influence cybersecurity culture 

5- H5: Cybersecurity knowledge significantly 

influence cybersecurity culture  

6-   H6: Cybersecurity policy significantly influence 

cybersecurity culture. 

7- H7: Cybersecurity compliance significantly 

influence cybersecurity culture. 

 

4.0  DISCUSSION  
The existing literature review provides 

and highlighted the key human factors that influence 

the Cybersecurity Culture among Nigerian internet 

banking customers. The significance and effective-

ness of these human factors on Cybersecurity Culture 

are vary. From the Table 1 for the summary of 

previous research on cybersecurity culture the 

cybersecurity awareness, cybersecurity education and 

cybersecurity policy are the most construct proposed 

by the researchers. all of this clearly shows that 

cybersecurity awareness, education, and policy are the 

most important factors in identifying the value of 

cybersecurity, as they work to develop a strategic 

framework to educate users of the need to follow the 

cybersecurity policy to avoid any cybersecurity 

incidents and to enhance the security of users by 

minimizing the possible cyberthreat.  

 

However, the culture of cybersecurity must be 

strengthened according to strategic plans and 

scientific methodology, in addition to educating 

everyone on the necessity and importance of 

awareness of the concept of cybersecurity culture and 

exchanging experiences in this regard. Furthermore, 

the literature review reveals that there is a lack of 

investigation into what is required of Cybersecurity 

knowledge that should be incorporated across the 

organization and individuals to improve 

Cybersecurity culture. Furthermore, the review also 

found that very few researchers have addressed the 

influence of social influence and interpersonal trust on 

cybersecurity culture. The review also suggested that 

having an effective cybersecurity culture may 

potentially contribute to positive cybersecurity 

behavior, there is a considerable research gap in 

recognizing each variable and assessing its influences 

on Cybersecurity culture among organization and 

individual.  

 

In comparing the findings of this study with recent and 

related published reports, several commonalities and 

variations can be observed. Firstly, the importance of 

cybersecurity awareness, education, and policy as 

influential factors in cybersecurity culture is 

consistent across multiple studies. These factors are 

consistently recognized as essential for promoting a 

security-conscious mindset and behavior among 

online banking users in Nigeria. 

 

However, it is worth noting that while cybersecurity 

awareness, education, and policy are widely 

acknowledged, the specific strategies and approaches 

for implementing them may differ among studies. 

Some reports emphasize the role of awareness 

campaigns and training programs, while others focus 

on the development and enforcement of robust 

cybersecurity policies. These variations highlight the 

need for tailored approaches that consider the unique 

context and characteristics of online banking users in 

Nigeria. 

 

Another notable finding from this study, which aligns 

with some published reports, is the lack of 

comprehensive investigation into the required 

cybersecurity knowledge across organizations and 

individuals. While the importance of cybersecurity 

knowledge is acknowledged, there is a research gap in 

understanding the specific knowledge areas that 

should be prioritized and incorporated into 

cybersecurity culture initiatives. 

 

Additionally, this study highlights the limited 

attention given to social influence and interpersonal 

trust as factors influencing cybersecurity culture. 

Similarly, some recent reports also identify this gap, 

emphasizing the need to explore the role of social 

dynamics and trust relationships in shaping 

individuals’ cybersecurity behaviours and attitudes. 

 

5.0  CONCLUSION  

To conclude, this study provides valuable insights into 

the human factors influencing cybersecurity culture 

among online banking users in Nigeria. Through a 

comprehensive review of existing literature, several 

key findings have emerged, highlighting the 

significance of cybersecurity awareness, education, 

and policy in fostering a secure online banking 

environment. The findings emphasize the need for 

strategic initiatives to enhance cybersecurity culture in 

Nigeria. By prioritizing cybersecurity awareness 

campaigns, implementing comprehensive educational 

programs, and developing robust policies, financial 

institutions and relevant stakeholders can empower 

online banking users with the knowledge and skills 

needed to protect themselves against cyber threats. 

Furthermore, the study highlights the importance of 

recognizing and addressing the specific cybersecurity 
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knowledge requirements across organizations and 

individuals. Efforts should be made to identify and 

incorporate relevant knowledge areas into training 

programs and organizational practices, ensuring a 

comprehensive understanding of cybersecurity 

principles and practices. The study also emphasizes 

the role of social influence and interpersonal trust in 

shaping cybersecurity culture. Recognizing the impact 

of social dynamics on individual behaviours and 

attitudes, it is essential to foster a supportive and 

collaborative environment that encourages 

responsible cybersecurity practices. 

 

Moving forward, it is recommended that further 

research be conducted to explore the identified 

research gaps and expand the understanding of 

cybersecurity culture in the Nigerian online banking 

context. This includes investigating the effectiveness 

of different awareness strategies, evaluating the 

impact of specific cybersecurity knowledge areas, and 

exploring the dynamics of social influence and trust in 

shaping cybersecurity behaviours. In conclusion, by 

implementing the insights gained from this study and 

adopting a proactive approach to cybersecurity 

culture, Nigeria’s online banking sector can 

strengthen its resilience against cyber threats and 

create a safer digital environment for all users. 
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