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Abstract 

This study aimed to investigate the awareness of cybercrime among online 

banking users in Nigeria and provide quantitative data on various aspects 

related to cybersecurity awareness. A comprehensive survey was conducted 

among 283 online banking users in Nigeria to gather data. The data were 

analyzed to identify trends and patterns in cybersecurity awareness among 

Nigerian online banking users. The study revealed that 82.0% of the respondents 

were aware of cybercrime, indicating a high level of awareness among Nigerian 

online banking users. Social media (37.5%) and friends (16.0%) were identified 

as the primary sources of knowledge about cybercrime. The majority of 

respondents employed multi-factor authentication methods, such as login + 

password + biometric, to secure their online banking accounts. However, there 

was room for improvement in password preferences, as some respondents still 

used simple passwords. The most used features of online banking were 

transferring money between accounts (42.4%), checking account balances 

(26.5%), and paying bills (11.0%). This study contributes new insights to the 

existing body of knowledge by providing a comprehensive analysis of 

cybersecurity awareness among Nigerian online banking users. It emphasizes 

the evolving landscape of cybercrime awareness, the influence of digital 

platforms in disseminating information, and the importance of targeted 

awareness campaigns and improved security measures. 
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1.0  INTRODUCTION 

The rapid advancement of technology and the 

increasing adoption of online banking services have 

brought significant convenience to individuals in 

Nigeria. Electronic banking, commonly known as E-

banking, refers to the adoption of Information and 

Communication Technology in the banking sector. 

The integration of E-banking concepts, techniques, 

policies, and implementation strategies in banking 

services has become crucial for banks worldwide. It is 

not only a prerequisite for local and global 

competitiveness but also directly impacts 

management decisions, plans, and the range of 

products and services offered. 

 

The implementation of an electronic-based cashless 

banking policy in Nigeria in June 2012, as emphasized 

by the Central Bank of Nigeria, brought numerous 

benefits to users. The introduction of E-banking in 

Nigeria aimed to achieve various objectives outlined 

by the central bank. One significant benefit for users 

is the curbing of negative consequences associated 

with the extensive use of physical cash in the 

economy. This includes reducing the high cost of 
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producing, handling, and transporting money between 

banks and the public. Additionally, the cashless 

system targets issues like high subsidy and corruption 

[1]. 

 

However, alongside these benefits, there has been a 

parallel rise in cybercrime, posing a significant threat 

to online banking users. Cybercriminals may employ 

different techniques, such as phishing, malware 

attacks, identity theft, or social engineering, to gain 

unauthorized access to online banking accounts. They 

aim to exploit vulnerabilities in security systems, 

deceive users into revealing sensitive information like 

login credentials or personal data, or compromise the 

integrity of online banking platforms. These 

cybercrimes can result in severe consequences for 

individuals and institutions. Cybercriminals may gain 

unauthorized access to bank accounts, steal funds, 

conduct fraudulent transactions, or even engage in 

money laundering activities. Such activities can lead 

to financial losses for individuals, erosion of trust in 

online banking systems, and disruption of financial 

stability [2]. 

 

Despite extensive research in the area, there are still 

critical gaps that need to be addressed to enhance the 

awareness of cybercrime among online banking users. 

Recent studies have delved into the awareness levels 

of online banking users regarding cybercrime in 

Nigeria, shedding light on the evolving nature of this 

issue. Researchers have identified various types of 

cyber threats faced by users, such as phishing attacks, 

identity theft, and fraudulent transactions, 

highlighting the urgent need for improved 

cybersecurity measures and user education [3]. 

Financial institutions, regulatory bodies, and 

cybersecurity organizations have undertaken 

initiatives to mitigate these risks and promote 

awareness among users. 

 

For instance, the paper of [4] explores the level of 

security and threats awareness among e-banking users 

in Palestine and identifies the main difficulties they 

face. The authors highlight the growth of internet 

services and the expansion of e-banking in Palestine, 

emphasizing the positive impact on service quality but 

also the increased opportunities for cybercrimes and 

security threats. Regarding the difficulties faced by e-

banking users, the study highlights challenges related 

to remembering usernames and passwords, reliance on 

internet service, limited services, information security 

issues, and lack of help from bank employees. 

However, the study focuses on the situation in 

Palestine, but it would be beneficial to compare the 

findings with similar studies conducted in other 

regions or countries. This comparison would provide 

a broader perspective and allow for a better 

understanding of the unique challenges faced by e-

banking users across different countries. Thus, the 

current study seeks to examine the level of awareness 

of cybersecurity and cybercrime in Nigeria.  

 

Uchenna [5] analyzes the legal response in Nigeria to 

protect consumers from cybercrime in the banking and 

financial sector. The author finds that the current 

consumer protection regime under the Nigerian 

Cybercrimes Act is inadequate in safeguarding 

customers' personal information from unauthorized 

access and lacks a clear liability regime for 

unauthorized payment transactions. The paper 

suggests that Nigeria can learn from legal regimes in 

Europe and the United States to strengthen consumer 

protection under the Act. The article also identifies 

challenges hindering consumer protection in Nigeria's 

banking sector and proposes responses to address 

them. However, the paper was based on secondary 

data and did not examine the awareness of cybercrime 

among bank users and as well as their perception. 

 

The study of [6] explores the relationship between e-

banking and the increase in crime in Kaduna state. 

Although the study addresses an important topic, there 

are some gaps in the literature that need further 

investigation. One, the study briefly mentions new 

types of crimes that have emerged with the rise of e-

banking, such as kidnap for ransom and ATM theft. 

However, it does not delve into these specific types of 

crimes in detail. Also, the study primarily focuses on 

the impact of e-banking on crime rates from a broad 

perspective. However, it overlooks the experiences 

and perceptions of individual users. Exploring user 

perspectives, attitudes, and behaviors related to e-

banking and crime would provide valuable insights for 

developing targeted interventions and user-centric 

security measures. 

 

However, a comprehensive analysis of the recent and 

relevant literature reveals significant research gaps 

that require further exploration. While previous 

studies have touched upon the general awareness of 

cybercrime, there is a dearth of quantitative analysis 

that measures the effectiveness of awareness 

campaigns and evaluates the actual levels of 

awareness among online banking users in Nigeria. 

This information gap hinders the development of 

targeted interventions and the assessment of the 

impact of awareness programs. 

 

Moreover, although researchers have explored the 

initiatives undertaken by financial institutions and 
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regulatory bodies [Rufus Akintoye], there is limited 

focus on understanding the knowledge gaps and 

specific challenges faced by individual users. 

Obtaining a deeper understanding of users' 

perspectives, experiences, concerns, and perceptions 

regarding cybercrime awareness is crucial for 

tailoring effective educational programs and 

developing proactive defense strategies. 

 

Therefore, this study aims to bridge these critical 

research gaps by conducting a comprehensive 

examination of the awareness of cybercrime among 

online banking users in Nigeria. By employing 

quantitative measures and considering the specific 

knowledge gaps related to different types of cyber 

threats, this research will provide valuable insights 

into the current state of cybercrime awareness. 

Furthermore, by incorporating the perspectives and 

experiences of individual users, this study will offer a 

holistic understanding of the awareness landscape, 

facilitating the identification of key areas for targeted 

interventions. 

 

2.0 METHODOLOGY 
The study employed a quantitative methodology to 

investigate cybercrime awareness among online 

banking users in Nigeria. It introduced a 

comprehensive research framework that combined 

quantitative analysis with a user-centric approach. 

This approach included a survey questionnaire to 

quantitatively measure cybercrime awareness levels 

among Nigerian online banking users and a 

comparative analysis of existing literature to identify 

research gaps. The questionnaire, organized into four 

sections, collected demographic information, assessed 

user-friendliness of online banking services, evaluated 

awareness of cybercrime, and explored security 

concerns.  

 

Data collection utilized Google Forms and leveraged 

various social media platforms, resulting in 283 

responses within six weeks. The collected data 

underwent analysis using SPSS software version 26.0, 

presenting findings through descriptive statistical 

analysis in the form of frequencies and percentages. 

This comprehensive approach aimed to provide a 

detailed understanding of cybercrime awareness while 

identifying areas for targeted interventions in 

enhancing cybersecurity awareness among Nigerian 

online banking users. 

 

3.0  RESULTS AND DISCUSSION 

3.1  Results 

This section covers the statistical findings, analysis, 

and interpretation, which includes a descriptive 

analysis, frequency analysis of respondents' 

descriptive statistics, and lastly the discussion, 

conclusion, and recommendations. 

 

Table 1: Respondent’s Demographic Profile  

Gender  Frequency Percent 

Male  206 72.8 

Female  77 27.2 

Age  Frequency Percent 

18 to 24  41 14.5 

25 to 35  111 39.2 

36 to 44  65 23.0 

45 to 54  41 14.5 

55 and above  25 8.8 

Profession  Frequency Percent 

Working  161 56.9 

Not working  122 43.1 

Highest Education  Frequency Percent 

Postgraduate  38 13.4 

Bachelor  82 29.0 

Secondary and below  163 57.6 

Where do you live  Frequency Percent 

City  150 53.0 

 Town  94 33.2 

Village  39 13.8 

 

The demographic profile of the respondents gathered 

from the questionnaire is shown in Table 1. Male 

respondents (72.8 percent) dominate female 

respondents (27.2 percent) from 283 respondents. 

Majority of the respondents were from group age of 

25 - 35yrs old with (39.2 percent). Either majority of 

the respondents are working in public or private sector 

where they took almost more than half of the 

respondents with (56.9 percent). Besides that, 

majority of respondents were secondary school and 

below with (57.6 percent) followed by bachelor 

respondents with (29.0 percent) and postgraduate of 

(13.4 percent). In terms of geographical location, more 

than majority of the responders were from cities 

with (53.0 percent). 

 

Table 2: Online Banking Users  
 Online banking users    

   Frequency Percent 

Valid  Yes  236 83.4 

No  47 16.6 

Total  283 100.0 

 

From the Table 2 is for the respondent of online 

banking users where 236 respondents are using online 

banking with 83.4%. While the rest of 47 respondents 

with 16.6% are not using the online banking. 

    

Table 3: Which features of Online Banking using  

Which features of Online Banking you use 
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  Frequency Percent 

Valid  Pay the bill  31 11.0 

Check the account  75 26.5 

Transfer money between accounts  120 42.4 

Purchase and sale of foreign exchange  10 3.5 

Total  236 83.4 

Missing  System  47 16.6 

 Total  283 100.0 

 

Table 3 shows the responses of which feature of 

internet banking will you use. Transfer money 

between accounts took the highest percentage with 

42.4% and 120 frequencies, followed by check the 

account with 26.5% and 75 frequency, then pay bill 

that took 11.0% with 31 frequency, and finally the 

purchase and sale of foreign exchange with 3.5% and 

10 frequency. 

 

Table 4: Aware of Cybercrime  

 Aware of Cybercrime  

   Frequency Percent 

Valid  Yes 232 82.0 

No 51 18.0 

Total 283 100.0 

 

According to the respondent’s feedback in Table 4 

shows, 82.0% of the respondent indicated that they are 

aware of cybercrime. While the 18.0% of the 

respondents indicated that, they did not know about 

cybercrime. 

 

Table 5: How do you know about Cybercrime?  

How do you know about Cybercrime? 

  Frequency Percent 

Valid  Newspaper  39 13.7 

At School  42 14.8 

Social Media  106 37.5 

Friends  45 16.0 

Total  232 82.0 

Missing  System  51 18.0 

Total  283 100.0 

 

Table 5 shows the respondents of how you know about 

cybercrime and in this question also allowed the 

respondents to selected more than one option. Social 

media took the highest percentages with 37.5%, 

follow by friends with 16.0%, then newspaper with 

13.7 and finally at school with 14.8. 

 

Table 6: Level of awareness of Cybercrime  

Level of awareness of cybercrime 

  Frequency Percent 

Valid  Strongly aware  105 37.1 

Aware  81 28.6 

Un-decided  35 12.4 

Not aware  11 3.9 

Total  232 82.0 

 

Table 6 describe how the respondents are described 

their level of awareness of cybercrime, where 37.1% 

are strongly aware of cybercrime, 28.6% are aware 

with 81 frequency, 12.4% respondents are un-decided 

about it, and the 3.9% are not aware. From the 

analysis, we realized that most of the respondents are 

aware about the cybercrime.  

 

Table 7: Security Authentication  

Which security authentication do you provided with when accessing 

an Online Banking website? 

  Frequency Percent 

Valid  Login + password  60 21.2 

Login+ password + biometric  81 28.6 

Login + password + token device  52 18.3 

Login + password + mobile  

(SMS) verification code  

43 15.2 

Total  236 83.4 

Missing  System  47 12.4 

Total  283 100.0 

 

In this Table 7 shows, the respondents of which 

security authentication do you provided with when 

accessing an online banking website and the question 

lowed to choose more than one option. Where 28.6% 

and 81 frequency choose login+password+biometric, 

follow by login+password with 21.2% and 60 

frequency, then login+ password+token device with 

18.3% and 52 frequency, the lowest is 

login+password+mobile (SMS) verification with 

15.2% and 43 frequency.  

 

Table 8: Changing of Password  

How often would you prefer to change your online banking 

password? 

  Frequency Percent 

Valid  Every month  59 20.8 

Every 3 months  69 24.4 

Every 6 months  35 12.4 

Once a year  32 11.3 

I am not sure  25 8.8 

Never  16 5.6 

Total  236 83.4 

Missing  System  47 11.0 

Total  283 100.0 

 

The Table 8 shows how the respondents change their 

online banking password for security. The highest 

percentage goes to every 3 months with 24.4%, 

followed by every month with 20.8%, followed every 

6 months with 12.4%, then once a year and never have 
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11.3%, followed by not sure with 8.8%, then the 

lowest is Never with 5.6%. 

 

Table 9: Password prefer to secure Online Banking 
Password prefer to secure online banking 

  Frequency Percent 

Valid  Numbers  27 9.5 

Lower case alphabets (e.g., 

abc)  

38 13.4 

Upper case alphabets (e.g., 

ABC)  

19 6.7 

Special characters (e.g. 

@#%&*)  

34 12.0 

Mixed of numbers and lower-

case alphabets  
74 26.1 

Mixed of numbers and upper-
case alphabets  

25 8.8 

Mixed of numbers and special 

characters  
19 6.7 

Total  236 83.4 

Missing  System  47 16.6 

Total  283 100.0 

 

Table 9 shows the type of password used by users to 

secure their online banking. Where 26.1% mixed of 

numbers and lower-case alphabets, 13.4% lower case 

alphabets, 13.4% numbers, 12.0% special characters, 

8.8% mixed of numbers and upper-case alphabets, 

6.7% mixed of numbers and special characters, 

respectively.  

 

Table 10: Changing of Online Banking Password 

How often would you prefer to change your online banking 

password? 

  Frequency Percent 

Valid  Every month  59 20.8 

Every 3 months  69 24.4 

Every 6 months  35 12.4 

Once a year  32 11.3 

I am not sure  25 8.8 

Never  16 5.6 

Total  236 83.4 

Missing  System  47 11.0 

Total  283 100.0 

 

The table 10 shows how the respondents change their 

online banking password for security. The highest 

percentage goes to every 3 months with 24.4%, 

followed by every month with 20.8%, followed every 

6 months with 12.4%, then once a year and never have 

11.3%, followed by not sure with 8.8%, then the 

lowest is Never with 5.6%. 

  

3.2  Discussion 
Online banking has become an important tool and is 

radically transforming the banking industry around 

the world. Online banking is as the result of 

competition and technological innovation. Banks 

market their products to wholesale and retail online 

banking users through an electric delivery system. 

Those systems stayed largely ignored by the online 

banking users despite all their attempts and probably 

under-used as well. The biggest downside in Nigeria 

's banking scenario was probably the lack of 

awareness of online banking users about the issue of 

cybercrime and the lack of desire to embrace 

improvements among the customers, which could 

contribute to it often touching the lowest possible 

standard of banking complexity.  Hence, an attempt 

made to analyze and achieve the research objective. 

Based on the data from the current study on 

awareness of cybercrime among online banking users 

in Nigeria, several key findings emerge.  

  

While the initial data analysis offered a 

comprehensive overview of respondents' awareness 

levels of cybercrime, the study acknowledges the need 

to delve deeper into the data to explore potential 

relationships between awareness and key 

demographic variables, namely age, education level, 

and gender. This aims to determine if the sample is 

representative of the broader Nigerian online banking 

user population concerning awareness of cybercrime. 

To assess the relationships between awareness of 

cybercrime and demographic variables (age, 

education level, and gender), correlation analysis was 

conducted. Pearson's correlation coefficient (r) was 

employed to examine the strength and direction of 

associations between these variables. The correlation 

analysis allows for a nuanced understanding of 

whether and to what extent these demographic factors 

are correlated with varying levels of awareness. 

 

An analysis of variance (ANOVA) was conducted to 

investigate the relationship between age and 

awareness of cybercrime among respondents. 

Respondents were categorized into distinct age groups 

(18 to 24, 25 to 35, 36 to 44, 45 to 54, and 55 and 

above) to determine statistically significant 

differences in awareness levels among these groups. 

The ANOVA results provide insights into whether age 

influences cybercrime awareness. 

 

To assess the relationship between education level and 

awareness of cybercrime, a chi-square test of 

independence was performed. This test examines 

whether there is a significant association between 

awareness levels and educational attainment, 

categorized into three levels: Postgraduate, Bachelor, 

and Secondary and below. The chi-square test helps 

understand if there are notable disparities in awareness 

among individuals with varying levels of education. 

Gender can be a critical factor in shaping awareness 
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of cybercrime. A chi-square test of independence was 

conducted to determine if there is a statistically 

significant association between gender (Male or 

Female) and awareness levels. This analysis discerns 

whether gender plays a role in cybercrime awareness 

among respondents. 

 

In terms of online banking usage, a large percentage 

of respondents (83.4%) reported using online banking 

services. The most frequently utilized feature of online 

banking was transferring money between accounts 

(42.4%), followed by checking the account (26.5%) 

and paying bills (11.0%). These features represent the 

core functionalities of online banking and highlight 

the practical aspects that users find most beneficial. 

This agrees with the findings of Omodunbi et al., [21] 

that 96.8% of the respondents surveyed reported 

owning a mobile phone and having access to the 

internet, which are prerequisites for using online 

banking platforms. Additionally, findings from the 

study are in tandem with [22] who found that cyber 

security preparedness measures have a significant 

effect on the use of electronic banking channels and 

by extension financial innovation products. The study 

shows agreement with the work of [23] which found 

out that an increase in risk management was found to 

correspond to an increase in financial innovation, as 

did an increase in bank monitoring. The adjusted R2 

value indicates that the variables in the study explain 

44.7% of the changes in financial innovation, with the 

remaining 55.3% being influenced by external factors. 

 

There is overall consistency regarding online banking 

adoption, awareness of cybercrime, security 

authentication measures, password preferences, and 

frequency of changing passwords among Nigerian 

online banking users. The findings suggest that online 

banking has gained significant traction in Nigeria, 

with a high percentage of users utilizing online 

banking services. The novelty of the current study lies 

in its comprehensive examination of various factors 

related to cybercrime awareness among online 

banking users. By analyzing the demographic profiles, 

usage patterns, and sources of knowledge about 

cybercrime, the study provides a holistic 

understanding of the subject matter. This approach 

distinguishes it from previous reports that may have 

focused on specific aspects or lacked a comprehensive 

analysis. 

 

3.2.1  Practical implications of the findings 

The practical implications of these findings are 

manifold and extend to multiple stakeholders. 

Policymakers can utilize this information to formulate 

evidence-based policies aimed at bolstering 

cybersecurity awareness in the online banking sector. 

Tailored educational programs can be designed to 

address the specific needs of different age groups and 

educational backgrounds. Financial institutions can 

leverage these insights to enhance their security 

protocols and user education efforts, ultimately 

contributing to a safer online banking environment. 

Moreover, educational institutions can incorporate 

cybersecurity awareness into their curricula to equip 

future generations with the knowledge and skills 

needed to protect themselves in the digital realm. 

 

4.0  CONCLUSION  

In conclusion, this study reveals a noteworthy level of 

cybercrime awareness (82.0%) among Nigerian 

online banking users. The primary sources of 

awareness include social media, friends, newspapers, 

and school. Respondents commonly employ multi-

factor authentication methods to secure their online 

banking accounts. However, there is room for 

improvement in password preferences. These findings 

highlight the evolving landscape of cybercrime 

awareness and the significance of digital platforms 

and interpersonal networks in disseminating 

information about cyber threats among online banking 

users in Nigeria. 

 

4.1  Limitations 

The study primarily relies on self-reported data, which 

introduces the possibility of response biases. While 

respondents' answers provide valuable insights, their 

accuracy and completeness may vary based on 

individual perceptions and experiences. Also, the 

study's sample is limited to online banking users, 

potentially leading to a bias in the findings. Excluding 

non-users of online banking services means that the 

research does not capture the perspectives and 

awareness levels of this specific demographic. 

Furthermore, the study does not delve into an in-depth 

exploration of the specific cybersecurity measures 

implemented by financial institutions. A more 

comprehensive analysis of these security protocols 

could have offered a deeper understanding of the 

overall security landscape in online banking. 

Regardless of the limitations, the study was able to 

achieve its objectives. 

 

5.0  RECOMMENDATIONS 

Based on the findings of the study, the following are 

recommended. Given the high level of cybercrime 

awareness among online banking users in Nigeria, it 

is essential to further enhance cybersecurity education 

initiatives. Financial institutions, government 

agencies, and educational institutions should 

collaborate to develop comprehensive cybersecurity 
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awareness programs targeting users of online banking 

services. Also, while many users employ multi-factor 

authentication methods, there is still room for 

improvement in password practices. 

 

Since social media was identified as a primary source 

of cybercrime knowledge, leveraging these platforms 

for awareness campaigns can be highly effective. 

Financial institutions should continue to invest in 

advanced security measures to protect online banking 

users. This includes regularly updating security 

protocols, implementing robust encryption, and 

monitoring for suspicious activities. Additionally, 

offering users a variety of secure authentication 

options can enhance account security. The study found 

that a significant percentage of users were uncertain 

about the ideal frequency for password changes or 

reported never changing their passwords. Clear 

guidelines and reminders can help users maintain 

better password hygiene. 
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