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Background. The effectiveness of password usage in data security remains an area of high scrutiny. Literature findings do not inspire
confidence in the use of passwords. Human factors such as the acceptance of and compliance with minimum standards of data security
are considered significant determinants of effective data-security practices. However, human and technical factors alone do not provide
solutions if they exclude the context in which the technology is applied.

Objectives. To reflect on the outcome of a dissertation which argues that the minimum standards of effective password use prescribed by
the information security sector are not suitable to the emergency-driven medical environment, and that their application as required by law
raises new and unforeseen ethical dilemmas.

Method. A close-ended questionnaire, the Picture Archiving and Communication System Confidentiality Scale (PAC-CS) was used to collect
guantitative data from 115 health professionals employed in both a private radiology and a hospital setting. The PACS-CS sought to explore
the extent of compliance with accepted minimum standards of effective password usage.

Results. The percentage compliance with minimum standards was calculated. A significant statistical difference (p<0.05) between the
expected and observed data-security practices was recorded.

Conclusion. The study interrogates the suitability of adherence to minimum standards of effective password usage in an emergency-driven
medical environment and calls for much-needed debate in this area.
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The effectiveness of password usage in data security has been heavily
criticised. A variety of assumptions regarding password usage have
been made, depending on the focus of the literature. From a technical
perspective, passwords are considered ineffective in restricting
access only to individuals with authorised and legitimate access to
data." Engineers suspect that human factors play a significant role in
determining the effectiveness of technical safeguards, so that human
beings are deemed the weakest link in data security.? It remains
unclear whether the use of passwords is effective in safeguarding
electronic data.

Literature findings do not inspire confidence in the usage of passwords
for data security. Several quotes taken from various points in time attest
to this fact, for example: ‘Boot passwords, put your computer under lock
and key’;®‘Goodbye passwords, you aren’t a good defense™ and more
recently, ‘Forget passwords — use your face instead’™

There is extensive literature focusing on the effectiveness and
suitability of password usage in preventing confidentiality breaches
within environments such as computer security. The researchers have
no knowledge of similar studies relating to the suitability of password
usage within the medical environment. The aim of this article is to
bring to the fore factors unique to the medical environment that
argue against the direct ‘copy and paste’ adoption of the minimum
standards for effective password usage from computer security into
the medical environment.

Background
The use of passwords is ineffective in restricting access only to
individuals who are authorised to access data. This popular and easy

means of controlling access to data may, in fact, provide the easiest
way to breach confidentiality. Information technologists insist that
with proper management, passwords are an effective means of
protecting the security of data. Measures include, but are not limited
to, the use of strong passwords, having individual rather than shared
passwords and changing passwords on a regular basis.

Compliance with the minimum standards for effective password
usage requires knowledge of and to some extent expertise in data
security on the part of the healthcare provider” However, the
responsibility to comply cannot be placed solely on the healthcare
provider. Standards for effective password usage should be well
accepted and applied by all users of the technology. At times,
factors unique to the medical field may influence the acceptance
of security measures. For instance, in a medical emergency, there
may be a legitimate need to circumvent the minimum standards
of effective password usage in order to save a life.2® It is for
this reason that the contributions of both human and technical
factors in normative research are noteworthy, but will never be
adequate if the context in which technology is applied remains
excluded.

This paper draws on the assumption that the situated use of
technology creates challenges to the inscribed ethics of technology
use, resulting in the emergence of new ethical dilemmas. Based on
this assumption, we argue that the proper management of passwords
as described in the environment of computer security is not suitable
to the emergency-driven medical environment. In this paper, we
reflect on the research outcome of the first author’s dissertation in
putting this argument forward.”
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Methods

Picture Archiving and Communication System (PACS; RamSoft, USA)
is a digital storage system designed to address the limitations of
film and paper records. The conventional storage system imposed
disadvantages that became an impediment to the continuity of patient
care, because the records could be easily misplaced and therefore
difficult to retrieve, resulting in delayed medical treatment.'” PACS
is inherently a radiology archiving system that may be extended
to various other sections within a hospital. It allows for remote and
instant access to radiology data by a multidisciplinary complement
of health professionals (HPs) who are based in different locations
within a hospital setting, so that the data of the same patient may be
accessed simultaneously by different HPs." PACS has contributed to
improved patient care by increasing efficiency and the accessibility
of data, and has led to fewer delays in the clinical management
of patients."" The electronic nature of PACS makes it possible for
patients’ data to be accessed, duplicated and exported without the
patient’s knowledge and consent.' The use of passwords aids in
restricting access to PACS data, to minimise the risk of breaching
patient confidentiality.

The original research aimed to determine the extent to which the
practices of HPs complied with patient-confidentiality principles when
using PACS. The study invitation was initially extended to six hospitals
in Johannesburg. However, owing to a 75% refusal rate among this
group, the eventual study sample was drawn instead from a private
hospital and radiology setting affiliated to different healthcare-
facility groups located in Johannesburg instead. The selection criteria
included HPs who were willing to participate and were using PACS as
either part of routine activity or as a means of delivering patient care.
The study sample comprised a multidisciplinary complement of HP
such as radiologists, radiographers, student radiographers, doctors,
medical specialists and nurses.

Prior to data collection, ethical clearance was obtained from
the research settings as well as the research committee of the
University of Johannesburg (ref. no. HDC67/02-2011), South Africa
(SA). Data were collected from various sections within the hospital,
namely radiology, emergency, casualty, theatre, intensive-care units
including coronary care, acute care, respiratory, trauma intensive
care, neurology and surgical-care units. Data were collected over
a period of 3 months using a self-designed questionnaire, the
Picture Archiving and Communication Confidentiality Scale (PAC-CS).
Consent was obtained verbally, and implied through the completion
of the PAC-CS. Informed consent was ensured by allowing participants
to ask questions relating to the study, and the data were anonymised.
Access to study data was restricted to the researchers.

The PAC-CS design was informed by the content of the ISO/IEC
17799:2005)""3 standard, from which the constructs, the choice of
questions and the quantification were derived and adapted. The
ISO/IEC 17799:2005 is a model used in information technology
to benchmark an organisation’s compliance with international
standards of data security. The consistency of the PACS-CS design
with the ISO 17799 model helped to establish its content validity and
reliability. A sample size of 115 participants was achieved through
the hand-delivery of PAC-CS using a non-probability quota-sampling
technique.

A quantitative, correlational design was deemed suitable for
determining the extent of compliance of the situated practices of
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effective password usage by HPs with minimum standards for
effective password usage. The lack of guidelines pertaining to
PACS by the Health Professions Council of SA (HPCSA) at the time
of this study led to the use of the Health Insurance Portability and
Accountability (HIPAA)'s security rule of 1996 as an alternative
model for compliance with data-security rules.>'® The HIPAA
security rule is a detailed outline of the national standards and
steps necessary to protect electronic health information from
inadvertent disclosures through breaches of security. The choice of
this US legislation was informed by its reputation as one of the best
regulatory rules pertaining to electronic data security, embedded
in the fact that it is continually updated in line with technological
advances, and most importantly, addresses the security needs of
PACS technology explicitly.!"!

The participant responses were analysed by an independent
statistician using the Statistical Package for Social Sciences (SPSS,
USA) version 16. The quantified responses were expressed in terms
of frequency counts and compliance percentage. A 90% benchmark
was set for minimum compliance with technical safeguards, whereas
a 10% benchmark indicated an intolerable level of non-compliance.
Statistical significance (p>0.05) was calculated using the one-sample
x? test for non-parametric data, the choice of which was informed
by the lack of randomisation, the sample size and the type of data
collected." While the cross-tabulations were used to determine
the degree of statistical significance, the phi coefficient helped to
calculate the extent of the correlation, the strength of which was
determined by the Pearson y?test.

Section A of the PAC-CS focused on the compliance of technical
and physical safeguards with international standards. The responses
to the close-ended questions regarding technical safeguards in terms
of password usage, namely the type of passwords and the frequency
of password changes, will be presented.

Results

The study results were evaluated in line with the following definition:
the situated practices for effective password usage of HP are
conceptually defined as the complete range of functions, activities,
roles, responsibilities and decision-making capabilities in which
individuals are competent, educated and authorised to perform
within a specified work environment in complying with the minimum
standards of effective password usage. In Table 1 and Fig. 1, the
study questions and the corresponding responses that relate to
the effectiveness of passwords when using PACS technology are
summarised.

According to Table 1, 102 participants (90% of the sample) were
expected (EN) to use individual passwords to access PACS. Only 27%
of the participants complied with the use of individual passwords,
while the remainder, 78%, used shared departmental codes instead.
A further 23% of participants accessed PACS without requiring a
password, and only 2% changed their PACS passwords on a monthly
basis. Moreover, a mere 3% of the PACS workstations remained active
for less than a minute. In determining the extent of the non-usage
of passwords, cross-tabulations between the radiology and non-
radiology groups were conducted. Fig. 1 demonstrates that staff
members in radiology departments accessed the PACS workstations
without the use of an access code to a greater extent than their non-
radiology counterparts.



Table 1. Summary of effective password usage
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Benchmark Response Expected, n (%) Observed, n (%) Extent of compliance*
Do you have a unique PACS access code? (N=113)
Yes=90% Yes 102 (90%) 31 (27%) 27%
No 11 (10%) 82 (73%)
Does your department have a PACS access code which everybody uses? (N=114)
No=90% Yes 11 (10%) 89 (78%) 22%
No 103 (90%) 25 (22%)
Can you access data from the PACS without using an access code? (N=110)
No=90% Yes 11 (10%) 25 (23%) 77%
No 99 (90%) 85 (77%)
Approximately how long does the PACS work station remain active? (N=113)
<1 min <1 min 102 (90%) 3 (3%) 3%
90% 1 min 8 (7%) 4 (4%)
>1 min 2 (2%) 44 (39%)
All the time 1 (1%) 62 (54%)
*»=0.000
0 - various departments within a hospital setting could not be ascertained.
This paper draws on other literature findings to explore possible
50 Can you access reasons for poor compliance with the minimum standards of effective
without using an passwords, specifically for emergency departments.
s 0 Ziiiif;fﬁe/ The study outcomes vary from 27% of participants using individual
g 30 | M Yes passwords, to 78% who used shared departmental passwords. In cases
;f No where the automatic log-off was disabled, participants accessed PACS
< 20 without requiring passwords, and this accounted for 23% of the results.
0 ] The multidisciplinary nature of the study participants introduces a
range of functions, activities, roles and responsibilities that should be
0 considered within a specified work environment when explaining the
Radiology Non-radiology inconsistency in the types of passwords used. It appears that some
HP group sections within the hospital setting used passwords that were unique
to each department and shared by all members within that particular

Fig. 1. Cross-tabulations on effective password usage between radiology
and non-radiology Picture Archiving and Communication System
(PACS) users. A significant difference was indicated (p<0.05) between
the observed practices and the expected password requirements. (HP =
health professional).

Discussion

PACS workstations are purposefully designed to provide instant
access to data. By design, PACS is inherently a password-driven
technology. The password requirement serves: (i) as a means of
restricting access to data only to authorised PACS users; and (ii) to
authenticate the person accessing the data. The password-driven
nature of PACS in itself is a form of an inscribed ethic designed
to protect the confidentiality of patient data stored in the PACS.
In protecting confidentiality, patients’ privacy is secured, and the
intrinsic value of patients as human beings is recognised. Not all
types of passwords are considered effective in delivering the ethics
inscribed in PACS technology. The minimum standards for effective
password usage necessitate that passwords are long and contain
a variety of characters that would not be easy to crack.” As a gold
standard, individual passwords rather than shared passwords are
recommended, and these need to be changed frequently. The
benefit of effective access restriction is the protection of patient
confidentiality, which HPs are obligated to uphold. In the original
study, the motivations informing the choice of passwords for the

section, accounting for the 78% use of shared departmental passwords.
It could not be ascertained whether the choice of departmental
passwords complied with the requirement for hard-to-crack passwords.
It may be postulated that the departmental password should be easy
to remember, and have predictable features that are not consistent
with hard-to-crack passwords.

Perhaps the staffing issues unique to the medical setting provide
compelling reasons for the use of departmental passwords. For
instance, nursing departments employ a significant number of
temporary staff, while casualty officers and some specialist doctors,
such as traumatologists, work on an on-call basis whereby they may
rotate within the public and private sectors. Setting up an individual
password for each of the temporary and rotational staff may be a
costly, time-consuming and futile exercise when a staff member
may be employed only for one day. It may not be possible to set up
passwords for an urgent replacement organised at the last minute to
replace a staff member who called in sick for duty.

Unlike general wards and intensive-care units where nurses,
referring doctors and radiographers could all access PACS, the
radiology department is mainly accessed by radiology staff, making
it susceptible to practices of accessing PACS without requiring a
password. This practice may be endorsed by the culture of trust that
dominates medical environments, in which HPs are considered to
be ethical beings who respect confidentiality and therefore require
minimal supervision.”” Emergency and theatre departments may be
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a further example of environments where passwords are not utilised.
In contrast, doctors’ consulting rooms may be suitable for the use
of individual passwords, accounting for the 27% reported in this
study. The advantage of using individual passwords is that improper
conduct relating to data security may be traced back to the offender.
Audit trails are mandatory by law, as otherwise, how would violations
of confidentiality be punished?

In a medical emergency, a patient’s life may be threatened by the
sudden and unexpected development of a health condition. High
unpredictability and the requirement for expedited service delivery
are characteristic of a medical emergency department. The need for
efficiency raises challenges that require a balance between the right
to life, efficiency and the protection of human dignity. The right to
life and the right to dignity are enshrined in sections 10 and 11 of
the SA Constitution, respectively.'”! Section 2.3(a) of the Patient’s
Rights Charter states that everyone has the right to receive timely
emergency care.l'®

Members of the emergency team never know what to expect
at any given point in time, resulting in feelings of anxiety."? When
attending to multiple patients at the same time, overcrowding, high
noise levels and fatigue may result in interruptions of the thinking and
decision-making process.?® These factors are cited in the literature
as the leading cause of errors in diagnosis associated with clinical
emergencies.? The need for efficiency in emergency departments
induces stress in members of the emergency team. Individuals are
likely to forget passwords that are long and contain a variety of
characters, especially when working under stressful conditions. 2223
Perhaps considerations regarding the right to life and timely access
to emergency care inform some of the practices that result in the
accessing of the PACS without requiring a password. Similar reasons
may account for the 54% of PACS workstations that were not capable
of automatic log-off, causing them to remain active all the time.

Conclusion

This paper highlights the dilemma in emergency departments
between the need for efficient patient treatment and respect
for patient ethical rights. In a medical environment dominated
by a culture of trust, human dignity may not be the primary
concern, especially when competing with the supreme right to life.
However, just because HPs are inclined to trust one another, based
on the assumption that HPs are ethical beings who respect patient
confidentiality, this does not mean that all HPs are trustworthy. There
may be occasions when patients suspect that HPs may abuse their
privileges of access to medical records.

The protection of patient data requires the fulfilment of diligent
security measures, including the use of effective passwords
and automatic computer log-off. These measures may be time-
consuming, and therefore not suitable for the levels of efficiency
needed in emergency departments. The use of effective passwords
is necessary to protect human dignity, the provision of which is
enshrined in section 14(d) of the SA Constitution.'” Yet, practices that
are compliant with the minimum standards of effective passwords
stand to threaten the supreme human right to life.

In a medical emergency, seconds count. Computers take ~60
seconds to initialise and authenticate the user, excluding the
additional time needed to process an image or to call up patient data.”*”
Depending on the type of medical emergency, 60 seconds could mean
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the difference between organ impairment and death. Eliminating the
time for computer initialisation and authentication could go a long way
towards saving lives. At the time of this report, there were no data to
suggest that lives have been lost as a result of computer initialisation
and authentication. However, the lack of data does not mean that
incidents have not occurred or will not occur in the future.

It remains unclear whether compliance with the minimum
standards for effective password usage is suitable to emergency
departments. This article may have contributed to normative ethics in
asking the question as to whether medical emergency departments
ought to be an exception to the minimum standards of effective
password usage. The reasons for non-compliance presented in
this article are mere suggestions drawn from the literature. Future
research is needed, firstly, to determine reasons for non-compliance
specific to the use of PACS in an emergency department; and
secondly, to determine alternative security measures that would aid
in preserving patient confidentiality in such departments.
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