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Significance:
There may be significant benefits to an open access genomics database of South Africans. The proposed 
Code of Conduct for Research should be amended to provide a clear roadmap – aligned with the Protection 
of Personal Information Act 4 of 2013 – for open access genomics projects.

Introduction
Why should individual-level genomic data be private? Concerns range from unintentionally discovering previously 
unknown family members to insurance discrimination based on health risks disclosed by the genomic data. 
Although many research participants express concern about the privacy of their genomic data, the picture of the 
nature and extent of their concerns is a complex and highly variable one.1,2 Also, there are persons who are willing 
to share their genomic data in the public domain without requiring any privacy guarantees.1-5 An iconic example is 
the Harvard Personal Genome Project (Harvard PGP) initiated in 20056, which has since become a global network 
of projects.7 It publishes the whole genome sequences of its research participants online for anyone around the 
world to download6 – no registration required, no paywall, and no data access committee. This is a truly open 
access, individual-level genomic database. Furthermore, its research participants may choose to supplement their 
genome sequences by also including phenotype and health information in the open access database.6

Imagine a South African version of the Harvard PGP, i.e. an open access, individual-level genomic database 
composed of the genomic data of thousands of South Africans, freely available to all. Advances in science and 
technology have resulted in improvements in the time, cost, and methods involved in genome sequencing8,9, and 
the focus has now shifted to filling the gaps in the amount, and reliability, of population-level data about newly 
discovered genes and their links to disease. However, the success and effectiveness of various medicines and 
therapies, as well as the realisation of precision medicine, may be hampered by differences in the reference group 
and population on which clinical trials are conducted. This poses a real concern for countries like South Africa, 
whose major population groups are grossly underrepresented in existing genomic reference sets.10-14 Establishing 
an inclusive, open access genomics project would not only align with all the benefits typically associated with open 
science, but may also offer a solution to the problem of underrepresentation.

But, is there a legal pathway to establishing such an open access genomics project in South Africa? In this article, 
we explore this question from the perspective of the Protection of Personal Information Act 4 of 2013 (POPIA). 
Furthermore, the Academy of Science of South Africa (ASSAf) has recently submitted its long-awaited proposed 
Code of Conduct for Research (proposed CCR)15, in terms of POPIA, to the Information Regulator. As such, where 
relevant, we make recommendations on how the proposed CCR should be amended to clarify the relevant law and 
provide guidance with regard to such an open access genomics project(s).

Terminology
A core concept in this article is research. As POPIA does not define research, it should be understood in its 
general meaning. A widely used definition of research is that of the Organisation for Economic Cooperation and 
Development (OECD), which reads as follows: ‘Any creative systematic activity undertaken in order to increase the 
stock of knowledge, including knowledge of man, culture and society, and the use of this knowledge to devise new 
applications.’16 The proposed CCR (at paragraph 1.1.2.3.1.) offers a definition of research that is very similar to 
the OECD definition, namely that research ‘includes the range of activities that a private or Public Body conduct to 
extend knowledge through disciplined enquiry or systematic investigation’15. The only problem with the proposed 
CCR’s definition is that it seems to exclude individual researchers who are not part of a ‘private or public body’, 
while the rest of the proposed CCR clearly contemplates the inclusion of such individual researchers. We suggest 
that the proposed CCR should be revised to include independent individual researchers within the ambit of its 
definition of research. This can be accomplished either by explicit inclusion of independent individual researchers 
in the definition, or by removing the reference to the entities that conduct research – in line with the OECD definition.

Analysis
Are individual-level genomic data regulated by POPIA?
The first part of the POPIA analysis is to establish whether individual-level genomic data fall under the two main 
types of information regulated by POPIA, namely personal information and special personal information:

	• Personal information is information that relates to, inter alia, an ‘identifiable, living, natural person’ (section
1 of POPIA). As genomic data relate to a living natural person, and the person can be identified using the
genomic data, genomic data qualify as personal information.

	• Special personal information is a subclass of personal information that relates to, inter alia, a natural person’s 
race, health, or biometric information (section 26 of POPIA). Genomic data relate to all three of these and
therefore clearly qualify as special personal information.
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Accordingly, individual-level genomic data are indeed regulated by 
POPIA at two levels: frst at the level of personal information, and second 
at the level of special personal information.17

Importantly, regulation of individual-level genomic data by POPIA 
commences from the moment that the genomic data are generated 
through sequencing and recorded in an electronic device (section 
3(1)).17,18 POPIA does not apply to biological samples or to DNA.17,18 This 
is because POPIA applies only to personal information that is entered 
in a record, while genomic information is naturally present in DNA, 
rather than being entered in DNA.17,18 Individual-level genomic data, once 
generated and recorded, will likely always fall within POPIA, as it seems 
unlikely that such genomic data can be de-identified.19,20

Uploading genomic data to an open access database
After individual-level genomic data are generated, the next step in the 
context of an open access genomics project would be for the project to 
upload data subjects’ genomic data to the project’s open access online 
database. This would qualify as processing the genomic data in terms 
of section 1 of POPIA (which includes ‘any operation or activity or any 
set of operations’ such as collecting, recording, organising, storing, 
disseminating, or making available in any other form). As a general rule, 
the processing of personal information and special personal information 
is only lawful if a legal ground for processing is present. Consent is a 
legal ground for processing in the case of both personal information 
(section 11(1)(a) of POPIA) and special personal information (section 
27(1)(a) of POPIA). Consent is defined by POPIA as a ‘voluntary, specific, 
and informed expression of will’ (section 1). Accordingly, to be POPIA 
compliant, data subjects must voluntarily agree to the uploading of their 
genomic data to the open access online database, while understanding 
the consequence – that this will make their genomic data public – and 
the possible privacy risks thereof – that their genomic data contains 
information of a personal nature from which they can be identified.21-24 
For consent to be informed, data subjects would also need to understand 
that this will impact upon their data subject rights (section 5 of POPIA), 
including their rights in relation to the cross-border transfer of their data 
(sections 57 and 72 of POPIA), discussed below. But how does one 
know whether data subjects understand this, and whether their consent 
is therefore truly informed?

The Harvard PGP’s solution was to develop a new consent model that 
they called open consent.25,26 This entails, inter alia, that prospective 
participants are provided with resource material that explains not only 
the benefits to science of participating in the Harvard PGP, but also 
the potential risks to participants of being identified through their open 
genomic data.27 In contrast with most research projects that do not 
assess whether prospective participants objectively understand what 
they are consenting to, open consent requires prospective participants 
to take an online entrance examination to objectively assess their 
understanding.26,27 This examination can be taken repeatedly, but 
only prospective participants who achieve full marks are admitted as 
participants in the Harvard PGP.26,27 In other words, the rationale behind 
open consent is that the heightened risk to privacy (by making one’s 
genomic data open access) is offset by the heightened measure of 
objective assessment to ensure that consent is truly informed.

We suggest that objective assessment of understanding should be a 
requirement for open access genomics projects in South Africa, given the 
heightened risk to data subjects. Provided that this is complied with, i.e. 
that data subjects voluntarily agree to the uploading of their genomic data 
to the open access online database and pass an objective assessment 
showing that such consent is informed, the processing will be lawful.

Accessing the data subject’s genomic data on the 
Internet
Once the genomic data are published on the Internet, anyone can access 
and use the data for research or for any other purpose, as the data are 
open access. This would qualify as further processing of the genomic 
data in terms of section 15 of POPIA. Again, as a general rule, (further) 
processing of personal information and special personal information is 
only lawful if a legal ground for such processing is present. One such 

legal ground for (further) processing of both personal information 
(section 15(3)(b) of POPIA) and special personal information (section 
27(1)(e) of POPIA) is if information has deliberately been made public 
by the data subject.

This raises the question: must data subjects themselves perform 
every action necessary to make the relevant information public, or can 
other persons act as their agents? Although not covered in POPIA, the 
proposed CCR provides for situations where data subjects ‘consented’ 
that an ‘intermediary’ can intentionally make their personal information 
public.15 This is a welcome provision in the proposed CCR. However, 
from a legal perspective, it would be better to use the stronger word 
‘instruct’, as this would imply the nominate contract of ‘mandate’, which 
entails that one party (the mandatee) gratuitously performs a service 
for the other party (the mandator).27-30 This nominate contract originates 
from Roman law, and automatically entails that the mandatee must 
exercise reasonable care when performing the mandate on instruction 
of the mandator.29,30 We suggest that a mandate construction is essential 
to comply with sections 15(3)(b) and 27(1)(e) of POPIA.

Accordingly, it would be important in the context of open access 
genomics projects that data subjects not only consent to the uploading 
of their genomic data to an open access online database, and hence 
to making it public, but simultaneously also instruct the open access 
genomics project to perform said action. If this is done, the open access 
genomics project has a mandate to make the data subjects’ genomic 
data public. Given that mandate is such a well-established part of South 
African law, this should suffice for compliance with sections 15(3)(b)) 
and 27(1)(e) of POPIA respectively. As a consequence, anyone would 
be able to lawfully use the genomic data, thus succeeding in the open 
science objective of the open access genomics project.

The cross-border aspect
An open access genomics project would make data openly accessible 
on the Internet – which means that the data would be available beyond 
physical geographical borders, and may thus bring about the provisions 
regarding transfers of personal information outside of South Africa in 
section 72 of POPIA. If the genomic data are stored on a server outside 
of South Africa, as is the case with many cloud services, this in itself 
would constitute a cross-border data flow. Further, whenever the data 
are downloaded outside of South Africa, there is a cross-border data 
flow. POPIA’s provisions on cross-border data flows thus apply.

The cross-border transfer of personal information may only take place if, 
inter alia, the transfer is required in terms of a contract between the data 
subject and the responsible party (section 72(1)(c) of POPIA). As we have 
suggested above, data subjects should instruct the open access genomics 
project to upload their genomic data to its open access online database, 
as this would constitute the contract of mandate. Accordingly, the project 
giving access to anyone anywhere in the world to download the data would 
be in pursuance of the terms of the contract, and hence comply with 
POPIA’s regime for the cross-border transfer of personal information.

However, because genomic data are not only personal information, but 
also special personal information, there is an additional requirement, 
namely that if a party who downloads the data are in a country that 
is not deemed to provide adequate protection for the processing of 
personal information, the open access genomics project must obtain 
prior authorisation from the Information Regulator (section 57(1)(d) of 
POPIA). Given that the South African Information Regulator has not yet 
issued a list of countries that it deems as providing adequate protection, 
no country currently qualifies as such. Also, even if the Information 
Regulator issues such an adequacy list, the purpose of the open access 
genomics project is to make its genetic data easily available to anyone 
in the world, regardless of whether the recipient is in a country that is 
deemed to provide adequate protection or not. Accordingly, the open 
access genomics project would need to apply for prior authorisation 
from the Information Regulator in order to comply with POPIA.

Importantly, if a code of conduct has come into force in the relevant 
sector of society, the prior authorisation requirement for the cross-
border transfer of special personal information ceases to apply (section 
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57(3) of POPIA). Accordingly, if and when the proposed CCR comes into 
force, there will be respite for open access genomics projects in this 
regard. This highlights the importance of having sufficient provisions in 
the proposed CCR to properly regulate open access genomics projects.

Various rights of data subjects
Data subjects giving consent and instructing the open access genomics 
project to upload their genomic data to an open access online database 
do not exhaust the data subjects’ rights from the perspective of POPIA. 
We briefly analyse other relevant rights of data subjects in the context of 
open access genomics projects and consider how these rights apply in 
the context of an open access genomics project.

First, data subjects would have the right to request (in terms of section 
23 of POPIA) information from the open access genomics project about 
the identity of all third parties who have access to their genomic data. 
We suggest that this would place a duty on the open access genomics 
project: (1) to require would-be data downloaders to first register on 
the project website; and (2) to take reasonable measures – such as a 
verification email – to verify the registration information. Should data 
subjects exercise their right to request information about the identity of 
all third parties who have access to their genomic data, the open access 
genomics project would be in a position to provide this to them.

Second, data subjects would have the right to be notified of, inter alia, 
the data being collected, the identity of the responsible party, and the 
purpose of collection (section 18(1) of POPIA). An exception to this right 
is when data are collected for the purpose of research (section 18(4)(f)
(ii) of POPIA). Also, data subjects can waive this right if they consent 
to non-compliance with the notification requirement (as provided for 
in terms of section 18(4)(a) of POPIA). Accordingly, an open access 
genomics project would have two options: (1) expand the registration 
requirement mentioned above by requiring would-be data downloaders to 
declare that they intend to use the data for research; and (2) incorporate 
a waiver of the notification right in the consent process for data subjects. 
Given that (1) does not provide any guarantees, we suggest that the best 
solution would be to implement both (1) and (2).

Third, data subjects would have the right to withdraw their consent at 
any time (section 11(2)(b) of POPIA), to object to the processing of 
their data on reasonable grounds (section 11(3)(a) of POPIA), and to 
request that their data be deleted (section 24 of POPIA). In the context 
of an open access genomics project, this would require that the 
project removes the data from its website. However, the project would 
not be under any obligation to take steps to have the data deleted by 
others who have already downloaded such data. In this regard, the 
Harvard PGP promises to take an extra step, namely that they will 
‘request any organizations or researchers with whom the PGP has 
any formal data sharing agreements to likewise delete your data and 
information within a reasonable time frame’31. We suggest that this 
would be a good policy to follow. Furthermore, the informed consent 
process should ensure that data subjects are aware of these rights, 
and how to exercise them.

Conclusion and recommendations
Privacy is a right of persons to be exercised as they deem fit. Persons are 
autonomous moral agents, and provided that they understand the risks to 
their privacy, they should be free to make their own genomic data public. 
Moreover, as there is public benefit in such open sharing of genomic 
data, this is, in principle, something that should be welcomed from a 
public policy perspective. However, reasonable protective measures – 
aligned with POPIA – should still be put in place.

We recommend that the proposed CCR should clearly provide a roadmap 
for a prospective open access genomics project to follow. Flowing from 
our analysis in this article, we suggest the landmarks in this roadmap 
are the following:

1. General. The regulation of genomic data by POPIA commences
from the moment that the genomic data are generated through
sequencing and are recorded on an electronic device. POPIA does

not apply to biological samples or to DNA.18 POPIA always applies 
to genomic data, as such data cannot be de-identified.

	2. Pertinent elements of consent. The open access genomics project 
must provide resource material to prospective participants that
explains, most pertinently in the context of POPIA: (1) what the
open access genomics project entails and the possible risks
to their privacy; and (2) their right to request information about
persons who access their data, their right to withdraw, and the
consequences of exercising these rights.

	3. Objective assessment. The open access genomics project must
require prospective participants to pass an objective assessment
that assesses their understanding of the content of the resource
material in order to ensure that their consent is truly informed.

	4.	 Consent plus mandate. The open access genomics project must
ensure that its participants: (1) consent to the uploading of their
genomic data to an open access online database, and hence consent
to making it public; and (2) instruct the open access genomics project 
to upload their genomic data to its open access online database.

	5. Registration. The open access genomics project must: (1) require
data downloaders to first register on the project website; (2) take
reasonable measures, such as a verification email, to verify the
registration information; and (3) require data downloaders to
declare that they intend to use the data for research.

Note that the requirement for obtaining prior authorisation from the 
Information Regulator for cross-border transfers of data will fall away once 
a code of conduct for research is issued. As such, the suggested roadmap 
need not include prior authorisation. Implementing the above suggestions 
in the proposed CCR will provide clarity for the establishment of an open 
access genomics project, which in turn will benefit all South Africans.
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