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Abstract

This article reflects an effort to make sense of the objective realities of the South 
African security predicament. The objective realities on the security agenda are rooted 
in the practical reality of experience and are open for public discussion, debate and 
speculation. These realities are informed by the threats facing South Africans on a 
daily basis. Government provides security with subjective content to the extent that 
political power demarcates the threat agenda, prioritises the items on the threat agenda, 
and foots the security bill. Since the creation of the Union in 1910, South Africa has 
had to find a balance between the security realities emanating from three key security 
domains – irrespective of the ruling entity: security threats from outside Africa, those 
threats facing the country from within Africa, and security threats from within the 
borders of South Africa. The article aims at a scholarly demarcation of some of the most 
critical, important, and key features of the South African security agenda using these 
three domains as a framework for discussion. On a secondary level, the discussion also 
critically reflects on the ability of the human security paradigm to address the South 
African security predicament.

Introduction

There seems to be a general agreement between those looking at South Africa 
from the outside, and those looking from inside the country, that South Africa faces 
a considerable security predicament.2 South Africa embraced a “powerful approach to 
security”3 in the 1990s, depicted as human security; first popularised and outlined in the 
United Nations, Human Development Report 1994.4 However, the security situation in 
South Africa has deteriorated in recent times to the extent that the Minister of Police, Mr 
Bheki Cele, recently noted that, the murder rate in the country has turned South Africa 
into a place that “borders on a war zone”.5 In short,s it will not be wrong to argue that 
South Africa is faced with a major disequilibrium, maybe even a disconnect, between 
the ideals of the human security paradigm and the practical, perhaps severe, realities of 
security confronting South Africans on a daily basis. 

The threat agenda is a critical objective reality and the essence, one may argue, of 
the security debate. Frank Hoffman noted in a recent article in honour of Colin S Gray: 

[S]trategy will retain its utility as long as security communities have 
interests, and as long as policymakers and military commanders need to 
counter challenges and align resources to obtain desired objectives.6 
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Thus, and by implication, as long as security communities exist, they will have 
to deal with the harsh realities of the threat agenda as a key driver of all security and 
strategic processes. Of course, the threat agenda is not the only variable and driver for 
security communities in their strategic processes. Yet, it is safe to argue that no strategic 
process will be legitimate without due consideration of the critical objective security 
realities of the threat agenda.7 

The intelligence community has a decisive role in the exploration of the threat 
agenda. In general, the intelligence and scholarly communities make use of the same 
methodological practices to process information. The intelligence community processes 
information into actionable intelligence; the scholarly community processes information 
into purposeful knowledge. In the case of the intelligence community, the gathering and 
processing of information and the final intelligence products, comprises a closed, often 
confidential process, which is covered in secrecy. This brings a complex dynamic to 
the fore in terms of the reliability and validity of intelligence products and the range of 
variables and factors that have to ensure precisely that.8 In the academic community, 
the approach is always to be as transparent and as open as possible, and to submit the 
data, the methodological processes, and the final product of research to open and public 
debate and the scrutiny of peer reviews. The scholarly community in South Africa has 
an important responsibility in asking critical questions about the threat agenda as a key 
driver of the security debate. 

Since the creation of the Union in 1910, South Africa has had to find a balance 
between the critical threat realities emanating from three key security domains – 
irrespective of the ruling entity: security threats from outside Africa, from within Africa, 
and from within the borders of South Africa.9 From these three, the domestic threat 
agenda has always been the most prominent, and the current security situation is no 
exception in this regard. Thus, although all three threat domains have been analysed, it 
was done with an understanding that the current security situation is almost exclusively 
and predominantly shaped by domestic realties. 

The article aims to present a scholarly demarcation of some of the most critical, 
important and key features of the South African security agenda using these three threat 
domains as a framework for discussion. The aim is not to downplay or discredit the 
intelligence processes or the human security agenda. Rather, an analysis of the South 
African threat agenda, by implication, is to raise serious concerns about the ability of 
the human security paradigm to deal with the current threat realities facing the country. 
The article also does not aim to reflect a detailed analysis of every item on the security 
agenda. Instead, the intention is to provide a framework for scholarly analysis and 
debate of the key features driving the South African security agenda. Methodologically, 
the article is inductive in nature, relying almost exclusively on a literature review and 
qualitative analysis of the issues under discussion. Arguing from a strategic studies 
perspective, the author relies almost exclusively on a neo-realist paradigm. 
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A word on security predicaments and threat perspectives

The idea of human security has its roots in the theoretical perspectives on security 
popularised by Barry Buzan and others in the 1980s and early 1990s. Buzan delineates 
security as the pursuit of freedom from threat and the ability of states and societies to 
maintain their independent identity and their functional integrity against forces of change, 
which they see as hostile.10 For Buzan, security does not only concern the survival of 
the entity to be secured, but it also reasonably includes a substantial range of concerns 
about the conditions of existence. The 1990s consequently saw an existential debate on 
security in the post-Cold War literature on the so-called deepening and broadening of 
the security agenda. The ‘deepening debate’ centres on questions about which entity or 
entities, other than the state, should be secured, whilst the ‘broadening debate’ concerns 
the conditions of that security. The security debate in the 1990s culminated in a general 
agreement that the state is not the only referent object of security, and that the security 
forces are not the only pathway to security; in fact, security – it is argued – is also about 
a range of political, economic, social, and other conditions that define the nature of 
security for the referent object.11

However, the debate on the all-embracing definition of security was very much 
a normative inside-out reflection on security as an ideal condition; an effort to 
conceptualise the ideal theoretical nature of security as a risk-free condition. Although 
the debate recognised that security is threatened from the outside, it did not concern 
itself much with the outside-in practical realities of the threat agenda in the post-Cold 
War world. The deliberations tended to centre mainly on domestic vulnerabilities as 
primary driver of security. In fact, as the debate on security unfolded in the 1990s, the 
threat agenda was very much open for debate and in flux. As the realities of the post-
Cold War era unfolded in the 2000s, it became quite clear that the end of the Cold War 
was not, in the words of Francis Fukuyama, the end of history or the era of perfect peace 
that the world has been waiting for throughout its existence.12 More specifically, a view 
evolved that perhaps too much emphasis was placed on the de-militarised conceptions 
of security without due consideration of the harsh realities of the threat agenda and their 
influence on security. There was a growing recognition that, although other referent 
objects of security assisted in the creation of an understanding of what had to be secured, 
the role of the state and its security apparatus remained fundamental in and central to 
the process of security.13

Security, like strategy, is a highly philosophical notion with no independent physical 
reality; it is by nature highly elusive and conceptual.14 However, like strategy, security is 
at the same time, very much a practical notion rooted in questions about how it is to be 
achieved, whether the idea will work, and how it must be done.15 The question for South 
Africa is how to debate security in such a way as to contextualise the elusive theoretical 
setting; yet, at the same time, address the concrete practical realities of security facing 
South African citizens on a daily basis. In short, it is about how to breach the divide 
between the conceptual and the practical realities of security in South Africa. 
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From a theoretical perspective, security has both an objective and subjective reality. 
It is objective to the extent that the threats facing South Africa are fundamental in 
affecting every citizen directly. The security and threat agenda, as such, is open for 
public discussion, debate, and speculation. The threats facing South Africans daily are 
a harsh objective reality. However, security is also subjective to the extent that it is 
government – i.e., political power – that provides security with content, demarcates the 
threat agenda, prioritises the items on the threat agenda, and foots the security bill. How 
do we align the practical objective realities of security facing South African citizens on 
a daily basis with the subjective, often ideological, views of government on security?

The South African threat agenda is expansive, open for debate and often constructed 
from the eye of the beholder. Expansive approaches to security, human security in the 
case of South Africa, are unavoidable if security is understood as being about alleviating 
the threats faced by the people rather than the state. However, expansive security 
agendas are notoriously difficult to deal with. Firstly, as Booth and others point out, 
placing threats in order of priority is a problem that must be resolved in the political 
process. Political processes are messy and loaded with animosity.16 The debate about 
the threat agenda then often translates into a threat-induced process.17 This is a very true 
and visible reality of security in South Africa with factors such as race and economic 
inequality often being important drivers in the debate about security. 

Secondly, expansive security approaches tend to steer away from the military core 
of security and run the risk of being too broad to be of any practical value. In short, it is 
difficult to operationalise expansive approaches to security. Debates on human security 
often translate into deliberations about the general well-being of society.18 Quite where 
societal concerns cease to merit the urgency of the ‘security’ label – which identifies 
threats as significant enough to warrant emergency action and exceptional measures 
including the use of force – and become part of everyday uncertainties of life, is one 
of the difficulties of human security.19 Thus, expansive definitions of security that tend 
to place the emphasis on the well-being of society may translate into security as a 
concept losing much of its value as a theoretical and planning construct for the security 
community. Has this perhaps been the case in South Africa?

International realities of South African insecurity

It is difficult to make security predictions in a time that has seen the spreading of 
the COVID-19 virus as a major global ‘black swan event’. It is possible, however, to 
demarcate a number of international developments that inform South African security 
realities at present. Firstly, and from a global balance-of-power perspective, the 
Trump doctrine of ‘America first’ seems to have created some interesting international 
leadership vacuums and opportunities as the United States (US) is stepping down from 
its role as international policeman and, more importantly, the funder of international 
organisations.20 The world order, constructed in the aftermath of the Second World 
War to serve mostly Western interests, and the post-Cold War era of US hyper-power 
status, is ending. The political and economic aspirations of both Russia and China – 
and perhaps India as well – are on the rise, and both Russia and China approach the 
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West with suspicion and distrust.21 From a strategic perspective, however, they face in 
opposite directions with Russia looking west and China looking east. 

From a futures perspective, it is quite clear that Western countries are increasingly 
stepping away from involvement in African security or maintain a light footprint in 
terms of military boots on the ground.22 The strategy of the West towards African 
security is Clausewitzian in nature. Europe prefers old-school government-to-
government diplomacy. The United States relies on trade, the economy, low-level 
security assistance and, if they have to, the employment of unmanned kinetic systems 
for security purposes.23 The rising powers, specifically Russia, China and Turkey, tend 
to favour an indirect Sun Tzu approach. Their preference seems to lean towards long-
term engagements with diplomacy that is much more personal, party-to-party and issue-
driven.24 Their security involvement in Africa is often informed by arms transfers,25 
cyber-driven approaches, and – if direct deployment is required – the employment of 
private military contractors as an extension of their intelligence apparatus. There is 
no doubt that they have extensive exploitive economic interests in Africa from both 
a raw materials and market perspective. Africa is however increasingly viewing their 
involvement in the continent in neo-colonial terms. It also set these powers up in direct 
competition to South African economic and security interests in Africa.26 

Secondly, changing big-power geostrategic realities closely intertwines with 
regional security rivalry, dynamics and insecurities, and the evolvement, role and 
influence of failing and rogue states. For quite some time, the attention of the world, 
in this regard, has been on the Middle East region, and on countries like North Korea 
and Iran. The American idea of a Global War on Terror (GWOT) not only destabilises 
the balance of power relationships in the Middle East; it also creates new interregional 
animosities, complex emergencies and alliances. Moreover, it draws external forces of 
instability into the region. The ignition of smouldering regional instabilities, through 
external interference, is also spreading to and unfolding in Africa. This is clearly visible 
in places like Libya, Mali and the Sahel region. East Africa, with Somalia as epicentre, is 
also a growing concern. In Africa, outside interference is not always of a military nature. 
In the case of Mozambique and the arch of instability in the central regions of Africa, 
much of what had unfolded was – and still is – the result of economic opportunities.27 

Thirdly, worldwide, political security is in decline; politics in general seems to be 
in a credibility and legitimacy crisis.28 More specifically, the 1990s idea of democracy 
as the general and quick-fix solution for many of the political problems in the world 
has faded with the Western liberal political agenda progressively turning on itself in 
a paradoxical self-destructive manner.29 Worldwide, the middle class is politically and 
economically in decline; the rich are getting richer and the poor are getting poorer. In 
a computerised globalised financial system, capital moves fast and easily to safe and 
stable locations.30 A number of key trends unfold in tandem with the growing political 
tension of a disappearing middle class and a liberal agenda that are to affect South 
African security directly. 
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Since the end of the Cold War, ideology has lost much of its attractiveness or flavour 
as a tool for political enlistment. Instead, political mobilisation increasingly relies on 
anti-establishment rhetoric and religious preferences. Moreover, individualised political 
leadership and in-group/out-group political rhetoric drives the rise of political populism. 
Populism covers the broad political spectrum and includes a range of political stances 
that emphasise the idea of ‘the people’ and often juxtapose this group against ‘the 
elite’.31 The decline in liberal political tolerance, anti-establishment rhetoric and rising 
populism translates into a culture of violent protest at grassroots level. What unfolded 
in France and the United States were textbook examples in this regard.32 Violent protest 
is issue-driven and not necessarily based on party politics. Mobilisation is bottom-up, 
often highly emotional, and ranges across the broad political spectrum. Identity politics, 
lack of service delivery, religion and culture are key drivers of violent protests.33 

Fourthly, demographics have always been and are again coming to the fore as a 
key feature of international politics and security. Both positive and negative migration 
reflects the reality of the current world order and of the African security landscape. 
Uncontrolled migration unfortunately often leads to tension and mutual feelings of 
enmity between the developed and developing worlds. The developing world is under 
pressure in the provision of basic needs and services, and the developed world is facing 
the reality of a growing pensioning population, skills shortages, and the policing of 
hardened borders. The impact of these political security realities is already unfolding in 
Southern Africa and is due to influence the South African security outlook in the years 
to come.34

Lastly, cyberspace is becoming both a positive and negative reality of international 
relations and security. Cyberspace relations are increasingly tying the world together, 
and the possibilities of cooperation and interaction between countries and a multitude of 
actors at different levels and in different spheres in the international domain are almost 
innumerable. The cyber domain is increasingly not only a complementary domain, 
but also an independent low-cost platform of near instantaneous interaction between 
states, and between state and sub-, trans-, and non-state actors. The stealth nature of 
cyber power, the possibility of non-attribution, and the dangers of cyber security raise 
the possibility of the offensive use of the cyber domain as an instrument of strategic 
effect.35 South Africa, in particular, is very vulnerable in this regard.36 The South African 
economy, its banking sector in particular, relies quite heavily on the cyber domain 
in its interaction with the rest of the world – and South Africa has not yet invested 
comprehensively in the cyber security domain.37 Both domestic and foreign criminals 
continue to target South African businesses, with increasing cases in the healthcare and 
financial services industries as a cause for concern.38 Thus, as the grandiose plans of the 
South African government for a “knowledge-based economy” unfolds, cyber security, 
especially protection against the offensive use of cyber from outside the African security 
domain, is to become a critical security concern.39 
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African and regional insecurities

What are the key features of the African strategic landscape that influence and 
shape South African security? This question is rooted in the reality that South Africa 
cannot exist as an island of stability – or instability – in a sea called Africa. African 
insecurity – conflict, violence and war in particular – always had a defining influence 
on the South African security outlook. As a point of reference, it will serve South 
Africa well to reflect on who the actors and the victims are in the contemporary African 
security landscape. States are not necessarily the only actors in the African security 
domain anymore. International, continental, and regional organisations and sub-, trans-, 
and non-state actors are growing as key role players in the African security domain. 
Indirect deaths, or what the West euphemistically refers to as ‘collateral damage’, is 
responsible for most of the deaths resulting from African insecurity: members from non-
governmental organisations (NGOs), humanitarian aid workers, refugees, women and 
children. These deaths are often exacerbated by disease and malnutrition in complex 
security emergencies.40 It is also worth noting that the political geography of African 
insecurity still matters with threats that are experienced more intensely in some areas 
than in other. These include war zones, informal settlements, townships and shanty 
towns, refugee and displacement camps and rural areas. 

Insecurity in Africa, firstly, is mostly associated with armed conflict, and conflict 
has been a recurrent reality of African insecurity. African conflicts are diverse in 
nature – from post-colonial struggles to boundary and territorial disputes, secessionist 
movements and annexations, access to resources, identity conflicts, and conflicts 
induced by poverty, denial, and perceived or real injustices.41 The predictors of conflict 
in Africa, however, persist, and conflict is due to re-emerge. African states remain 
relatively poor; governments are weak; race, ethnicity, religion and geography divide 
societies; and populations are growing with large numbers of energetic, yet unskilled, 
unemployed and frustrated youths in urban concentrations. Moreover, most African 
democratic structures remain relatively weak, skills are low, finances scarce, incentives 
in favour of the private sector are rare, and identity and patronage remain an operating 
principle. In addition, there is no intellectual alternative to democracy in Africa. The 
process of democratic consolidation, however, is difficult, and democracy in Africa is 
not necessarily translating into good governance, services, and goods.42 

In Africa, the use of armed forces at state level is driven principally by the struggle 
for access to state power and resources. Conflict occurring on the margins or outside 
of the society of states occurs for reasons other than acquiring state power and by a 
range of non-state actors. These include warlord factions, clans, tribes and various types 
of militias. Conflict in Africa will continue to unfold as protracted interstate violence, 
as contested government transitions are rooted in problems of democratic deficits and 
often minority rule, and violence manifests as mutual destabilisation between states. 
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State-based armed conflicts are on the rise in Africa. This is also true of popular protests. 
Religion is a growing driver of conflict in Africa. And as is the case elsewhere in the 
world, African conflict will see a rise in the use of remote forms of violence, especially 
improvised explosive devices (IEDs) and suicide bombings. Environmental changes, 
together with a lack of growth in service delivery capabilities, nurture the growth of 
livelihood struggles in Africa.43 Armed conflict often translates into regional insecurities 
and complex emergencies. 

Secondly, religion is a growing source of conflict, instability, and insecurity 
in Africa. For South Africans, the idea of radical Islam comes heavily loaded with 
ideological and political baggage and provokes strong emotions either way.44 Paul 
Collier argues that the rise of radical Islam, together with an exponential growth in 
natural resource extraction, is the most critical threat facing Africa.45 A recent report 
by the African Center for Strategic Studies, notes that African militant Islamist groups 
have of late seen a nearly uninterrupted growth in violent activity. However, the focus 
of these groups shifted over time. Militant groups in the Sahel, the Lake Chad Basin and 
Mozambique have exhibited the sharpest increases in violent activity over the past year. 
This goes hand in hand with an expansion in violence against civilians46 (see Figure 1). 

Figure 1: Violent events involving militant Islamist groups in Africa.47 

Islamic induced conflicts in sub-Saharan Africa are at the receiving end of an influx 
of so-called ‘foreign fighters’, with the influx in Mozambique having the potential to 
affect South African security directly.48 Foreign fighters may join a militant group from 
a foreign state, regional or otherwise. In Africa, foreign fighters normally arrive in small 
groups from a neighbouring state. Three particular factors seem to underpin the current 
influx of foreign fighters: the growing propagation of Islamic insurgency; the escalation 
of inter-militant competition in various complex emergencies; and the detrimental effect 
of the COVID-19 crisis on state capacity, border security and economic growth. These 
trends are clearly visible in Mozambique, for example. The arrival of foreign fighters 
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tends to make Islamic insurgencies more resilient to military defeat, as these fighters 
have an expanding effect on the tactical toolbox of the insurgent movement. Moreover, 
foreign Islamic insurgents often increase the severity of targeted violence against 
civilians in a conflict area.49 Mozambique is a textbook example of what happens if 
these trends coincide in time and place. The convergence of radical Islam, natural 
resource exploitation, and influx of foreign fighters in the future will cause African 
insecurity to increase in complexity and intensity.50 For South Africa, in particular, this 
will have direct security implications.

Thirdly, resource exploitation, the so-called ‘resource curse’, is not a new 
phenomenon in Africa. The exploitation of African resources by out-of-area actors 
has a history that predates the colonial period in Africa. Yet, Africans mostly associate 
the colonial and the post-independent Cold War periods with the exploitation of 
African resources.51 From a security perspective, Africa’s economy is dependent on 
both resources and the export of raw materials. Yet, it is also vulnerable because of its 
resources. Africa’s real economic challenge is its inability or failure to industrialise 
and process its resources and raw materials into consumer goods and products inside 
Africa. Without a value-added industrialised economy, the resource curse will persist. 
And Africa will remain dependent on exports and without the jobs that are urgently 
needed for the growing population.52

At present, though, Africa is moving into a third cycle of dependency and 
exploitation in the aftermath of, firstly, the colonial era and, secondly, the Cold War 
period of conflict and exploitation. Whereas European countries plundered African 
resources in the colonial period, and Russia, the United States and countries like Cuba 
were the key role players in Africa during the Cold War, it seems as if China, and 
more recently also Russia and Turkey, have become the primary beneficiaries of African 
resources in the post-Cold War era. The models of exploitation differ from period to 
period. More recently, China seems to be willing to invest comprehensively in the 
building of infrastructure and capital projects in Africa. Whereas the Western model 
was based on keeping Africa dependent by means of ‘aid’, China is providing their 
assistance by means of favourable loans that have to be paid back over time, often 
through favourable access to African resources. Many of the capital projects in Africa, 
however, are executed with foreign capital, foreign labour and foreign equipment. The 
projects do not necessarily translate into knowledge and skills transfer, African job 
creation, and the development of the African labour market. South Africa, in particular, 
has seen a tremendous process of de-industrialisation in the last 20 years. Not only 
does South African companies have to compete with these powers in Africa but, as a 
state involved in a process of de-industrialisation, South Africa will also become more 
dependent on the export of raw materials and resources to many of these powers.53 

Fourthly, organised crime is a growing driver of insecurity in Africa that will affect 
South African insecurity directly.54 Organised crime is closely linked to corruption from 
a stability and security perspective. In Africa, organised crime networks – as is the 
case in Mozambique at present – have been involved in the illicit trade in wildlife, 
timber, gems, gold and narcotics, including heroin, as well as human trafficking.55 The 
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corruption that the organised crime networks promote often involve state actors, such 
as the police. Corruption in African security forces frequently exacerbates the public’s 
distrust of government and feeds the narrative that the government is not on the side of 
populace.56 

Transnational organised crime obviously has a regional and often also international 
interface. Tanzanians and people from Mali, Ethiopia, the Democratic Republic of 
the Congo, Rwanda, Somalia, Nigeria and Cameroon, for example, are involved in 
the criminal markets of northern Mozambique. The same is true of criminal groups 
from South Asia (heroin), China (timber and ivory) and Thailand (gems) in various 
countries in Southern Africa. Drugs produced in Afghanistan are transported along 
the maritime trade routes along the East African coastline from Somalia to northern 
Mozambique. Heroin enters Mozambique via the port of Pemba in Cabo Delgado and 
that of Nacala in neighbouring Nampula Province. Large shipments of heroin are also 
entering Mozambique by road from Tanzania and Kenya. Bribery and a general lack of 
law enforcement accompany these criminal activities. The heroin arriving by road and 
in the ports is then shipped by road to South Africa and much of it by air to Europe.57

Organised crime and resource exploitation often converge in the growing insecurity 
resulting from the exploitation of African wildlife, flora and fauna. African wildlife, 
flora and fauna are also in competition with the livelihood struggles of African 
people due to worldwide climate and environmental changes.58 The most critical so-
called ‘green security issue’ in Africa is the surging demand for ivory and rhino horn, 
especially in Asia, which has put Africa’s elephants and rhinoceroses on the path to 
extinction.59 Yet, as the Organised Crime Index Africa 2019 points out, organised crime 
is often overlooked because the harms caused by organised crime are usually obscured 
in the ‘underworld’, hidden in the shadows of remote borderlands, concealed in secret 
jurisdictions, or felt most keenly by underserved communities in Africa.60

Fifth, the realities of African insecurity are affecting African demographics, 
as people are trying to escape conflict, hunger, poverty and deprivation.61 The 2018 
State of peace and security in Africa (SPSA) report notes that intra-African migration 
towards cities and more prosperous countries and regions will continue to accelerate 
and grow into a bigger challenge in the years to come as the migration overlaps with 
other structural weaknesses that African governments are not in a position to tackle with 
determination.62 More specifically, African governments seem to have little political will 
and capacity to deal with the problem of illegal migration in a comprehensive manner. 
Simply throwing money at the issue is unlikely to address the underlying structural 
issues that create youth and citizen vulnerabilities underpinning the problem of illegal 
migration.63

In South Africa, the large influx of illegal and undocumented migrants already led to 
an outburst of xenophobic attacks, especially in poor and informal communities where 
these immigrants compete with South Africans for jobs and access to goods and services. 
France Maphosa and Christopher Ntau outline the nature of this problem in Africa by 
arguing that, while migrants in general, whether documented or undocumented, are 
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targets of violence, exploitation and discrimination in many countries, undocumented 
migrants are particularly vulnerable because of their ‘illegal’ status. Although 
violence against undocumented migrants is not formally endorsed by African states, 
their description as a problem or a threat to society places such migrants in a state of 
exception, which is virtually outside the protection of the law.64 This is not a problem 
that will fade from either the African or South African security landscape in the years to 
come; instead, it is growing in intensity and scope.65 In South Africa, for example, this 
has most recently played out in deadly attacks on ‘foreign’ truck drivers. 

Lastly, from a statutory defence perspective, the point needs to be made that Africa 
is perhaps the most under-defended piece of real estate in the world.66 Foreign military 
interventions in Africa exacerbate this problem as it often translates into a lack of 
urgency and professionalism in African armed forces – a mentality of ‘someone else 
will take care of our problems’.67 Otto von Bismarck is often quoted for having said that 
there will always be a military within the borders of the state: either one’s own or that of 
someone else. In Africa, that ‘other’ military is often a rebel movement, an intervening 
non-African foreign military, a peacekeeping force, or the military of a neighbouring 
state. This is not to say that professional armed forces are not to be found in Africa.68 In 
Africa in general, however, nothing is indicative of the fact that the disregard for their 
armed forces is due to change in the near future, as African states continue down the 
path of military neglect, military corruption and under-budgeting for defence.69

The lack of credible defence capabilities in many African countries is a key driver 
in the efforts by the African Union to develop a comprehensive peace and security 
architecture for Africa. The so-called African Peace and Security Architecture (APSA) 
focuses specifically on conflict prevention, conflict management and peace building.70 
APSA is operationalised by initiatives that include a Continental Early Warning System 
(CEWS) and an effort to set up an African Standby Force (ASF) by means of a so-called 
Regional Mechanism (RM). One of the enduring challenges facing APSA, however, 
is capacity. Financially, it is strongly dependent on external sources, and for troop and 
capacity contribution, on the member states.71 

South Africa is a key state in the security structure of the Southern African 
Development Community (SADC). Although South Africa’s declared approach to 
security challenges in Africa has always emphasised the need for cooperation and 
multilateral approaches, the reality of South African involvement in APSA is one of 
pragmatism. South African military deployments in Lesotho, Burundi, the Central 
African Republic and the Democratic Republic of the Congo clearly reflected this 
reality.72 How this is to unfold in future in South Africa’s involvement in APSA and 
how it is to influence South African security itself, are open for debate. 

South African domestic insecurities

South African domestic security always had a dynamic of its own. The dialectic 
between external threats and internal vulnerabilities drives this dynamic. A number of 
key variables decisively influence South African dynamics at present. 
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Firstly, South African border security is located on the fault line between 
external threats and internal vulnerabilities and will grow in importance in future. The 
effective management of South African borders underpins three critical domains of 
South African insecurity: negative and illegal migration from the rest of Africa, the 
interaction of violent and organised crime from within with what is unfolding in the 
region, and transnational green and environmental security.73 The latter is a direct result 
of the poaching of South African wildlife on land and at sea. The critical challenge that 
has not yet been resolved by South African security forces is that these challenges are 
neither domestic nor foreign; they unfold in the fault lines between these domains. As a 
forthcoming attraction, the doubt within the South African security services about who 
is responsible for what in addressing these security challenges, needs to be resolved. 
Moreover, the question of whether South African borders should be managed as hard or 
soft borders has to be settled as a matter of urgency in the name of improved security.74 

Secondly, it is almost impossible to consider and assess the drivers, and the dialectic 
among the drivers, of the growing criminal insurgency75 facing South African society. 
However, the insurgence is deeply rooted in the lack of economic growth, government 
corruption and – because of the interplay between these two – an exponential decline 
of governance and services. This is amplified by a growing lack of proficiency in the 
government sector, especially in rural areas. These realities ought to be tied to the 
argument by Killebrew that crime, terrorism, and insurgency differ mainly in scale, and 
distinctions are becoming less meaningful in the contemporary era.76  One must accept 
that the scale of the problem is a threat to the security and stability of the state. No doubt, 
though, that organised crime, corruption, lawlessness, and extreme levels of homicide in 
certain geographical areas and communities in South Africa are increasingly threatening 
the stability of the country as a whole.77 Mentally and geographically, South Africa 
increasingly functions in enclaved mode at provincial, municipal and neighbourhood 
level. Instead of becoming a more integrated and open society, it tends to be more silo-
ed, exclusive and cocoonistic.78 There is absolutely no indication that government will 
be able to alter these trends and realities significantly in future.79

Thirdly, recent developments involving the professionalism of the security forces 
in the SADC region do not bode well for the future. The security forces are often closely 
aligned with the ruling party and enmeshed in its factional politics.80 Their constitutions 
may insist that the security services must be politically non-partisan. However, the 
executives and the ruling parties constantly blur the boundaries between the party and 
the state bureaucracy.81 This situation is reinforced by the enduring affinity between 
politicians of the ruling party and members of the security forces who served together 
during the liberation struggles.82 Not only are officers who are seen as loyal often not 
retired from service; their service increasingly appears to be based on personal loyalties 
and connections rather than on professional integrity and loyalty.83 Thus, instead of the 
security community and political domains serving the interests of society, society and 
the security forces are increasingly expected to serve the interests of the ruling elite.84

In South Africa and from a civil-military perspective the oversight over the security 
forces is a growing cause of concern. This is tied to the growing disregard in both the 
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executive and the security forces for the position and role of Parliament. Not only are 
senior members of the security forces reluctant to appear in front of oversight committees 
of Parliament;85 they also treat these committees with an attitude of “we are not their 
clients and [we] only take instruction from the Commander-in-Chief (President Cyril 
Ramaphosa)”.86 Oversight is also hindered by a growing tendency to cloud all issues 
of a security nature in excessive secrecy. Obviously, certain matters need to be kept 
secret.87 Nevertheless, confidentiality should be informed by the democratic principle of 
what is in the public interest. As Laurie Nathan points out, higher levels of secrecy tend 
to lead to less public scrutiny and a greater risk of abuse of power.88

From a practical and operational perspective, the security forces in South Africa 
seem to be increasingly reluctant to act and to enforce law and order. This is perhaps a 
legacy of the Marikana incident.89 Operational doubt seems to be rooted in several key 
trends that will be decisive in how security forces in South Africa fulfil their roles in 
future. A lack of political will or, to put it differently, the difficulty of grassroots-level 
interpretation of the mixed bag of intentions and double-talk at political and policy 
level creates tactical confusion and an understanding that there is no institutional or 
political accountability for operational misfortunes; the individual will be thrown under 
the bus.90 Professional trust, up and down the line of command, seems to be lacking. In 
addition, a lack of sufficient and professional training and experience feeds professional 
doubt in the security forces. A question in the mind of the individual member of the 
security forces about precisely how to deal with a particular situation, immediately 
translates into reluctance to act. Professional behaviour cannot be of a high standard if 
the training an individual receives is not of a high standard.91 Moreover, social media 
scrutiny implies that security forces are under observation at all times and, thus, they 
are reluctant to act. Unfiltered recording and distribution of security force behaviour are 
difficult to deal with and, unlike the security forces of more advanced states, the South 
African security forces have not exploited the benefits of in-time recordings. 

Lastly, and this is not necessarily part of the threat agenda per se, much of the 
stability inside the country centres on the ability of the ruling ANC alliance to resolve 
the tensions within the ruling entity in a peaceful and constructive manner. In the 
process, the ANC needs to deal with a number of ideological, structural and political 
tensions that threaten to pull the organisation apart. A tension with which the ANC has 
had to deal since 1994 is the contradiction between the ANC as liberation movement 
and the ANC as governing entity. As an umbrella movement for liberation, the ANC 
accommodated ideological diversity. For the ANC as a governing entity, ideological 
diversity translates into policy vagueness and an absence of clear policy decisions. ANC 
governance is therefore characterised by incoherence, confusion and even gridlock as 
policy vacillates to appease various factions.92

Another tension is the unstable balance between labour – COSATU93 by implication 
– and the SACP,94 on the one hand, and the South African business sector on the other. 
For the ANC as a ruling entity, this translates into a dichotomy of what is economically 
essential for South Africa, is often politically unacceptable for the ANC as political 
movement; and what is politically feasible for the movement is often economically 
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destructive for the country.95 This tension is due to growth in intensity as a virtually 
bankrupt National Treasurer needs to manage the public sector wage bill and possible 
job losses. A last tension is the underlying factionalism in the ANC with its roots in 
economic self-interests, corruption and state capture. The project to repair the integrity 
of the state has to reveal the depth of the underlying conflict between these different 
factions within the ANC. The calibrated management of this process of state healing 
may have a defining effect on the security of the country as a whole. 

Conclusions and recommendations

Looking towards the future from a continental and regional security perspective, 
outside-of-Africa involvement in African insecurities will affect the South African 
security and leadership positions directly. Two critical questions drive the South 
African security debate from this perspective. The first is whether and how South Africa 
should be involved in regional security instabilities – diplomatically, militarily or 
economically? The second is what the effect on South African security will be, whether 
or not the country becomes involved in these regional complex emergencies, probably 
alongside non-African powers. Mozambique will be the first serious case study. Direct 
involvement may have a serious knock-on effect. Not doing anything will however have 
exactly the same outcome.

The negative synergy between a negative democratic agenda, the credibility and 
legitimacy crisis of politics in South Africa, and a growing culture of political populism 
and violent protest will sustain political insecurity in South Africa in years to come. 
The economy will be affected in both an input and output reality. The lack of economic 
growth and recovery in the wake of the COVID-19 crisis is to become a key driver in 
the growing process of instability. Political insecurity, violence and uncertainty, at the 
same time, inhibit South African economic growth, recovery and service delivery. A 
difficult challenge to manage! From a security perspective, border management and 
protection should be a matter of priority. Not only should the South African decision-
makers articulate a clear vision in terms of the hard or soft management of South African 
borders; in the management of South Africa’s borders, there should be clarity in terms of 
precisely who is responsible for what from a security perspective. 

It is quite clear that it is perhaps also time to reflect critically on the human security 
paradigm as a pathway to address the key features of the South African security 
predicament. At present, very few of the key drivers of the South African security agenda 
have their roots in the human security domain. In fact, South Africa seems to have come 
full circle from national security before 1994, to human security under Mandela, to state 
security under Zuma. However, the problem with a more traditional and state-driven 
approach to security and – specifically from a security sector perspective – is that the 
security services increasingly serve out of loyalty and at the behest of the president and 
the ruling party, not necessarily the citizens or the Constitution.96 This poses a severe 
threat to democracy in South Africa and the ability of the country to deal with the key 
features of the security agenda. The professionalism of the security forces in South 
Africa should be a matter of priority. 
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The private security industry is indeed a flourishing and, very often, effective 
alternative in the domestic security domain. Yet, it cannot address the full spectrum of 
security challenges facing the country. This brings the critical dichotomy of strategy to 
the fore. If political and security decision-makers are unwilling to make tough decisions 
on security, they – in fact – abdicate their ability to shape the outcome of South Africa’s 
security predicaments. Strategic reality does not pause for decisions in anticipation of 
what may be; it necessitates and dictates decisions! Strategic paralysis in the security 
domain is therefore often catastrophic. 
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