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Abstract 

Biometric recognition is the use of individual biometric physical or behavioural characteristics 

such as iris, retina, and fingerprint to uniquely identify the person. This technology offers a 

reliable and convenient solution to the problem of personal recognition. Fingerprint 

identification and verification system is the most widely used today due to ease of 

implementation and high performance. With the increase in the use of biometric systems in 

various sectors and organisations, there is increasing concern about the security and privacy of 

persons involved. Deploying a biometric system on the web makes it accessible by everybody 

thus preventing hackers and imposters that might exploit the system for their own gain. This 

paper evaluates the performance and security of biometric based web application, narrating the 

importance and challenges of using biometric to identify individuals in the web. To evaluate the 

system, Student Attendance Monitoring System was developed using java technology and 

MYSQL as the backend. The system involves scanning of student fingerprint using fingerprint 

scanner. Fifty (50) students were enrolled into the system and success rate of above 93% was 

recorded. The template is also secured due to the encrypted nature of the extracted template of 

the students fingerprint during enrolment and identification processes.  
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Introduction 
     The increase in web application 
deployment has created complex tools that are 
problematic to secure in our society today. 
Most organisations depend on the security 
measures at the perimeter of network, example 
firewalls, in order to secure their information 
technology infrastructure; traditional network 
security may not be enough to safeguard web 
applications from such threats.  
    Banks and financial institutions have 
flooded customers mail box with emails, 

stressing the need to avoid disclosing 
customers’ login details to third party 
irrespective of the person that demand for it. 
This is due to the unreliable nature of the use 
of password and username. 
    Due to the increase in the web application 
attacks; highly reliable and convenient 
personal verification and identification 
technologies are vital in our society today 
[25]. 
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    Web applications are accessed through 
browsers and can be accessed by any one 
provided that the person has internet 
connectivity. This shows the possibility of 
both good and bad intended users to gain 
access to the application through the browser. 
    Teodoro and Serrao [23] stated that the 
National Institute of Standards and 
Technology (NIST) held a National     
Vulnerability Database (NVD), which has 
over 4000 vulnerabilities identified in the 
application level as of March 2010. They 
highlighted that it was confirmed by the 
Gardner Group, which estimated that 70% of 
attacks to company’s web application come 
from the application level. With this, it is 
obvious that we need to secure our application 
from the application level and not depending 
only on the network and host security.  
    Numerous researches and workshops have 
been conducted to look into web application 
vulnerabilities that have put different business 
organisations, Education sectors and industries 
into sleepless night. Major organisations and 
government departments have devoted 
resources to develop strategies, policies and 
guidelines aimed at managing the risks from 
the open nature of web applications.  
    But despite all this measures, hackers and 
attacker still penetrate into organisation 
records through the open nature of web 
application leading to violation of people’s 
information rights. 
     The problems faced in difference 
organizations today is not only limited to 
authenticating users through the browser, 
because if access is gained to the database 
through the host, the imposter can get the 
authentication details and use it to carry out 
illegal transactions.  
     Most login details are encrypted but this is 
not sufficient to safeguard the information as 
the encrypted username and password can be 
decrypted and be used  to gain access to the 
application illegally.  
    Biometrics, which uses the distinctive 
physiological and behavioural characteristics 
to recognize the identity of an individual has 
been proven to show high level of security 
since it is impossible to have two individuals 
with the same biometric features. There are 

different biometric tools that can be used to 
verify and identify individuals based on their 
physiological characteristics, as for instance 
the use of Iris, Face recognition, Retina and 
Fingerprint. Most of these have been proven 
to be almost 100% accurate and reliable.  
    Fingerprint biometrics is gaining geometric 
popularity in governmental, educational, 
military, and commercial security applications 
these days. Therefore, to evaluate the 
performance and security of web application 
using fingerprint biometrics, the Student 
Attendance Monitoring System was 
developed. Fingerprint biometric was chosen 
for this project because of its level of accuracy 
and global acceptability.  
    The application ‘Student Attendance 
Monitoring System’ is developed using Java 
Technology and Relational Database 
Management System (RDMS) to monitor 
attendance of students to lectures.  
    According to different authors and 
researchers, using fingerprint biometrics to 
authenticate users has shown high level of 
performance. But the question is: has it solved 
the problem of security in the internet world? 
This will be determined by the end of this 
work-after evaluation of the web application 
(Student Attendance Monitoring System).   

 
Figure 1: Comparison of various biometric 
technologies based on the perception of the 

authors. 
 
High, Medium, and Low are denoted by H, 
M, and L, respectively (Jain et al, 2004). 
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Related Works 
    The use of fingerprint biometric system is 
not a new technology in the society; the 
technology has been applied by different 
enterprises and organisation to verify or 
identify individuals based on their 
physiological characteristics. Lots of 
researches have been conducted on fingerprint 
recognition system by different authors and 
researchers, both in the educational sectors 
and in the industries. New discoveries are 
made almost every day on the quest to 
maximize the accuracy, performance and 
security of different systems using fingerprint 
biometric system. The history of fingerprint as 
a means of identifying individuals was 
initiated by the Babylonians. The ancient 
Babylonian conducted business transaction by 
pressing the tips of their fingertips into clay 
[24]. The use of fingerprint as a valid means 
of identification was formally accepted by the 
law-enforcement agencies in the early 20th 
century [13]. For the fact that this is not the 
first work on fingerprint biometric system, it 
is therefore very important to review related 
works. 
    Saraswat and Kumar [21], in their work, 
were more concerned about the accuracy and 
efficiency of fingerprint verification system. 
They pointed out that manual means of 
attendance is a laborious and troublesome 
work and wastes a lot of time. The 
aforementioned problem led to their 
development of new system using fingerprint 
verification techniques. Saraswat and Kumar 
[21] were convinced from their experimental 
result that using fingerprint as a means of 
verification is highly efficient. In their work, 
they highlighted that fingerprint verification 
and authentication is most popular means to 
identify and verify individuals where security 
is put into consideration. They also stated that 
the use of fingerprint as a means of 
verification of individuals is highly convenient 
and reliable. 
    This is in accordance with what Shoewu 
and Idowu [22] pointed out in their work that 
Automated Attendance Management System 
using biometrics would provide solution to the 
errors and waste of time nature of the manual 
system.     

    Shoewu and Idowu [22] used eighty 
candidates to evaluate their system 
(Attendance Management System Using 
Biometrics) and success rate of 94% was 
recorded. The 6% failure rate might be due to 
incorrect position of students’ finger during 
enrolment. From the experiment conducted by 
the authors, the average execution time of the 
manual attendance system for the eighty 
students were 17.83 seconds while for the 
automated management system using 
biometrics was 3.79 seconds. Also from their 
experiment, they argued that automated 
system using biometrics shows higher 
performance over manual system. Finally, 
they recommended that the system should be 
modified into web based system. This created 
an avenue for the system to be accessed 
anywhere in the school provided that there is 
internet connectivity and reduce the cost of 
networking systems (computers) or accessing 
the application in only one classroom.   
      Mohammed and Kameswari [17] 
implemented the web based student 
attendance system as recommended by 
Shoewu and Idowu [22], but they used RIFID 
(Radio Frequency Identification) Technology. 
Radio Frequency Identification is the use of 
wireless non-contact radio-frequency 
electromagnetic fields to transfer data, for the 
purposes of automatically identifying and 
tracking tags attached to objects. They stated 
that this will enable lecturer access the system 
over the web and report can be generated 
anywhere, provided there is internet 
connection. Mishra et al [16] argued that using 
RFID creates the problem of students carrying 
cards and also RFID detectors have to be 
installed, thereby, creating extra expenses. 
Furthermore, implementing the attendance 
system to be accessed over the internet creates 
security risk, as this can be accessed by 
hackers and imposters.   
    Kawaguchi et al [11] worked on attendance 
system using face recognition technology. 
This technology identifies individuals by 
extracting his/her facial physical features and 
compares it with the template stored in the 
database. They pointed out that face 
recognition rate is not sufficiently high, which 
is in accordance with the figure 1 above by 
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Jain et al [6].  To increase the performance 
rate of the system, they implemented a system 
that estimates the attendance as well as the 
position of each student by continuous 
observation and recording. They were 
convinced from their experiment that 
continuous observation improves the 
performance rate of the face recognition 
system. But this entails that students must 
maintain their position in class during each 
lecture. 
    Attendance Monitoring System using iris 
recognition system was also carried out by 
Kadry and Smaili [10]. They argued that 
personal authentication system based on iris 
recognition is the most reliable among all 
biometrics methods. This confirmed what 
Hsiung and Mohamed 5] stated that “Iris 
recognition system is the most reliable system 
for an individual identification”. They pointed 
out that the probability of finding two people 
with identical iris pattern is almost zero. They 
also argued that iris recognition system is 
more stable compared to fingerprint 
biometrics system. “Iris is protected from the 
external environment behind the cornea and 
the eyelid. It is not subject to deleterious 
effects of aging, the small-scale radial features 
of the iris remain stable and fixed from about 
one year of age throughout life”[10]. Despite 
the advantages over other biometrics methods, 
Iris recognition system is very expensive and 
it requires much memory for data storage [12]. 
    Fingerprint biometric technology can also 
be implemented in payment system.  Kumar 
and Ryu  (2008), in their paper stated that 
Biometric payment system is reliable, 
economical and it has more advantages as 
compared with others means of payment such 
as credit and debit card. 
    In fact, this method will greatly improve 
payment system. Instead of remembering 
password and username, the customers will 
just scan his/her fingerprint and if 
authenticated, the payment will be made. They 
stated that this system is used by some 
companies such as SHELL in Chicago, USA 
to accept payment from their customers. This 
system will also ensure that the owner of the 
account is the person making the payment by 
himself. Cards such as VISA card has 

everything that customer need to make 
payment or write on it, if stolen by bad person, 
the person can use the card to carry out 
transaction successfully. Using biometric 
system will eliminate this risk since the 
individual has unique biometric features that 
can be used to identify the person which no 
other person has.  
     The importance of fingerprint biometric 
system cannot be overemphasised because it 
has been proved as one of the best means of 
identifying individuals, unlike password and 
PIN(Personal Identification Number) means 
of identification, this technology ensures the 
person involved is present.  
    From the works done so far by different 
authors and researchers, using fingerprint as a 
means of identification and verification in 
taking students attendance is a welcome idea 
as this prevents impersonation, thereby 
forcing students to always be in the class 
during exam, lecture and laboratory work.  
    Moreover, from the researches done so far 
by different authors and researchers, the 
emphasis has been on the efficiency, accuracy 
and performance of Attendance Monitoring 
System using biometrics,  neglecting the fact 
that peoples’ data need to be properly secured. 
    This work will go beyond the performance 
of the system to evaluating the security of web 
application (Student Attendance Monitoring 
System) using fingerprint biometric. 
 
Fingerprint Biometric System 
    Biometric is regarded as the automated 
technique of measuring a physical 
characteristic of a person for the purpose of 
recognizing him/her [4]. They include 
fingerprint, face, retina, iris, etc. 
    Biometric system is a pattern recognition 
system that operates by acquiring biometric 
data from an individual, extracting a feature 
set from the acquired data, and comparing this 
feature set against the template set in the 
database [8]. Biometric system is not a new 
technology since this has been applied in 
different facet of life for different purposes, 
such as medical system, library system, 
attendance system etc.  
    Some people adopt biometric technology 
because of its high level of performance while 
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some consider it as a means of ensuring high 
security [20].  
    Biometric system operates in two different 
modes: 

1.      Verification Mode 
2. Authentication Mode 
 

Verification Mode 
    In this mode, the system validates the 
person’s identity by comparing the captured 
biometric data with the stored biometric 
template.  
 
 
Identification Mode 
    In this mode, individuals are recognized by 
searching through the templates stored in the 
database.  
     Fingerprint is the pattern of ridges and 
valleys on the surface of a fingertip, the 
formation of which is determined during the 
first seven months of child’s development [8]. 
Even fingerprint of identical twin are different 
which makes reliance on fingerprint 
authentication reliable. Humans have used 
fingerprints for personal recognition for many 
years and the matching accuracy using 
fingerprints has been shown to be very high 
[8]. 
 
 How Fingerprint Biometric works 
    A fingerprint of an individual consists of 
series of ridges and furrows on the surface of 
the finger. The uniqueness of a fingerprint is 
determined by the pattern of ridges and 
furrows as well as the minutiae points. These 
points are local ridge characteristics that occur 
when a ridge splits apart or a ridge ends [2].  
    During enrolment process, the fingerprint 
scanner sensor scans the user’s fingerprint 
which is then converted to digital image. The 
minutiae extractor processes the fingerprint 
image to identify specific details known as 
minutia points that are used to distinguish 
different users [7].  
    A good-quality fingerprint image contains 
about 20-70 minutiae points; the actual 
number depends on the size of the sensor 
surface and how the user places his finger on 
the sensor during enrolment. The system 
stores the minutiae information - location and 

direction along with user’s information as a 
template in the database [6][7][8][9].  
    During identification process, “the user 
touches the same sensor, generating a new 
fingerprint image called a query print. Minutia 
points are extracted from the query print, and 
the matcher module compares the query minu-
tia set with the stored minutia templates in the 
enrolment database to find the number of 
common minutia points. Due to variations in 
finger placement and pressure applied on the 
sensor, the minutia points extracted from the 
template and query fingerprints must be 
aligned, or registered, before matching. After 
aligning the fingerprints, the matcher 
determines the number of pairs of matching 
minutiae—two minutia points that have 
similar location and directions. The system 
determines the user’s identity by comparing 
the match score to a threshold set by the 
administrator” [6][7][8][9]. 
    The identification and matching process 
takes less than one second to complete [2]. 
This depends on the environment where the 
system is hosted as there are many factors that 
delay the execution of the program such as 
bridge in network transmission. The figure 
below shows the process involved in the 
extraction of the fingerprint template.        
    There   are two types of recognition errors 
in fingerprint biometrics: False accept rate and 
false reject rate. Fingerprint identification 
system performance is measured in terms of 
its false accept rate (FAR) and false reject rate 
(FRR). If a non-matching pair of fingerprints 
is accepted as a match, it is called a false 
accept while if a matching pair of fingerprints 
is rejected by the system, it is called a false 
reject [19][20].  
 
 Ethical Issues in the use of Biometric 
Technology 
    The use of fingerprint biometric to identify 
and verify individual is quite enamours. It has 
been applied in different organisations for 
better performance and security purposes. 
However, there are serious ethical issues in 
the use of biometric technology [1]. 
    In spite of the performance and security 
benefits offered by fingerprint biometrics 
system, issues concerning the individual 
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beliefs, personal privacy, and protection arise 
as a result of the use of biometric which 
involves extracting physiological or 
behavioural characteristics of individuals that 
is unique to the person. Some Religious 
objections interpret biometrics recognition as 
“the mark of beast” by citing somewhat 
dubious biblical references [6]. Some users 
have also raised concerns about the hygiene of 
biometric scanners that requires contact with 
the human body. Given that we routinely 
touch many objects such as money that are 
also touched by strangers, this objection may 
be considered frivolous excuses [6].  
    Moreover, as a result of difference threats 
around the globe such as security, illegal 
immigration identity theft and fraud etc. it is 
now important to implement biometric system 
for better identification and verification. “The 
public concern regarding the issues mentioned 
above cannot be ignored. There is a 
compelling need to find “Workable and 
Deployable” solutions to these issues” [1].  
 
 Fingerprint Biometric Security Threats  
    The features extracted from the fingerprint  
digital image are sensitive information of 
individuals that is unique to the person. If the 
template is stolen, it is stolen forever since it 
has no duplicate. This has raised security 
issues about the use of biometric for 
identification and verification of individuals. 
Applications available on the web can be 
accessed by anybody that has internet 
connectivity; both good and bad personalities 
have access to the system. Since this is 
available online, there are serious security 
threats. Hackers and attackers can gain access 
to the database and compromise fingerprint 
templates. 
 
Attacks 
    Ratha et al [20] identified eight possible 
attacks in biometrics system. These possible 
attacks are discussed below 
1. Presenting fake biometrics at the 
sensor: reproduction of the biometric feature 
is presented as input to the system in this 
mode of attack e.g. fake finger. 
2. Resubmitting previously stored 
digitized biometrics signals: In this mode of 

attack, a recorded signal is replayed to the 
system, bypassing the sensor e.g. the 
presentation of an old copy of a Fingerprint 
image. 
3. Overriding the feature extraction 
process: in this mode, the feature extractor is 
attacked using a Trojan horse, so that it 
produces feature sets preselected by the 
intruder. 
4. Tampering with the biometric feature 
representation: The features extracted from the 
input signal are replaced with a different, 
fraudulent feature set (assuming the 
representation method is known). Often the 
two stages of feature extraction and matcher 
are inseparable and this mode of attack is 
extremely difficult. However, if minutiae are 
transmitted to a remote matcher (say, over the 
Internet) this threat is very real.  
5. Corrupting the matcher: The matcher 
is attacked and corrupted so that it produces 
preselected match scores. 
6. Tampering with stored templates: The 
database of stored templates could be either 
local or remote. The data might be distributed 
over several servers. Here the attacker could 
try to modify one or more templates in the 
database, which could result either in 
authorizing a fraudulent individual or denying 
service to the persons associated with the 
corrupted template. A smartcard-based 
authentication system, where the template is 
stored in the smartcard and presented to the 
authentication system, is particularly 
vulnerable to this type of attack. 
7. Attacking the channel between the stored 
templates and the matcher: The stored 
templates are sent to the matcher through a 
communication channel. The data travelling 
through this channel could be intercepted and 
modified. 

8.  Overriding the final decision: If the final 
match decision can be overridden by the 
hacker, then the authentication system has 
been disabled. Even if the actual pattern 
recognition framework has excellent 
performance characteristics, it has been 
rendered useless by the simple exercise of 
overriding the match result. 
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 Countermeasures 
    Ratha et al [20] also presented the following 
countermeasures to prevent the possible 
attacks identified in biometric system. 

1. Finger conductivity or fingerprint 
pulse at the sensor can prevent attackers from 
presenting fake biometrics at the sensor.  

2. Encrypted communication channels 
will go a long way in eliminating attack on the 
biometric features. 

3. Encrypting the extracted template will 
prevent using the template to gain access 
except if the hacker has the encryption key. 
 
 Template Protection 
    The growing use of biometric has given 
concern on the privacy and security of the 
stored biometric data. Due to the uniqueness 
of biometric feature of individual, if the 
template is compromised, it is not possible to 
replace it.  
    Biometric template is the extracted 
biometric features stored in a central database 
or smartcard [4] which can be used to identify 
or verify individuals. 
    The biometric templates are the major 
target of the hackers which can be at the 
database level or the interconnecting channel 
level [4]. 
    “Unlike password, when biometric 
templates are compromised, it is not possible 
for the legitimate user to revoke his biometric 
identifiers and switch to another set of 
uncompromised identifiers. Due to this 
irrevocable nature of biometric data, an attack 
against the stored templates constitutes a 
major security and privacy threat in a 
biometric system” [4]. 
    To properly protect the biometric template, 
the protection techniques should have the 
following properties as outlined by Jain et al 
[6]. 
a. Diversity: The protected template 
should by no means allow cross matching in 
the databases. This is to ensure that user’s 
privacy is not compromised. 
b. Revocability: It should be possible to 
revoke a template when it is compromised by 
the hackers and reissue different one based on 
the biometric information.  

c. Performance: The template protection 
techniques should not reduce the performance 
of the system. 
d. Security: it should be computationally 
difficult to recover the original biometric 
template from the stored template.  This will 
go a long way to ensure that hackers do not 
fabricate a physical spoof of the biometric 
treat from the stolen template. 
    The template protection techniques can be 
classified into two categories: Feature 
transformation and bio-cryptosystem.  
 
Biometric Feature Transformation 
    Here, transformation function is applied to 
the biometric template and the transformed 
template is stored in the database [6]. The 
transformation function may have different 
characteristics and use certain parameters such 
as password. During verification, the 
verification feature set is equally transformed 
in the same way as the enrolment template and 
the comparison of the fingerprint takes place 
in the transformed space [14]9). This category 
can be divided into two: Non-invertible 
transform and Salting 
 
Non-invertible transform 
    This category usually applies a one-way 
function to the unprotected template in such a 
way that it will be computationally difficult to 
reverse the protected template even when any 
of the parameters of the transforms are stolen 
or revealed [15].  
    This technique provides better security than 
Salting since it is very difficult to recover the 
original biometric template even if the 
template is compromised [6].  
    Hashing technique is used in password 
based authentication system; in this case 
password is hashed and stored in the database 
on the process of enrolment. Then during 
verification, the user also enters the same 
password and it is hashed and compared with 
the existing password. 
It will be very difficult to recover the original 
password even if the exact transformations as 
well as transformed password are known since 
the transformation is non-invertible in the 
cryptographic point of view [15].   



 

 

 

West African Journal of Industrial and Academic Research Vol.West African Journal of Industrial and Academic Research Vol.West African Journal of Industrial and Academic Research Vol.West African Journal of Industrial and Academic Research Vol.9999 No.1  No.1  No.1  No.1 DecemberDecemberDecemberDecember 2013 2013 2013 2013              130 

    In the same way, it can be applied in 
fingerprint. Instead of storing the template of 
the fingerprint, the hashes of the template 
should be stored; then during verification, the 
verification feature set is also hashed and 
compared in the non-invertible transform 
space. But significant difference exists 
between password and fingerprint. “Passwords 
are exactly the same during different 
authentication attempts, but fingerprint image 
at different acquisitions (different verification 
attempts) are never identical, and this prevents 
the same hash to be obtained” [15]. Therefore, 
matching in the non-invertible transform space 
is big problem. Recovering the correct 
alignment between the two fingerprints: the 
template and the query feature set is a major 
problem in comparing hashed fingerprint 
templates [15]. One method to solve this 
problem is to pre-align the feature set before 
the transformation (e.g. registering them with 
respect to the core point).  
 
Salting  
    In this approach, biometric features are 
transformed using a function defined by a 
user-specific key or password. The 
transformation is invertible to some extent, 
therefore the key need to be securely stored or 
remembered by the user and present it during 
authentication [6]. The need for additional 
information in form of key increases the 
entropy of the biometric template, and 
therefore, makes it difficult for hackers to 
guess the template. The Entropy of biometric 
template is a measure of the number of 
different identities that are distinguishable by 
a biometric system [6]. In this approach 
multiple templates can be generated for the 
same user (diversity) by using different keys 
since the key is user specific. Again if the 
template is compromised, it can be replaced 
by generating new template (revocability). 
 
Biometric Cryptosystem  
    These techniques were originally designed 
for the purpose of either securing a 
cryptographic key using biometric features or 
directly generating a cryptographic key from 
biometric features [6]. They can also be used 
as a means of biometric template protection. 

Here, some details about the biometric 
template are stored in the database. These 
details are known as helper data; therefore, 
biometric cryptosystem is also referred to as 
helper data-based method. This technique can 
be further classified into two categories: Key 
generation and Key binding. 
 
Key-Binding Biometric Cryptosystem 
    In, this approach, a cryptographic and an 
unprotected fingerprint template are bonded 
together within a cryptographic framework to 
generate the helper data. It is computationally 
difficult to decode the key or the template 
from the helper data without the knowledge of 
the user’s fingerprint data. The helper data is 
usually obtained associating the enrolment 
template with codeword obtained from an 
error correcting code using the key as the 
message. A codeword recovered from a 
feature set that is similar but not identical to 
the template is affected by a certain amount of 
error correction code, the exact key is 
recovered from the codeword that contains 
some errors. If the correct key is recovered, it 
means that the feature set and the protected 
template result in a match [15]. 
 
Key Generation Biometric Cryptosystem 
    A key is derived directly from the biometric 
signal in this approach. The major advantage 
is that there is no need for user-specific keys 
or tokens as required by ‘Biometric Salting 
approach’. But the problem with this approach 
is that it is very hard to generate key with high 
stability and entropy.   
 
Experimental Evaluation 
 Performance Evaluation 
    It is obvious that fingerprint biometric 
system will never produce error-free 
recognition results. However, with proper 
instruction and guidance on how to position 
fingertip during the enrolment process, the 
error rate can be reduced to minimal level. To 
determine the performance of any system, 
evaluation has to be carried out.  
    To evaluate the performance of the system, 
fifty (50) fingerprints of the students of 
university of Greenwich were scanned 
(enrolled). During the enrolment, instruction 
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on how to place their fingertips on the scanner 
was given to them. This was done to ensure 
that each student positions his/her fingerprint 
correctly before the scanner captures and 
extracts the template. The fingertip of  each 
student used during the enrolment process 
must be the fingertip to use when taking 
Attendance. The extracted template and other 
details such as name of the student and email 
address of the student were stored in database 
(MYSQL) during enrolment process. On the 
process of taking attendance, the extracted 
template is compared with the template stored 
in the database; if matched, attendance will be 
taken. Some students fingerprint were not 
extracted at the first attempt due to incorrect 
positioning of the fingertips. 
    The Digitalpersona Fingerprint Reader 
was used to capture the fingerprint image and 
to extract the template. DigitalPerdona is a 
company that sales fingerprint reader and the 
SDK that helps the application to capture and 
extract the template.  
    In other to determine the performance of the 
system, two error rates were used- The False 
Acceptance Rate(FAR) and The False 
Rejection Rate(FRR) which are commonly 
used to measure the performance and accuracy 
of biometric system. The False Acceptance 
Rate is the probability that student not 
enrolled will be identified when taking 
attendance while False Rejection Rate is the 
probability that enrolled student will be 
rejected when taking attendance.  

    During the evaluation, there was no false 
acceptance (student that was not enrolled was 
not identified during attendance). Few false 
rejections were identified, that is some 
students that were enrolled into the system 
were not identified during attendance. The 
false rejection might be due to improper 
positioning of the student fingertip during the 
enrolment process. 
    During the evaluation process, we 
discovered that a student can be enrolled more 
than once with the same finger depending on 
how the student positioned his/her finger 
during the enrolment. This happens because 
the scanner extracts the particular side of the 
fingertip placed on the scanner; the extracted 
template is encrypted and stored in the 
database. So, during attendance, the student 
must also position his/her fingertips the way it 
was done during the enrolment stage. We also 
tested the system with finger toes (leg) and 
discovered that the scanner also recognized it 
as it does for fingertip (hand). So finger toes 
can also be used to recognize individuals. This 
will help if the person lost his/her fingers due 
to one problem or the other.  
     The fifty (50) students used to evaluate the 
project were from different levels in the 
university. Level 1 (year one students), level 2 
(year two students), level 3 (year three 
students) and level 4 (masters students). 
Success rate obtained during the process was 
up to 93%. The result is shown in the table  1 
below: 

 
 

Table 1: Degree of success and Failure 
 
Level Success Rate (%) Failure Rate (%) 
1 85 15 
2 95 5 
3 95 5 
4 100 0 
 
     
From the table shown above, it implies that 
year one students had the lowest success rate 
with 85%; this might be due to incorrect 
positioning of finger. Second year students 
had 95% success rate, third year students  

 
had 95% success rate while master’s 
students had the highest level of success rate 
with 100%. 



 

 

 

West African Journal of Industrial and Academic Research Vol.West African Journal of Industrial and Academic Research Vol.West African Journal of Industrial and Academic Research Vol.West African Journal of Industrial and Academic Research Vol.9999 No.1  No.1  No.1  No.1 DecemberDecemberDecemberDecember 2013 2013 2013 2013              132 

     The Bar chart shown below indicates the comparison:  

 
 
 
 
    
    In comparison to the existing system 
where a lecturer has to print the attendance 
list and each student signs on the paper 
during attendance, the Automated 
Fingerprint System is more accurate 
because, the student has to be around during 
the attendance. In the paper type a student 
can sign for another student, thereby not 
achieving the aim of taking the attendance. 
The system (Attendance system using 
fingerprint biometric) is also faster because, 
in the paper type, lecturer has to devote 
another time to enter the attendance record 
into the existing system after taking the 
attendance. The lecturer can also make 
mistake of not recording attendance for 
student that was in the class or record 
present for student that was not in the class. 
But for the fingerprint biometric system, as 
student places his/her fingerprint on the 
scanner, the attendance is taken immediately 
and details of the student submitted to the 
database.  
 

Security Evaluation 

    With the increase in the use of biometrics, 
there is concern about the privacy and 
security of the biometric template stored in 
the database.  

    Biometric system involves Enrolment and 
Identification process. The system enrols a 
student by storing his/her biometric feature 
(Template) in the database. Then the stored 
template is queried against the template 
generated during identification process. If 
matched, the student will gain access to the 
system. Also employees are registered in the 
system.  Before they login to the system to 
take student attendance, their own finger 
prints must first be scanned and if the 
generated template matches with the stored 
template, the staff will gain access to the 
system to take attendance.  
    Protecting the stored fingerprint template 
is very important as individual has unique 
features which when compromised cannot 
be recovered. If the student templates which 
are stored in the database during the process 
of enrolment are not properly protected, it 
can result to imposter misusing the template 
for their own gain. Therefore, it is 
paramount to protect the privacy of students 
when they are enrolled into the system.  
    It is obvious that web application is 
exposed to both good and bad intended 
users. If bad intended user gain access to the 
system, they can also attack the system 
thereby preventing the intended user having 
access to the application.  
    To evaluate the security of the system, we 
will look at how secured is the generated 
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Figure 2: Bar Chart showing the comparison of success and failure rate 
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template that are stored in the database 
during enrolment.  
    “A biometric template is a digital 
representation of an individual’s distinct 
characteristics, representing information 
extracted from a biometric sample. 
Biometric templates are what are actually 
compared in a biometric recognition system. 
Templates can vary between biometric 
modalities as well as vendors”[18].   
    Our initial objective was to concatenate 
the biometric template with the student 
username before submitting it to the 
database. But when we discovered that the 
template was encrypted with very large 
digits, we decided to submit only the 
encrypted template. When viewed the 
submitted template in the database, we 
noticed that the template was submitted as 
BLOB. Blob is a data type used to store 
very large object in the database. This 
implied that even if imposter gained access 
to the template, it would take the person 
ages to manipulate a false fingerprint that 
could generate the same template with the 
one stored in the database. The imposter  
never succeed in comprosing the template..  
In view of that, the system is highly secured 
and the privacy of students are certain, since 
the template submitted to the database is 
encrypted and the encrypted template is  
very large digits generated from the 
fingerprint. 
    Furthermore, since web application is 
vulnerable to so many errors such as SQL 
Injection and Buffer overflow, certain 
measures were also adopted to ensure that 
the application is secured from those 
vulnerabilities. For instance, to reduce the 
chances of the system experiencing buffer 
overflow, both client and server validation 
was properly done. It is true that server side 
validation reduce the performance of the 
system compared to client side validation; 
but in a system like this, where security is 
more important, it had to be done.     
 
Future Work / Recommendation 
    During enrolment process, student scans 
his/her one fingerprint which is encrypted 
and submitted to the database along with the 

student’s details. The fingerprint used during 
enrolment must be the fingerprint to use 
when taking attendance. If the student is 
identified; he/she will be recorded present. 
Identifying student with only one fingerprint 
is not sufficiently enough. The system can 
be improved by scanning and encrypting   
together two different fingerprint of each 
student during enrolment so that while 
taking attendance, they will also scan their 
two fingerprint. If identified, the student will 
be recorded present.  
    The security of the system can also be 
improved by concatenating the student 
username (email address) with the extracted 
template so that even if someone gains 
access to the database, he/she will not be 
able to differentiate the template from the 
username.  
    The template protection scheme is not 
perfectly enough in ensuring strong security; 
it does not meet the requirement of 
revocability. It should be possible to revoke 
a template when it is compromised by the 
hackers and reissue different one based on 
the biometric information.  
    Furthermore, another enhancement area is 
using multi-modal biometric system (using 
two or more biometric feature) to identify 
staff or student. The system identifies 
student or staff with only fingerprint 
biometric feature; incorporating other 
biometric features such as face, voice iris or 
retina will definitely enhance the 
performance and security of the system.   
    Again due to time constraint, we could 
not carry out detailed research on how the 
template is extracted. Each vendor of the 
biometric tools has their mathematical 
model that extracts the template from the 
fingerprint image. Developers can also 
manipulate their own mathematical equation 
(e.g. polynomial) so that when the template 
is generated, the equation developed by the 
developer will convert the template to 
different digits. This will make template 
different across different applications using 
the same vendor. 
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Conclusion 
    The advantages of biometric recognition 
system are quite enormous. Users cannot 
lose their biometric features even at old age 
and is very hard to forge another person’s 
biometric feature.  
    Ethical issues have been raised about the 
use of biometric system, but due to 
difference threats around the globe such as 
security, impersonation, illegal immigration 
identity theft and fraud etc, it is very 
important to implement biometric system for 
better identification and verification. Any 
system is vulnerable to attack, including 
biometric system especially when deployed 
to the web where everyone can have access 
to it. This paper suggested different 
mechanisms to handle the possible attacks 
on the web and enumerated different means 
to adopt in ensuring that user’s fingerprint 
template is properly secured and privacy 
protected.   
     In this paper, performance and security 
evaluation of biometric web based 
application has been carried out 
successfully. From the report, using 
fingerprint biometric recognition as a means 

of authentication is a welcome idea since 
this has shown high level of performance of 
the system and security of information 
stored in the database.  
      From the experiment carried out, 
automating Student Attendance Monitoring 
System using biometric technology greatly 
improves the performance of the system. 
Someone will not be able sign for another 
student during attendance since the system 
must identify the person using his unique 
fingerprint. Furthermore, the system has 
eliminated the paper work used to sign 
attendance during lectures by automatically 
submitting student details into the database 
as the student places his finger in the 
scanner.     Finally, the work has touched on 
the usual neglected problem of privacy and 
security of biometric features. High level of 
template security has been achieved, since 
the generated fingerprint feature of students 
are encrypted before submitting to the 
database. This entails that even if hackers 
gain access to the database, it will not be 
easy for them to manipulate a fake finger 
that can match the stored template in the 
database.  

 

___________________________________________________________________________________ 
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