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ABSTRACT

Information Secrecy deals with maintaining privacy
through encryption, data infegrity through hashing
and non-repudiation through digital signatures; and
has become the issue of today’s communication
engineering due to increasing jfailures to the secrecy
of messages canveyed on a given networking system
thereby creating damages beyond expectations.
Encryption, hashing and digital signatures are the
three primitives of Cryptography and these have been
treated in depth and their performances on fext daia
and image data have been studied The most secure
algorithms so _far in use have been introduced and the
respective performance of each primitive 's algorithm
on lext data and image dota have been studied.
Performance differences for the two dota types have
also been noted and outlined in detail.

INTRODUCTION

Establishing a fast and sccure channcl and facility is
the quest of today’s communication engineering for
reliable and lasting service to the cuslomer. The
introduction and advancement of Networking system,
be it LAN (Local Area Networking) or WAN (Wide
area Networking), wired or wireless, and the progress
of the Intemnet towards being a necessity for every
one around the globe has increased (he need for
secure information interchange to minimize (he
problems caused by intruders. The basic molive
behind the toiling ‘of these intruders, known as
crypioanalysis (9], are industrial espionage, financial
gains, revenge, lerrorism and simple publicity.

People in the communication and computer
engineering have’ really working to (heir best to
introduce new security mechanisms on the one hand
and to make the already existing security mechanisms
more tightening both in software and hardware

solutions, on the other hand The intensity of these
efforts have brought such secure encryplion
algorithm as Rivest Shamir and Adleman (RSA)
encryption and digilal signature algorilhms for
privacy and non-repudialion issues, respectively;
Secure Hash Algorithm (SHA-1) for data integrity
1S5UE.

In Section-II the idea of maintaining privacy using
RSA-Encryplion -algorithm has been treated and ils
performance on iext data and image data_has been
studied. The issue of data integrity using 3HA-1 is
the subject of Section III, with (he two data types in
mind. In Section IV the idea of digilal signature is
introduced and RSA-Digilal Signature Scheme is
treated with results from performance differences on
texts and images.

ERCRYPTION

Encryplion is basically to maintain privacy and
authentication  of  information  interchange.
Panticularly the sender is assured that his message is
read by non-other than whom he authonizes to read
A private syster is a system in which an enlity {a
person, a computer terminal, pager, eic) is allowed to
get a service o which it is authorized, The type of
authorization may vary depending on the available
potential or the limit of secrecy. Some entity may be
authorized to read, some to modify, some to even
¢reate information. So, encryplion is used for creating
such a private system.

Encryption is a transformation whereby a message is
turned to some unintelligent form using a secret value
known as a Key. The sender of an information
therefore encrypis his message and sends ihe
unintelligent form of his message on a public channel
to an intended recipient The recipient performs the
reverse transformation of encryption known as
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Decryptior using a key again. If the decryplion key is
lhe same as the encryplion key used, or
computalionally simple given the encryplion key,
then such type of secrecy system is known as Secret
Key Cryptography. In Secret Key Cryptography there
must be a secret channe! for the exchange of the key
between the sender and the receiver, and Lhis is the
main problem of such type of secrecy system.
However, in 1976 W. Diffie and M E. Hellman from
Sanford University [2] introduced a system in which
the keys for encryption and decryption need not be
equal and that knowledge of one of the two never
leads to the computation of the other. This is taken
care by a proper design of a one-way function [9] for
the production of the key pairs. In this laier secrecy
system the encrypltion key is to be publicized and
kept in a trusted communication directory and the
decryption key is kept privately secret as long as the
encryption key is in use. Any one who wants o send
a message fetches the encryplion key of the recipient
from the trusted dircctory, encrypts a message with
the key, and sends to the recipient. A message
encrypted by a given encryption key mever gets
decrypted except with the comesponding decryption
key. This type of secrecy system is known as Public
Key Cryptography.

Since the introduction of Public Key Cryptography
many researches have been made to find the
appropriale one-way function and to establish a fimn
algorithm for production of the key pairs, and for
encryption and decryption transformation algorilhms
in such a way that publicizing the encryption key
never compromises the security of the system. The
earliest gnd successful was the work of the threg MIT
Professors: Ronald Rivest, Adi Shamir and Leonard
Adleman- which they named their system RSA-
cryplosystem [7].

RSA was not only the earliest public key oriented
cryptosystem, but also known to withstand so many
years’ cryploanalytic attacks to date, of course with
minor adjustments, and has since then become the
standard of many secure information import and
export policies around the world.

RSA CRYPTOSYSTEM

The mathematical foundation of RSA encryption/
decryption algorithms lies in the factorization

difficulty of a composite number, which is a product
of two very large priine numbers. For this rcason two
very large prime numbers must be generated with
different prime number scarching and peneration
techniques like the ones introduced in [7], [9].

Assume subseriber P; wants to be a member of some
public key secure information commumication group
using the public network to which he has -been
connected. So, P; wnust first do the following to
generate the key for encryplion, the public key, and
for decryption, the private key.

+ Generates two prime numbers p and g of
reasonably large and are roughly the same bit
length, and that p ¢ should not be too sunall.

¢ Computes the modulus » = p.g and the Euler’s
totient function ¢.

Where
b= (1. (g-1) )

+ Selects a random integer ¢ such that

gede. §) =1 )
¢ Computes the umque integer 4 in the range

[0, ¢-1] such that
e.d=1(mod §) 3)

+ Then subscrber P,’s public key is (7€) and his
prvate key is 4. So, he publicizes (me) to a
communication directory he best trusts.

Each subscriber of the communication system
generates his own private and public key pairs and
sends the public-key pair (n, ¢) to a trusted directory
in the sysiem so that any one looking for a reliable
public-kéy pair of some other subscriber may be
allowed access to the directory.

Assume a person P, wanis to send a secure and
privale message to the subscriber P; At the same
tme P; wants to assur¢ himself that his message,
even if there are possibilities that it may fall in a
wrong hand, is read by no one except the intended
recipient, P;.
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So, P; does the following:

¢ Obtain Py’s public key, say (1, e), from lhe
communication networks directory he (rusts.

4+ Represent his message Af in to smaller blocks m,,
my, .... Each of equal size of lengih 1 and lie In
the range [0, n-1].

M= mlllmzlimgﬂ ......... (4)
¢ For each small block m; compute :

¢ = m" modm
c;= m3" mod m )
c3= my"! mod m

¢ Then form a cipher message C from smaller
blocks ¢; computed for each message block m,.

C= [ 4] ”6‘2"63“ ....... (6)

¢ Send the cipher message C on a public channel
in which P, is a subscriber.

Up on receiving the cipher message C from the
communication channel P, does the following to
decrypt C and get the original message A as follows
using his private key, say d;.

+ Represents the message C in to smaller blocks ¢,
€2, .... each of equal size of lenglh 1 and lie in the
range [0, n-1].

+ For each small block ¢; computes -

_ a1
my= ¢ modm ]

dl
ms= ¢y mod m

¢ Then form the original message M from smaller
blocks m; compuled for each message blocks ¢,

PERFORMANCE OF RSA ENCRYPTION FOR
TEXT AND IMAGE DATA

Texts of considerably large sizes written in MS-DOS
editor and images of the same sizes are encrypted and
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decrypled using RSA encryption and decryption
algorithms {9]. The speed for the encryption and
decryption of iexts is found to be higher than the
speed for encrypting and decrypting the images. That
means the performance of RSA for text data is found
to be faster than that of image objects. The reason for
this result is to be discussed next.

Reason for slower performance of RSA on images

To implement the RSA encryplion/decryption
transformations each characler is to be wsed to form
integers represented by the word length of the
computer used. In our case we used a computer
which has a word length of 32 bits representing an
integer of maximum size of 2°% - 1 with big-endian
architecture to change strcams of characters to

‘integers of 32-bits. In big-endian architecture, assume

that by, b;, b5 and b, are four characters and we want
to form a word W as:

W=b2") 52" 5:.2% | b, ®)
is the word formed with such an architecture.

So, four characters are to be combined in big-endian
to form one 32-bit integer, Now, for the case of texts
each character is to be represented by a value
between 0 and 127 (i.e. 7-bits). Moreover the ASCI
cede of the numbers 0 through 9, the characters a
through z and those A through £ all have so many 0
bits in lheir represcniation, and a 32-bit integer
formed wilth such characters with big-endian
architecture also has so many 0-bits. When the 32-bit
numbers with many 0 bit is to be multiplied
exponentially to bring the encryplion and decryplion
transformations, it surely minimize the compntation
thereby increasing the speed somehow, this is the
case of texi dala encryption/decryplion. But that was
not the case for image data. An image element, pixel,
can have any value between 0 and 255 (8-bits), and
not confined to O through 127 numbers only like
texts. This means that the probability of having
characters with many O bits in image data is very
much lesser. Forming 32-bit integers wilh the same
big-endian architecture of such characters surely is
not expected of producing integers of many 0 bits.
Therefore, the exponential operations made at bits
level, involving such integers is found to be very
mach slower in performance. This is the case
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observed in the encryption and decryplion
transformation of the RSA cryptosystem for texts and
image data

A text message taken from the abstract of this paper,
its encrypted and decrypted forms have been shown
in Appendix-A. The encrypted form of the image in
Appendix-B1 has been shown in B2, and the its
decrypted form in B3,

DATA INTEGRITY THROUGH HASHING

The other issue of c¢ryptography is 1o maintain the
integrity of an information, That is the issue of
checking any change or inodification made in a data
being conveyed on a certain public chanmel, which
may include deletion, addition and change thereby
altering the originally intended idea, and even may
probably pass a message exactly opposite 10 what the
sender sent. So there must be a system in which the
receiver of an information is assured that the
information is never changed on the channel, and be
informed if there are any manipulations made.
Dealing with such a case is what is comumonly known
as dealing with the problem of data integriry.

‘Data integrity and encryplion are basically distinct.
One may not mean the other, or one may not imply
the other in the very strictest sense. That is why both
of them are treated independently in the study of
information security. As encryption is attained by
functions and procedures of ils own, data integrity is
also “attaffled by ils own functions and procedures,
and these functions (hat are used to atlain the purpose
and goal of data integrity are known as Fashing
Functions, or simply Hash Functions.

Hash Functions take an input of a data of arbitrary bit
iength from an input space X and produce an output
of fixed bit length known as hask code, hash result or
simply hash by different cryptographers. For that
reason a hash fumction properly designed for data
integrity must have the following basic features.

Compression
A fonction ; mapping an input of data X of length x,

with an output ¥ of length ), must be able to produce
a compression factor ¢ given by

< =y, 16}
such that O0<c¢<1.

Ease of Computation

Given the hash function & and x, an element of the
input space X, then it must be computationally easy
{0 find y an element of the output space ¥ such that

Y =hix) (10)

Compression and ease of computation are the criteria
a candidate function 4 is 1o be subject to before being
selected as a hash function, there are also some basic
properties the candidate function must fulfill before
chosen as a hash function and hence used for data
integrity.

Pre-image Resistant

For a pre-specified output clement y in the oufput
space Y, it must be computationally infeasible to find
an element x in the input space X which maps to that
particular y. This means that computation of

hix) =y (11)
must be difficult

™ pre-image resistant

Given an input x which is an element of the input
space X and y an element of the output space ¥ such
that y = h(x), then it must be computationally
difficult 10 get a 2™ input x, in the message space X
different from x such that

hixz) =y (12)
Producing the same out put as x.

Collision Resistant

It must be difficult to get two freely chosen inputs x
and x; in the message space X which map to the same
output That is finding x and x, such that

hx) = hix) (13)
is difficult.

Here none of x ar x, is pre specified as is the case in
pre-image resistanoe.
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HASHING

When someone says integrity of a given data is to be
maintained it means that any manipulation made
through out the data must be reflected at the final
output by changing a code generated by the sender
with the inherent compression facility available. For
this to happen there must be iteralive process which
chains any two consecutive blocks of the message.

In Hashing the basic seclions are the pre-processing
and processing sections and for discussing them an
image data of m by # pixel size is considered.

Preprocessing

For the discussion being made image data has been
considered.

Given an image [ of size m rows and # colurmns of
pixels each represented with 8 bit pray level values.
Then the size of (his image is ;

Sizg of (I )=m.n bytes (14)
=8.m.n bits

Then in the preprocessing procedure this image 7 is
represented by smalier blocks of each of which are »
bils long and represented as iy, 4, iz, ... d;

ie. I =8nn bits
=r.t bits (15)

and therefore there must be ¢ small blocks in the
image [ for some integer values of r and £.

where
t=8mn/r (16)

But this is not always the case since &m.n/r may not
always produce an infeger value. That is 8.7 may
not always be an integer multiple of r. In such a case
we have to perform andther procedure under the
preprocessing section known as padding. Padding is
to append the image J with strings of bits to produce
the overall size the image an integer multiple of an
input bit length r.

The constant r itself is not to be arbitrarily taken and

each hashing so far known has ils own specification.
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for the input message block length r. For example
Message Digesi4 (MD4) proposed by Ronald Rivest
takes r = 512 bits to produce a 128 bit hash code
output. Again in the case of padding, the padding
may be made by filling strings of 0-bits in to the list
significant bit posilion of the image, or strings of bit
1 can be used. Generally, therefore, for different
hash fumction, A, the input bit length r is different and
the padding system is also different.

Processing

Once the image is padded and segmented in to ¢
blocks each of which are r bils long, then these small
blocks are fed as an input to the compression function
S Let’s assume that (he first block is represented by
io, and further assume thaf y, is the result of its
compression by f. Then y, is fed back as an ‘input
together with i;, the next block, to produce the hash
code y; and the procedure continues that way.

To express mathematically, '

Yo =Jild
pg =f(jls J’o’
»=f.
; am

ye=Jis J:’H)
and finally,
H=y, (18)

is the one we call the hash code or hash.value of the
image J and so is it can be vividly seen at this time
how data integrity is achieved Any change in any of
the input blocks ig, {1, ia, ....is finally reflected in to &
and hence any manipulation of the original image is
simply detected and the objective fulfilled. So the
design of the compression function must be in such a
way that it has to fulfill the two inherent feature of a
hash function criterion and the three basic properties
discussed earlier.

PERFORMANCE OF HASHING FOR TEXT
AND IMAGE DATA
Text data of different sizes written in MS-DOS editor
and images of same sizes were hashed using the
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Secure Hash Algorithm-Revised (SHA-1) [9]. SHA-1
way proposed by the WNational Instituie for
Technology and’ Standards (NIST) of U.S. America
and accepted as a standard hashing function by the
National Standards Agency (NSA). Applying (his
hashing function on text data and image dala the
following result is observed [7].

Hashing of text data and image data of the same size
require the same hashing time despite the fact that
characiers in texis are represented by 7-bits (i.e.
values from 0 to 127) and pixel eleinents are of 8-bits
(taking values from 0 to 255) before words of 32- bit
long are formed using big-endian architecture. The
presence of many 0-bils in text words didn’t bring
performance difference, as is the case in encryption
and decryplion as discussed in section II(B). The very
reason for (his is that the operations in hashing are:

Cyclical rolations,
Logical AND-ings,
Logical OR-ings, and
Logical XOR-ings

And these operations make no distinction 0-bits and
1- bits and therefore the hashing time for texis and
images of the same size are found to be identical [9].

NON-REPUDIATION THROUGH
DIGITAL SIGNATURES

Privacy and data integrily are not the anly issues or
goals of cryptography. There is one more issue,
which is known-as Non-repudiation.

This means that an entity, particularly the sender,
may deny having sent a message he originated and
sent to a recipient, or may later deny a previously
apreed commitment or action. The problem and
solution of such cases where a third part 1o solve such
a dispute is involved is (he issue of non-repudiation.

In digital data communication on a local area network
(LAN), or a globally connected Net, the Intemiet; it is
possible to attach a sign or mark to the data which is
peculiar 10 someone and its peculiarity (o thai entity
be verifiable. This mark or sign is a digital data string
and is known as Digital Signature. Digital signahire
serves the same purpose a hand written signature on a

paper serves and it protects the recipient party from
possible denial or disavowing of the sending party.

Given an m by n pixel image I and a digital signature
S of the sender, the signing procedure £ 1aking / and $
as input produces a signed image J, as an output is
expressed mathematically as follows:

I = ¢y (19)

Then the sender sends not 7, but a signed image /;
which bears a sign which can be signed by him and
only him.

Up on receiving /,, the recipient uses a vcrification
funcion y in any case of possible dispules to
separate the image J and the signature § thereby
verifying to a trusted third party that 7, contains S,
which is universally known to be peculiar to the
sender.

pd) =1.8 (20)

Now depending on the nature of the verification
function 1w, digital signatures lie under Iwo
categories. If the original message is required as input
to the verificalion process represented by v, then it
said to be digital signature with appendix [7],[9].
Again if the onginal message is not neccssary for the
verification process, and if it is further possible to
recover the original message from the signature, then
this type of signature scheme is said to be digital
signature with message recovery [71,{9].

Due to its many advantages RSA Signature schene,
which has a message recovery facility, has been
studied.

RSA DIGITAL SIGNATURE SCHEME

After the conceptual introduction of digjtal signatures
by Diffie and Hellman in 1976 [2] ne practical
realization emerged until the work of Rivest, Shamir
and Adleman in 1978. The RSA encryption and
digital signature scheme is not only the first practical
realization of the ideas presenied in 1976 but also is
the reliable and secure digital signatue scheme
resistant 1o many of the attacks so far made to break
the sysiem. That is the reason for the implementation
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of RSA digital signature scheme in the Nuclear
Weapon sensor ‘monitoring station of Sandia
Laboratory (U.S.) under the leadership of Gustavus J,
Simmons [3].

RSA Signature Generation

For RSA Digital Signature Scheme each subscriber
of a communication system who wants to enter in {o
a system with non-repudiation facility must generaie
his own private key, 4, and public key pairs, (n, ),
are to be generated as per the discussion in Section
II(A) and the public key has to be stored 1n a trusted
directory.

Assume subscriber P, wants to send a signed message
to subscriber P,. Further it is assumed in (his paper
that the sender is not to sign a whole message but
rather the hash code of (he message. This helps to
minimizing signing and verification complexity and
time, and has the same effect as signing he whole
message because a hash code is a unique and
compressed representation of message. For this

Input Message message

I

Padding

reason P; has to attach his signature on the SHA-1
hash code output of the message.

So to sign with RSA digital signature scheme, P, has
to perform the following procedures:

¢+ The m by p pixel digital image [, or a text T of
any size, is to be hashed usmg any known
hashing algorithms. In our case we considered
the SHA-1 hashing algorithm The result
obtained is a 160-bit hash code i of the image,
or of the text.

¢ Using the ISO/IEC 9796 signature standard
scheme shown in Fig-1, the redundant function R
for H is to be computed in the range [0, £-1].

+ The signature S is to be computed as follows for
R
S=R' mod n ¥3))

+ Then P,’s signature of /s S.

Truncating and forcing I

-

Signature Production

Figure 1 ISO/IEC-9796 Signature Generation Procedure
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Signed message: 8

l

Signature Opening
Yes No
L p{ Signature Rejected
Message Recovery
Yes No
| Signature Rejected
Redundancy Checking
No
Yes
—®| Signature Rejected
Signature Accepted

Figure 2 ISQYIEC-9796 Signature Verification Procedure

Note: The International Standardization Organization
(1803 and International ~ Electro-technical
Cointmissicn {{EC} published a siandard with naine
ISO/IEC 9796 and standardized redundancy fuiction
and addition of redundant bits {0 a message before
sipning and in the process of verification. This
standard best suits the RSA signing scheme and have
been listed in [7].

RSA Signature Verification

The RSA digital scheme has the facility of recovering
the message sent, in this case the hash code of the
original messago.” Therefore, in the wverification
process the receiver not only verifies the authenticity
of the signer, i.¢. verification of the acclaimed signer,
‘but alsp recovers the hach code of the message.

To Verify P,’s Signature 5 and recover the hash code
H of the original image /, or text T, P, shonld do the
following

¢ Get Py’s authentic public-key (n, €) from the
communication system direciory he trusts.

¢ Computes:
Rl =5 modn (22)
for each signature block received.

¢ Uses the ISOVIEC 9796 signature verification’
and message recovery facility shown in Fig. 2 fo
verify the signature and recover the hash code H
of the original message.
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PERFORMANCE OF RSA SIGNATURE
SCHEME FOR TEXT AND IMAGE DATA

In section II(B) it has been stated that the encryption/
decryption performance of texis due to formation of
the 32-bit words by big-endian architecture from text
characters represented by 7-bits is faster than
encryption/decryption of images of the same size due
to formation of the 32-bit words by big-endian
architecture from pixel elements represented by 8-bits
[9].

In section III(B), however, Lhis difference of bit
representation is discussed for not causing any
difference while hashing texts and images of the
same size due to the presence of logical operations
like rotation, AND-ing, OR-ing, and XOR-ing which
make no difference between bits 0 and 1.

Now comes digital sipnature that, according to this
work, assumes hashing of messages and then signing
which basically means encryplion and addition of
redundancy bits, This means (hat the performance
features of hashing and that of encvplion are
combined in digital signatures thereby slowing down
the overall digilal signature performance of images
when compared 10 that of the same size of text data.
This is what has been observed in this work.

CONCLUSION

The idea of encryption with RSA as a subject, the
idea of data inlegrity with SHA-1 hashing algorithm
as a subject and the idea of mon-repudiation with
RSA Digital Signature Scheme as a subject have
been studied. As per the performances df these
algorithms discussed in Sections [I(B), III(B) and
IV(B), secrecy systems are found to perform slower
for image data types than iext daia types due to the
discussed reasons. This enlighiens some one wlio
intends 10 make further research in the area and
widens this result for other applications like voice
communication or video communication.

Furthermore the work of this paper can be applied in
areas like conditional access TV broadcasting,
rescarch arcas, paper and film free hospitals,
diplomatic and natianal security centers efc.

Journal of EAEA, Vol 16, 1999

ACKNOWLEDGEMENTS

The authors would like to acknowledge the Electrical
Engineering Department for extending the facilities
and encouragement for the production of this paper.

REFERENCES

1] “Encycfcfedfa Britannica” William Benton
Publ. 15" Ed Vol.§, 1974;

[2] W. Diffie and M.E. Hellman: “New Directions
in Crtyptography,” IEEE Trans. Inform,
Theory.. Vol. [t-22, pp 644 — 654, Nov. 1976.

[3] Proceedings of the IEEE Vol. 76, Np-5, pp
533 — 577 May 1988.

[4] B.M. Macq and J.J. Quisquater: “Cryprology
Jor Digital TV Broadcasting,” Proceedings of
the IEEE, Vol. 83 No-6, June 1995.

[51 Aro Salomaa: “Public Key Cryptagraphy,”
‘ Springer-Verlag, 2™ Ed. 1996.

[6] Vijaya Ahuja; “Neiwork and Internet
Security,” AP-Professional 1996.

[7]1  Alfred J. Menzes, Paul C. van Oorschot, Scott
A. Vanstone: “Hand Book of Applied
Cryptography,” CRC Press, 1997.

[8] Michael Alexander: “Net Securify: Your
Digital Doberaman,” Ventanna
Communication Group Inc., 1997.

[91 Getahun Mekuria: “Cryptography for Text and
Image Data Communication,” M.S¢. Thesis,
Addis Ababa University, June 1999,



57

Appendiz-A - A text message, ity encrypted and decrypted forms.

The Original Text

Information Secrecy deals with maintaining privacy through encryption, data integrity through hashing and non-
repudiation through digilal signatures; and has become the issue of today's communication engineering due to
increasing failures to the secrecy of messages conveyed on a given networking systewn thereby creating damages
beyond expectalions.

The Encrypied Text

$A¥AEFADAAD#o, D<AyAeNOA—EO#A™0 04 -

Yl“IWiQ)ay,tSCEITuIEIyYEIII$"U:I:1m A&ED C°000—EHIQy L O¢$%ojavi: R4

Y6KS6~ UEAD9A0N-x0UD ja.v

%otw0a.. . QYFONZPE >1°, N8%“§$—p#@¥C)4EY  TRigD A X 0Z01AUX+OmIR 0i0 Aa0°
MU0

8CisyGVIOt ¢ {8300, _qu,~7d"6"008nie 010§ gd1%1iO082AU Xiki>s+ psppM°y RO DgJOKKIOE <-
00Gpi"9£6703a0-d, ea?;

oxADUUi0a*NE—Y[ »V<*E{$PU%A OnU¢:i

The Decrypted Text

Information Secrecy deals wilh maintaining privacy through encryption, data imegrity through hashing and non-
repudiation through digilal signatures; and has become the issue of today's communication engineering due to
increasing failures 1o the secrecy of messages conveyed on a given networking system (hereby crealing damages
beyond expectations.
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