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achieve the best reliability [14]. The
reference, (Ref) is continuously compared
with the feedback signal (FB). The error
signal from the comparator is passed to the
proportional and integral (P) compensator.
The compensators output is then used to set
the duty cycle of the Pulse with modulator
(PW). The majority voter logic (V) takes the
correct majority of the three parallel outputs
at each stage and the PWM check logic
makes sure the integrity of the pulse output.

Ref
PWM
I > P P ChecK
Z P PW.

Figure 2 Block diagram of the designed TMR
controller.
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3. SINGLE EVENT EFFECTS ON
SRAM FPGAS AND FAULT
TOLERANT DESIGN

Heavy ion testing on SRAM FPGAs from
different semiconductor manufactures has
shown that these parts are very sensitive to
radiation-induced  errors  [9-11]. The
dominant error is the single event functional
interrupt, which is caused by a configuration
memory bit flip. It is worth noting that a
user flip-flop is as susceptible as a
configuration memory cell to radiation-in
duced upset.

However, the number of configuration bits
is much greater than that of the user flip-
flops and thus the probability of an SEFI is
significantly greater than the probability of
an SEU(single event upset) associated with a
user register. Moreover, no permanent
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faults, such as single event latch-up or
dielectric rupture, have been observed
during heavy ion tests. In addition,
reprogramming the FPGA will restore the
full functionality of the device, after the
occurrence of an SEFI. Therefore, RHBD
techniques based on detecting, mitigating
and correcting SEFIs make it possible to
uses RAM FPGAs in high radiation
environments [12, 13].

When applying a digital control signal using
an SRAM-based FPGA in a switching
converter, radiation induced SEFIs result in
missing pulses in the generated PWM
control signal of the converter. In turn, the
missing pulses result in large transient
voltage drops at the output of the converter
that may adversely affect the operation of
the powered systems [5, 6]. Therefore, an
RHBD techniqgue must be applied to
mitigate and correct the SEFIs. In the work
described here, are dundant approach at both
the logic design and the device levels has
been applied.

4. EXPERIMENTAL RESULTS

In order to validate this approach a TMR
digital circuit was implemented on Xilinx
Zyng-7000 SoC. This SoC integrates Xilinx
Artix-7 FPGA and a dual core ARM cortex-
A9 MPU on a single chip. The TMR
architecture in Figure 2 is implemented on
the FPGA while the Cortex-A9 is used to
simulate single event effects on the FPGA
configuration memory. Table 1 summarizes
the FPGA resources used for conventional
controller ~ design and for TMR
implementation with triplicated voters.

According to data from Xilinx datasheet
[15], the cost per logic cells (LCs) on the
Artix-7 series FPGA is roughly linear at
USD 0.0018. The total cost of implementing
a standard controller on FPGA has
insignificant hardware cost at only 0.06% of
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LCs used. Also, the TMR version, even if it
requires 3x more resources it’s still less than
0.19% of the FPGA resource while
providing 5x more reliability than the
standard controller.

Table 1 Comparison between standard and TMR
designs in Artix-7 XC7A200T

Digital DC-DC | Area # Logic | # CLB

controller design | (# cells Flip-
on SRAM FPGA | slices) | (LC) flops
Total FPGA 33,650 | 215,360 | 269,200
resources

Standard: No 9 128 12
TMR used

Percentage used | 0.027 | 0.059 % | 0.004 %
%

Full TMR 21 402 41
implementation

Percentage used | 0.062 | 0.187 % | 0.015%
%

The implementation takes a typical voltage
mode control loop designed to give out a
regulated 5V output from an unregulated
input of 12 — 24V DC (typical solar panel
voltage ranges). First, the output voltage is
sensed, scaled down and fed to an analog to
digital converter which feedback the digital
equivalent of the output voltage to the control
loop. Then, the feedback is subtracted from a
fixed reference to get the error signal. The
error signal is passed through the PID
compensator to get the control value. The
control value determines the pulse width of
the next control cycle. The difference
equation was implemented in a control loop
with a bandwidth of 50 KHz.

U(k) =U(k—1)+ Kpxerror + K, x integral + kd (1)
where, U(k) = current control value,

U(k — 1) = revious control value,
error(k) = current error,
error(k — 1) = previous error,
Kp = Proportional constant,

K; = Integral constant,

K D = Derivative consant
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The process is broken down to three
modules; the comparator module, the PID
module and the PWM generator module.
The three modules are triplicated to compute
the outputs and compare with each other.
The error, the control and the pulse width
are the three values to be voted on in TMR.

At steady state, with no fault, the duty cycle
of the output square wave is constant for a
fixed load and constant input. In this
particular case, at no load and 12V constant
input, the duty cycle is 42% 53% for half
load of 2.5W and 65% at a full load of 5W.

4.1 Fault Impact Analysis

Fault impact analysis is done by observing
the duty cycle of the output pulse from the
PWM generator at fixed load conditions. For
this test, the load and input voltages are kept
constant to observe only the impact of
transient faults on the output. The period of
the output square wave is kept constant at
1ms (1 KHz PWM frequency) and the duty
cycle is varied by the controller to keep the
output voltage regulated at 5V + 1%. A
momentary fault in the controller will result
in a wrong duty cycle of the pulse which
may cause a temporary output overshoot or
undershoot.

4.2 Baseline Case

This case is used as a reference. In this case,
the system runs without TMR and with no
fault injected. The test was run for 10,000
PWM cycles (10 seconds) at steady state
and the following result was obtained (see
Table 2).

4.3 Result at Injection Rate of 1/3000
(one in 3000 cycles)

As in the previous case, the test was run for
10,000 pulse cycles (10 seconds) at steady
state. As shown in Table 3, both overshoot
and undershoot conditions were observed in
the data (even if it is too fast to observe on
the scope). Although, the output regulation
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is not affected as much, the transient could
damage the power switches at higher load
currents if occurs frequently.

Table 2 Baseline case

Parameters | No load | 2.5W 5W load
load

Maximum 438us 542us 670us

duty cycle (43.8%) | (54.2%) (67%)

Minimum 412ps 510us 645us

duty cycle (41.2%) | (51%) (64.5%)

Duty cycle | 11ps 13us 19us

standard

deviation

%deviation | 2.6% 2.7% 2.9%

Maximum 5.06V 5.07VvV 5.08V

output

voltage

Minimum 4,98V 497V 4,95V

output

voltage

Output 0.04Vv 0.04v 0.05v

standard

deviation

%deviation | 0.8% 0.82% 1%

Table 3 Output parameter at fault rate of 1/3000

Parameters | No load 2.5W 5W load
load

Maximum | 820us 861us 924ns

duty cycle | (82%) (86.1%0) (92.4%)

Minimum 12us 28us 46us

duty cycle (1.2%) (2.8%) (4.6%)

Duty cycle | 21ps 26us 31ps

standard

deviation

%deviation | 5% 4.9% 4.8%

Maximum 6.88V 5.87V 5.98V

output

voltage

Minimum 3.78V 3.86V 3.21VvV

output

voltage

Output 0.09V 0.05V 0.07Vv

standard

deviation

%deviation | 1.8% 1.2% 1.4%

4.4 Higher Fault Rates

The results shown in Table 4 were obtained
at different fault injection rates for 2.5W and
5W load. It is observed that at injection rates
lower than (1/1000), the controller loses
stability and the output voltage starts to
oscillate in both cases.

Table 4 Output parameters at higher fault rates
(2.5W/5W loads

Fault Duty cycle | Output voltage
injection rate | deviation (%) | deviation (%)
1/5000 2.8/3.1 0.86/1.0

1/2000 8.3/11.2 2.1/2.8

1/1000 21/28.4 8.1/8.7

1/500 40.2/48.9 18.4/21.5
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4.5 Results with Proposed TMR Architecture

With TMR, the tests were run again with the
same conditions. For the case with no faults
injected, the result was identical with the
baseline case.

4.6 Result at Injection Rate of 1/3000

No overshoot and undershoot conditions
were observed and the result was fairly the
same as in the case of no faults (see Table 5).

4.7 Result at Higher Fault Rates

The following results (Table 6) were
obtained at different fault injection rates for
25W and 5W loads. The controller is
observed to be fairly stable at up to injection
rates of 1/100. For both load cases,
overshoot and undershoot conditions are
observed starting from injection rates of
1/200.
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Table 5 Output parameters with TMR and fault rate
of 1/3000

Parameters No load 2.5W 5W load
load

Maximum 5.07V 5.07V 5.08V

output voltage

Minimum 4,98V 4.96V 4,93V

output voltage

Output 0.044Vv 0.046V 0.052v

standard

deviation

%deviation 0.88% 0.9% 1.04%

Maximum 441ps 541us 673us

duty cycle (44.1%) | (54.1%) (67.3%)

Minimum 410ps 528us 642us

duty cycle (41%) (52.8%) (64.2%)

Duty  cycle | 11.3us 15us 20.2us

standard

deviation

%deviation 2.69% 2.77% 3.1%

Table 6 Output parameters with TMR for higher
fault rates (2.5W/5W loads)

Fault Duty cycle | Output
injection rate | deviation (%) | voltage
deviation (%)

1/2000 2.75/3.2 0.98/1.05
1/1000 3.8/4.3 1.02/1.18
1/500 6.1/6.8 1.41/1.82
1/200 12/12.3 2.1/2.8
1/100 20.9/21.2 5.77/6.1

5. CONCLUSION

Power converters and regulators are the
main and critical building blocks of all
electronic systems. In applications prone to
transient faults such as particle strikes,
spatial and time redundancy techniques can
improve the reliability significantly.

Single event functional interrupts are the
dominant radiation effects in SRAM-based
FPGAs. This work demonstrates the design
of an SEFI-resistant DC/DC switching
power converter based on a reconfigurable
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digital control loop implemented in SRAM
FPGAsS.

In this project, the results indicate that with
classic triple modular redundancy, the power
converter can withstand up to 5x more doze
of faults as compared to conventional power
converters. The additional 3x more hardware
requirement is justified because the
implementation only used less than 0.2% of
the total resource. For such a small circuit
the benefits of 5x more reliability very
much outweighs the additional hardware
cost.
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